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Comments
This contribution proposes a new key issue about Group ID Authorization for UE-deployed API invoker accessing other UEs' resources.

Proposed Changes
* * * First Change * * * *
[bookmark: _Toc207641897]5.X	Key Issue #X: Group Authorization for UE-deployed API invoker accessing other UEs' resources of a group<Key Issue Name>
[bookmark: _Toc102752613][bookmark: _Toc528155240][bookmark: _Toc207641898]5.X.1	Key issue details
The procedure specified in clause 8.34 of TS 23.222 [x] enable a UE-hosted API invoker accessing network-hosted resources owned by other UEs that belong to the same group. According to clause 8.34.2  of TS 23.222 [x], the security aspect of that procedure is left with the following note:
“NOTE:	The security aspects of this procedure are specified in 3GPP TS 33.122 [y].”


To provide security protection for the procedure of UE-deployed API invoker accessing other UEs’ resources of a group, the key issue studies the potential solutions to mitigate potential security threats.

5.X.2	Security threats
Without proper authorization mechanism, an unauthorized API invoker can claim membership in a privileged group to access resources of UEs within that group, resulting in information leakage and unauthorized modification to the resources of the resource owner.
[bookmark: _Toc102752615][bookmark: _Toc207641900][bookmark: _Toc528155242]5.X.3	Potential security requirements
The CCF should support authorization of a UE-hosted API invoker accessing resources owned by other UEs that belong to the same group.


* * * End of First Change * * * *

* * * Second Change * * * *
[bookmark: _Toc173258688]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
…
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".[x]		3GPP TS 23.222: "Common API Framework for 3GPP Northbound APIs".
[y]	3GPP TS 33.122: "Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs".


* * * End of Changes * * * *

