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1
Decision/action requested

New authorization solution for “Key Issue #2: Security protection for sensing service operations”.
2
References

[1]
TR 33.777 
Study on security and privacy aspects of integrated sensing and communication
3
Rationale

It is proposed that the Sensing Function performs the authorization of the sensing request.
4
Detailed proposal

Begin of Changes

6.0
Mapping of solutions to key issues

Editor's Note: This clause contains a table mapping between key issues and solutions. 
Table 6.1-1: Mapping of solutions to key issues

	Solutions
	KI#1
	KI#2
	KI#Z

	Solution #X.Y: Sensing Service Authorization at the Sensing Function
	X
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Next Changes

6.X.Y 
Solution #X.Y: Sensing Service Authorization at the Sensing Function
6.X.Y.1
Introduction 

This solution addresses the potential authorization requirement of Key Issue #1: Security of authorization for sensing service invocation and revocation:

“The 5G system shall be able to authorize sensing service request from a sensing service consumer..”

It is proposed that the Sensing Function performs the authorization of the Sensing Request.
6.X.Y.2
Solution details
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Figure 6.X.Y.2-1: Sensing Service Authorization at the Sensing Function

1.
It is assumed the Sensing Service Consumer (AF) and the NEF have a security association as described in 3GPP TS 33.501, clause 12 “Security aspects of Network Exposure Function (NEF)”. The Sensing Service Consumer sends a Sensing Service Request to the NEF with the descriptive information e.g. sensing service type (object detection, object tracking, environment sensing, etc.), sensing service requirements (e.g. accuracy, latency, resolution, etc.) and time information when the sensing service is needed (e.g. time for sensing measurement, time for sensing report) etc. 

2.
The NEF selects a Sensing Function for invoking the Sensing Service and to authorize the request. The NEF sends a Nsf_Sensing _Authorization_Request including the AF ID and the sensing information received from the Sensing Service Consumer to the Sensing Function. 

3.
The Sensing Profiles are stored in the UDR and the Sensing Function sends a Nudr_Sensing_Profile_Request to the UDR including the AF ID.

Editor’s Note: it depends on SA2 decision whether the Sensing Profiles are stored in the UDR or the Sensing Function. 
Editor’s Note: The details of the Sensing Profile are FFS
4.
The UDR fetches Sensing Profile Information stored for the AF ID.

5.
The UDR responds to the Sensing Function with the Sensing Profile Information of the AF. 

6. 
The Sensing Function performs the authorization of the sensing request from the NEF by verifying whether the information from the Sensing Request matches the information stored in the Sensing Profile for the AF.
If the sensing service authorization is successful, the Sensing Function initiates the sensing procedure with the corresponding NF. If the sensing service authorization fails, the Sensing Function responds the failure to the NEF.

7.
The Sensing Function responds to the NEF either with the sensing information result from the sensing procedure, or with a successful authorization response or with an authorization failure response. 
Editor’s Note: The messages in step 2 and step 7 need to be aligned with SA2.
8.
The NEF forwards the message from the Sensing Function to the AF.
6.X.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

End of Changes
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