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1
Decision/action requested

This pCR provides a solution to key issue#1 in the AIMLE Service Security TR.
2
References

[1]
TS 23.482, ‘Functional architecture and information flows for AIML Enablement Service’, Release-19.

[2]
TS 33.434, ‘Security aspects of Service Enabler Architecture Layer (SEAL) for verticals’, Release-18.
3
Rationale

This contribution proposes a solution to address KI#1 on Authorization for AIMLE Service Security for FL members.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.786

***** Start of Change 1*****
5.Y
Solution #Y: Authorization for AIMLE based FL

5.Y.1
Introduction

This solution address KI#1.
5.Y.2
Solution details

AIMLE authorization related to FL can reuse the authorization procedure specified in TS 33.434 [2] clause 5.2.2 (SEAL service authorization) and clause B.3.3 (SEAL service authorization) as the baseline i.e., SIM-S acts as an authorization server and issues access token to the AIMLE service consumer. The AIMLE service producer provides the requested services to the AIMLE service consumers by verifying the authorization of AIMLE service consumer i.e., on validating the access token claims.

The specific authorization related adaptations to AIMLE based FL related procedures include the following:

1. FL member registration: The candidate FL member (e.g., VAL server, AIMLE Server) can get access token from the authorization server such as SIM-S. The FL member registration services can be restricted based on the authorization issued with access token claims, which includes FL member ID as Subject, AIMLE service-related information as scope, FL member type (as Server or Client), FL member capabilities, Allowed ML Model ID list, FL member location information, Issuer as Authorization Server ID. The AIMLE service producer i.e., ML repository validates the access token and if success process the FL member registration request and provides the FL member registration response as in TS 23.482 [3]. The authorization procedure can be same for the FL member registration update request and response.

2. FL related events subscription: The candidate FL member (e.g., VAL server, AIMLE Server) can get access token from the authorization server such as SIM-S. The FL related event subscription request services can be restricted based on the authorization issued with access token claims, which includes FL member ID as Subject, AIMLE service-related information as scope, FL member Type (Server or Client), FL related Events ID or name, Allowed ML Model ID list/ML Model Information for FL, Allowed notification target address, issuer as authorization server ID. The AIMLE service producer i.e., ML repository validates the access token and if success process the FL related event subscription request and provides the response as in TS 23.482 [3]. 

3. HFL Training: VAL Server can get access token from the authorization server such as SIM-S. The FL member grouping support request services can be restricted based on the authorization issued with access token claims, which includes Requestor ID as Subject, AIMLE service-related information as scope, AIML Model (e.g., Model ID/Type) and Model parameters, Dataset ID(s), Allowed FL members (Allowed List of member client IDs) to use as AI MLE clients for HFL (or) ML model training, Training Type (HFL/VFL/or both), Allowed AI MLE client selection/filtering criteria, Allowed ML Model ID list/ML Model Information for training, F/ML Model selection filtering criteria, issuer as authorization server ID. The AIMLE service producer i.e., AIMLE Server validates the access token and if success process the FL member grouping request and provides the response as in TS 23.482 [3]. 

4. VFL Training: VAL Server can get access token from the authorization server such as SIM-S. The ML model training request services can be restricted based on the authorization issued with access token claims, which includes Requestor ID as Subject, AIMLE service-related information as scope, Allowed FL members (Allowed List of member client IDs) to use as AI MLE clients for VFL model training (e.g., per domain), Training Type (HFL/VFL/or both), Allowed AI MLE client selection/filtering criteria, Allowed ML Model ID list/ML Model Information for training, VFL Model selection filtering criteria, issuer as authorization server ID. The AIMLE service producer i.e., AIMLE Server validates the access token and if success process the FL member grouping request and provides the response as in TS 23.482 [3]. 

5. FL member grouping: VAL Server can get access token from the authorization server such as SIM-S. The FL member grouping support request services can be restricted based on the authorization issued with access token claims, which includes Requestor ID as Subject, AIMLE service-related information as scope, VAL service ID, AIML Model ID, ADAE Analytics ID, ML Model Profile Information (e.g., ID for which the FL grouping is to be used), ML Task Information/ID (e.g., FL Training task or FT Inference Task), Allowed FL members (Allowed List of member client IDs) to use as AI MLE clients/server for FL, issuer as authorization server ID. The AIMLE service producer i.e., AIMLE Server validates the access token and if success process the FL member grouping request and provides the response as in TS 23.482 [3]. 

Editor’s Note: Who performs the role of Authorization Server is FFS.
Editior’s Note: Further details on how the solution address the overall scope of AIMLE procedures related to KI#1 is FFS.
5.Y.3
Evaluation

TBD

***** End of Change 1*****
