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1
Decision/action requested

This pCR provides a new key issue to the AIMLE Service Security TR.
2
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3
Rationale

The AIML enabler service framework [1] supports (i) AIMLE client registration by AIMLE clients, (ii) AIMLE client discovery by VAL server (iii) AIMLE clients selection by two modes i.e., VAL server selection (i.e., selecting candidate AIMLE clients from client list provided by VAL server) and AIMLE server selection (i.e., based on client selection criteria provided by VAL server), (iv) AIMLE client participation (i.e., on request from the AIMLE server) and (v) AIMLE client selection subscription request and notification to enable VAL Servers to subscribe for monitoring AIML members who meet criteria for performing an AIMLE service (i.e., for selecting AIMLE clients and receiving notification when there is an update on the selected and re-selected AIML client’s status when re-selection is performed according to AIML member selection criteria) respectively, but these procedures (related to AIMLE Client handling) do not support sufficient authorization and verification leading to the following issues/security threats.

1. Unauthorized clients can register as AIMLE clients using AIMLE services targeting certain VAL services leading to selection of such clients by VAL servers and unauthorized client(s) participation in critical AIML operations/services such as training, model transfer, model inference, model offload, model split and so on. This can lead to serious threats, including data breaches, intellectual property theft, model compromise, and disruption of operations, potentially impacting sensitive data and applications.
2. Unauthorized AIMLE service consumer/VAL server involving in AIMLE client selection (or) unauthorized AIMLE server performing AIMLE client participation request and enforcing AIMLE clients to involve in AIMLE operations can lead to exploitation/resource exhaustion of AIMLE clients and AIMLE denial of service to the legitimate AIMLE members due to lack of resources. Additionally unauthorized VAL server / AIMLE server forcing AIMLE clients to participate in an unauthorized AIML operation can pose severe threats like data poisoning, model theft, and compromised accuracy, leading to security vulnerabilities, ethical concerns, and potential harm.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.786

***** Start of Change 1*****









4.1
Key Issue #1: Authorization for AIMLE Service Security for AIMLE members
4.1.1
Key issue details 
3GPP TS 23.482[3] introduces support for AIMLE services, enabling AI/ML operations through interactions between the AIMLE client and AIMLE server(s) over the AIML-UU reference point, and between the VAL servers and AIMLE servers over AIML-S respectively. These services involve distributed AI/ML operations across multiple participants, necessitating robust security mechanisms to ensure that only authorized members participate in the AIMLE workflows. Given the critical role of authorization in securing these workflows, it is important to assess whether the current security specifications are adequate.

Currently, the authorization aspects outlined in TS 33.434 [2] can be limited to address the security requirements of AIMLE services and related aspects specified in TS 23.482 [3] such as related to a) Federated Learning (FL), b) client related handling (registration, discovery, selection, selection subscription, and participation), c) transfers (task transfer, transfer learning, context transfer) d) ML Model (training capability evaluation, monitoring and control
), e) Split operations and AIMLE assistance repectively Therefore, this key issue aims to study whether enhancements to the authorization mechanisms specified in 3GPP TS 33.434 [2] are necessary to support AIMLE service security. The objective is to ensure trusted AIMLE members participation and usage to prevent unauthorized access of AIMLE operations.

4.1.2
Security threats
Unauthorized AIMLE members participating in AIMLE services may gain access to data exchanged between AIMLE clients and servers.
Lack of robust authorization allows unreliable or unauthorized AIMLE members to degrade the quality, efficiency, or availability of AIMLE operations.
4.1.3
Potential security requirements
The 3GPP system shall support authorization mechanisms for (AIML members) utilising AIMLE services for various AIMLE procedures.

***** End of Change 1*****
�I would suggest to add this in KI#2 related to ML model management. 





