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***** START OF 1st CHANGE *****
5.4.2
The AIoT Device Identifier protection for inventory with filtering information

For the protection of AIoT Device Permanent Identifier during the inventory procedure described in clause 5.2.2, the following change shall apply: 


-
In step 4, the AIoT Device determines it needs to reply to the NG-RAN based on the received filtering information.

NOTE 1: The attacker may obtain an AIoT Device ID by performing a bitwise enumeration in multiple paging messages. To mitigate the attack, the AIoT Device need to be configured with filtering information to match by limiting which bits of AIoT Device Identifier is allowed for filtering information (guidance would be to limit to the leftmost n bits of the AIoT Permanent Device Identifier, e.g., only allow filtering information for the leftmost 64 bits and not respond otherwise).
-
In steps 5
 and 6, the AIoT Identification Information is not included in the D2R message and Inventory Report message.
-
In step 7, Filtering Information is used as the AIoT Identification Information.
-
In step 9, ADM shall send the AIoT Device Permanent Identifier corresponding to XRESAIOT to AIOTF.
NOTE 2: The AIOTF identifies the AIoT device by checking the received RESAIoT. Therefore, AIoT Identification Information is not needed in the D2R and Inventory Report message.

NOTE 3: When inventory with filtering information is used, after receiving the D2R message, the ADM has to exhaustively derive XRESAIoTs with all the long-term keys (i.e., KAIoT_root) of the AIoT devices in the group that was paged for every RANDAIoT_d received. The AIOTF then, need to check XRESAIoT with the received RESAIoT. Therefore, the size of the group should be chosen accordingly to reduce the energy consumption, inter NF interaction, and latency.

***** START OF 2nd CHANGE *****
5.4.3
Procedure for AIoT Device Identifier protection with Temp ID update during Individual inventory
For the protection of AIoT Device Permanent Identifier during the inventory procedure described in clause 5.2.2, the following changes shall apply: 

-
In step 1, AIOTF shall retrieve a T-ID in addition to the RANDAIOT_n from ADM using the AIoT Device Permanent Identifier. The ADM shall, based on T-ID type, either fetch the stored T-ID in the AIoT Device profile or generate the T-ID based on AIoT Device Permanent Identifier as specified in Annex B.1, and sends the T-ID to the AIOTF.

-
In steps 2, 3 and 4, the T-ID shall be used as the AIoT Identification Information.

-
In step 2 and 3 the AIOTF includes indication of type of T-ID handling. T-ID can be either concealed type or stored type. The concealed type can be based on either the stored T-ID or the permanent identifier. If needed the handling also indicates whether the stored T-ID type shall be updated with or without a command. NG-RAN includes the T-ID handling in the paging message.

-
In step 4, the AIoT device, based on the T-ID handling indication in the paging message, generates the T-ID in the same way as the ADM did in step 1 if the T-ID type is concealed type, or retrieves the T-ID if the T-ID type is stored type. The AIoT device determines it needs to reply to the NG-RAN if the generated or retrieved T-ID matches with the received T-ID. In case the stored T-ID update shall be done without a command, the AIoT Device generates a new Temp_ID_n+1 as specified in Annex B.1 and stores the new Temp ID_n+1.

-
In steps
 5 and 6, the AIoT Identification Information is not included in the D2R message and Inventory Report message.

-
In step 7, the AIoT Device Permanent Identifier is used as the AIoT Identification Information. If the concealed type is stored T-ID, the AIOTF requests the ADM to derive a new T-ID as specified in Annex B.1 and to store it in the AIoT Device profile.

NOTE 1:
The AIOTF identifies the AIoT Device by checking the received RESAIoT parameter. Therefore, the AIoT Identification Information is not needed in the D2R message and the Inventory Report message.

NOTE 2: 
In case of concealed T-ID type, every AIoT Device that receive an Inventory Request with T-ID need to perform a T-ID matching by generating a T-ID based on the KAIoT_root and check if the generated T-ID is matched with the received T-ID.It is assumed that the AIoT Device that receive the Inventory Request has enough energy to perform this T-ID matching in addition to the Inventory procedure specified in clause 5.2.2.

NOTE 3: 
In case of stored T-ID type, the stored T-IDs on the device side and network side can get out-of synch. The handling of such situation is described in clause 5.4.4.
-
After step 10, if the stored T-ID update is performed via a Command procedure, the AIOTF sends an encrypted AIOT NAS Command Request message containing the new T-ID requested from the ADM, to the AIoT device. Upon receipt of the Command Request message, the AIoT Device stores the new T-ID.

***** END OF CHANGES *****
�Most changes in this step are not accpetable, as this whole clause is about how to protect the ID in Inventory with filtering info.


�Most changes in this step are not accpetable, as this whole clause is about how to protect the ID in individual Inventory.





