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*** 1st CHANGE ***
[bookmark: _Toc19634846][bookmark: _Toc26875912][bookmark: _Toc35528679][bookmark: _Toc35533440][bookmark: _Toc45028793][bookmark: _Toc45274458][bookmark: _Toc45275045][bookmark: _Toc51168302][bookmark: _Toc202450083]13.2.2.1	General
When the negotiated security mechanism to use over N32, according to the procedure in clause 13.5, is PRINS (described in clause 13.2), the SEPPs use the established TLS connection (henceforth referred to as N32-c connection) to negotiate the N32-f specific associated security configuration parameters required to enforce application layer security on HTTP messages exchanged between the SEPPs. A second N32-c connection is established by the receiving SEPP to enable it to not only receive but also send HTTP Requests.
The N32-c connection is used for the following purposes:
-	Key agreement: The SEPPs independently export keying material associated with the first N32-c connection between them and use it as the pre-shared key for generating the shared session key required. 
-	Parameter exchange: The SEPPs exchange security related configuration parameters that they need to protect HTTP messages exchanged between the two Network Functions (NF) in their respective networks. 
-	Error handling: The receiving SEPP sends an error signalling message to the peer SEPP when it detects an error on the N32-f interface.
The following security related configuration parameters may be exchanged between the two SEPPs:
a.	Modification policy. A modification policy, as specified in clause 13.2.3.4, indicates which IEs can be modified by a Roaming Intermediary (RI) of the sending SEPP.
b. 	Data-type encryption policy. A data-type encryption policy, as specified in 13.2.3.2, indicates which types of data will be encrypted by the sending SEPP.
c.	Cipher suites for confidentiality and integrity protection, when application layer security is used to protect HTTP messages between them.
d.	N32-f context ID. As specified in clause 13.2.2.4.1, N32-f context ID identifies the set of security related configuration parameters applicable to a protected message received from a SEPP in a different PLMN.
*** 2nd CHANGE ***
[bookmark: _Toc19634865][bookmark: _Toc26875931][bookmark: _Toc35528698][bookmark: _Toc35533459][bookmark: _Toc45028812][bookmark: _Toc45274477][bookmark: _Toc45275064][bookmark: _Toc51168321][bookmark: _Toc202450102][bookmark: _Toc19634867][bookmark: _Toc26875933][bookmark: _Toc35528700][bookmark: _Toc35533461][bookmark: _Toc45028814][bookmark: _Toc45274479][bookmark: _Toc45275066][bookmark: _Toc51168323][bookmark: _Toc202450104]13.2.4.3	Message reformatting in sending SEPP
[bookmark: _Toc19634866][bookmark: _Toc26875932][bookmark: _Toc35528699][bookmark: _Toc35533460][bookmark: _Toc45028813][bookmark: _Toc45274478][bookmark: _Toc45275065][bookmark: _Toc51168322][bookmark: _Toc202450103]13.2.4.3.1	dataToIntegrityProtect
13.2.4.3.1.1	clearTextEncapsulatedMessage
The clearTextEncapsulatedMessage is a JSON object that contains the non-encrypted portion of the original message.Specifically, it consists of the following objects:
1.a) Pseudo_Headers – the JSON object that includes all the Pseudo Headers in the message. 
- For HTTP Request messages, the object contains one entry for each of the ":method", ":path", ":scheme" and ":authority" pseudo headers. If the ":path" pseudoheader contains multiple parts separated by a slash (/) or includes a query parameter (following a "?"), an array is used to represent :path, with one element per part of the path (i.e. per "directory").
NOTE:	This enables encryption of individual elements of the path (e.g. if SUPI is passed).
- For HTTP Response messages, the object contains the ":status" pseudo header.
1.b) HTTP_Headers – the JSON object that includes all the Headers in the message. 
All the headers of the request are put into a JSON array called HTTP_Headers.Each entry contains a header name and value, where the value part can be an encoded index to the dataToIntegrityProtectAndCipher block, if the header value is encrypted.
1.c) Payload – the JSON object that includes the content of the payload of the HTTP message. 
Each attribute or IE in the payload shall form a single entry in the Payload JSON object. If there is any attribute value that requires encryption, it shall be moved into the dataToIntegrityProtectAndCipher JSON object (clause 13.2.4.2), and the original value in this element shall be replaced by the index in the form {"encBlockIdx": <num>} where "num" is the index of the corresponding entry in the dataToIntegrityProtectAndCipher array. 
[bookmark: _Toc19634868][bookmark: _Toc26875934][bookmark: _Toc35528701][bookmark: _Toc35533462][bookmark: _Toc45028815][bookmark: _Toc45274480][bookmark: _Toc45275067][bookmark: _Toc51168324][bookmark: _Toc202450105]

13.2.4.3.1.2	metadata
The JSON object containing information added by the sending SEPP. It shall contain:
a) N32-f message ID: Unique identifier (64-bit integer) representing a HTTP Request/Response transaction between two SEPPs. The N32-f message ID is generated by the sending SEPP and included in the HTTP Request sent over the N32 interface. The receiving SEPP uses the same N32-f message ID when it responds back with a HTTP Response. The N32-f message ID is included in the metadata portion of the JSON structure.
b) authorizedIPX ID: String identifying the first hop RI (e.g., cIPX or pIPX) that is authorized to update the message. This field shall always be present. When there is no RI that is authorized to update, the value of this field is set to  null. The sending SEPP selects one of the RI providers from the list exchanged with the other SEPP during parameter exchange over N32-c and includes its identifier value in this field.
c) N32-f context ID: Unique identifier representing the N32-f context information used for protecting the message. This is exchanged during parameter exchange over N32-c (clause 13.2.2.4.1).
*** 3rd CHANGE ***
[bookmark: _Hlk208928294]13.2.2.2	Procedure for Key agreement and Parameter exchange
1. The two SEPPs shall perform the following cipher suite negotiation to agree on a cipher suite to use for protecting NF service related signalling over N32-f.
1a. The SEPP which initiated the first N32-c connection shall send a Security Parameter Exchange Request message to the responding SEPP including the initiating SEPP’s supported cipher suites. The cipher suites shall be ordered in initiating SEPP’s priority order. The SEPP shall provide an initiating SEPP’s N32-f context ID for the responding SEPP. 
1b. The responding SEPP shall compare the received cipher suites to its own supported cipher suites and shall select, based on its local policy, a cipher suite, which is supported by both initiating SEPP and responding SEPP.
1c. The responding SEPP shall send a Security Parameter Exchange Response message to the initiating SEPP including the selected cipher suite for protecting the NF service-related signalling over N32. The responding SEPP shall provide a responding SEPP’s N32-f context ID for the initiating SEPP.
2. The two SEPPs may perform the following exchange of Data-type encryption policies and Modification policies. Both SEPPs shall store protection policies sent by the peer SEPP.
2a. The SEPP which initiated the first N32-c connection shall send a Security Parameter Exchange Request message to the responding SEPP including the initiating SEPP’s Data-type encryption policies, as described in clause 13.2.3.2, and Modification policies, as described in clause 13.2.3.4. 
2b. The responding SEPP shall store the policies if sent by the initiating SEPP. 
2c. The responding SEPP shall send a Security Parameter Negotiation Response message to the initiating SEPP with the responding SEPP’s suite of protection policies.
2d. The initiating SEPP shall store the protection policy information if sent by the responding SEPP. 
Alternatively to exchanging complete policies in steps 2a and 2c, the SEPPs may indicate a security profile. 
NOTE:	A security profile can for example include default modification policies and default data_type encryption policies and/or a list of IEs to be protected, during the N32-c negotiation process. PRINS security profile specification is out of scope in 3GPP.
The security parameters that should be visible to the Roaming Intermediaries shall be sent over N32-f message to the responding SEPP. The security parameters should be integrity protected in the N32-f message. 	Comment by Huawei - r1: Tao’s 3rd change is copied here
NOTE X:	The Roaming Intermediary can determine that the N32-f message includes security parameters based on the API related to security parameters transmission.
3. The two SEPPs shall exchange Roaming Intermediary (RI) security information lists that contain information on RI public keys or certificates that are needed to verify RI modifications at the receiving SEPP. 

4. The two SEPPs shall export keying material from the TLS session established between them using the TLS export function. For TLS 1.2, the exporter specified in RFC 5705 [61] shall be used. For TLS 1.3, the exporter described in section 7.5 of RFC 8446 [60] shall be used. The exported key shall be used as the master key to derive session keys and IVs for the N32-f context as specified in clause 13.2.4.4.1.
5. When the responding SEPP needs to initiate traffic, e.g., error reporting, in the reverse direction to the sending SEPP, the responding SEPP in the first N32-c connection shall now setup a second N32-c connection by establishing a mutually authenticated TLS connection with the peer SEPP.
NOTE:  The second N32-c connection setup by the responding SEPP does not perform the negotiation of steps 1-4.
6.	The two SEPPs start exchanging NF to NF service-related signalling over N32-f and tear down the N32-c connection. The SEPPs may initiate new N32-c TLS sessions for any further N32-c communication that may occur over time while application layer security is applied to N32-f.
*** 2nd4th CHANGE ***
13.2.3.6	Precedence of policies in the SEPP
This clause specifies the order of precedence of data-type encryption policies and modification policies available in a SEPP. 
In increasing order of precedence, the following policies apply for a message to be sent on N32:
1.	The set of default rules specified in the present specification:
-	For the data-type encryption policy, the rules on data-types that are mandatory to be encrypted according to clause 5.9.3.3.
-	For the modification policy, the basic validation rules defined in clause 13.2.3.4.
2.	Manually configured policies:
	-	For the data-type encryption policy: rules according to clause 13.2.3.2, on a per roaming partner basis.
	-	For the modification policy: rules according to clause 13.2.3.4, per roaming partner and per RI provider that is used for the specific roaming partner.
NOTE 1: 	It is assumed that operators agree both data-type encryption and modification policy in advance, for example as part of their bilateral roaming agreement. The protection policies exchanged via N32-c during the initial connection establishment only serve the purpose of detecting possible misconfigurations.
NOTE 2:	It is assumed that the default rules and manually configured policies do not overlap or contradict each other. The manually configured policies are used to extend the protection by the default rules in the present document and are applied on top of them.
When a SEPP receives a data-type encryption or modification policy on N32-c or N32-f as specified in clause 13.2.2.2, it shall compare it to the one that has been manually configured for this specific roaming partner and RI provider. If a mismatch occurs for one of the two policies, the SEPP shall perform one of the following actions, according to operator policy: 
-	Send the error message as specified in TS 29.573 [73], clause 6.1.4.3.2,  to the peer SEPP.
-	Create a local warning.
*** 3th CHANGE ***
[bookmark: _Toc19634877][bookmark: _Toc26875943][bookmark: _Toc35528710][bookmark: _Toc35533471][bookmark: _Toc45028824][bookmark: _Toc45274489][bookmark: _Toc45275076][bookmark: _Toc51168333][bookmark: _Toc202450115]13.2.4.7	Message verification by the receiving SEPP
The receiving SEPP determines that the received message is an error message generated by the Roaming Hub as Roaming Intermediary based on the reformattedData IE. 
If the received messages is not generated by a Roaming Hub :
-	The receiving SEPP shall decrypt the JWE ciphertext using the shared session key and the following parameters obtained from the JWE object – Initialization Vector, Additional Authenticated Data value (clearTextEncapsulatedMessage in "aad") and JWE Authentication Tag ("tag").
-	The receiving SEPP shall check the integrity and authenticity of the clearTextEncapsulatedMessage and the encrypted text by verifying the JWE Authentication Tag in the JWE object with the JWE AAD algorithm. The algorithm returns the decrypted plaintext (dataToIntegrityProtectAndCipher) only if the JWE Authentication Tag is correct.
-	The receiving SEPP refers to the NF API in clearTextEncapsulatedMessage with values in the dataToIntegrityProtectAndCipher array.
-	The receiving SEPP shall next verify RI provider updates, if included, by verifying the JWS signatures added by the Roaming Intermediaries. The SEPP shall verify the JWS signature, using the corresponding raw public key or certificate that is contained in the Roaming Intermediary’s security information list obtained during parameter exchange in the related N32-c connection setup or, alternatively, has been configured for the particular peer SEPP. 
-	The receiving SEPP shall then check that the raw public key or certificate of the JWS signature RI's Identity in the modifiedDataToIntegrity block matches to the RI provider referred to in the "authorizedIPX ID" field added by the sending SEPP, based on the information given in the RI provider security information list. 
-	The receiving SEPP shall check whether the modifications performed by the Roaming Intermediaries, i.e. cRI and pRI, were permitted by the respective modification policies. The receiving SEPP shall use the modification policy of the cRI obtained during parameter exchange in the related N32-c connection setup, and use the modification policy of pRI configured within the receiving SEPP.
-	If this is the case, the receiving SEPP shall apply the patches in the Operations field in order, perform plausibility checks, and create a new HTTP request according to the "patched" clearTextEncapsulatedMessage.
-	The receiving SEPP shall verify that the PLMN-ID contained in the headers and JSON elements of the incoming N32-f message, if any, matches the PLMN-ID in the related N32-f context. The receiving SEPP should also verify that the PLMN-ID contained in the incoming N32-f message matches the PLMN-ID in the trust anchor selected during the setup of the TLS VPN, if any. In case of a mismatch the SEPP should log the event.
NOTE 1:	The above mismatch logging can be seen as an anomaly detection mechanism. It can both miss logging some anomalous events (false negatives) and log events that do not represent anomalies (false positives). False negatives occur, for example, when attack signalling carrying a particular PLMN-ID arrives over the TLS VPN or NDS/IP connection that is indeed associated with that PLMN-ID (e.g. generated by a compromised SEPP or an attacker with a fraudulently issued certificate), and false positives occur if signalling for a given PLMN-ID that previously arrived over a particular TLS VPN or NDS/IP connection starts arriving over a different one without this representing an attack. Such a change could be, for example, a result of contractual changes between PLMNs and RIs that were not configured before coming into effect. Dealing with false negatives and false positives is subject to operator policy and outside 3GPP scope. 
If the received message is an error message generated by a Roaming Hub:
-	The receiving SEPP shall check that the raw public key or certificate of the JWS signature RI's identity in the modifiedDataToIntegrityProtect block matches the adjacent Roaming Hub identity.
-	The receiving SEPP dertermines the message in which the error occurred, based on the N32-f message ID.
-	If the receiving SEPP determines from the error message that the Roaming Hub requires a modified request message, it can modify if allowed by the MNO's policy, and can resend the modified request message.
If security parameters exist, the receiving SEPP shall check whether such security parameters belong to the security parameters negotiated during the N32-c parameter exchange procedure.
*** 5th CHANGE ***
[bookmark: _Toc19634878][bookmark: _Toc26875944][bookmark: _Toc35528711][bookmark: _Toc35533472][bookmark: _Toc45028825][bookmark: _Toc45274490][bookmark: _Toc45275077][bookmark: _Toc51168334][bookmark: _Toc202450116]13.2.4.8	Procedure
The following clause illustrates the message flow between the two SEPPs with modifications from RIs, e.g., cRI and pRI.


Figure 13.2.4.8-1 Message flow between two SEPPs
1.	The cSEPP receives an HTTP request message from a network function. If the message contains a telescopic FQDN, the cSEPP removes its domain name from this FQDN to obtain the original FQDN as described in clause 13.1. 
2.	The cSEPP shall reformate the HTTP Request message as follows:
a. The cSEPP shall generate blocks (JSON objects) for integrity protected data and encrypted data, and protecting them:
The cSEPP shall encapsulate the HTTP request into a clearTextEncapsulatedMessage block containing the following child JSON objects: 
-	Pseudo_Headers
-	HTTP_Headers with one element per header of the original request.
-	Payload that contains the message body of the original request.	

For each attribute that require end-to-end encryption between the two SEPPs, the attribute value is copied into a dataToIntegrityProtectAndCipher JSON object and the attribute's value in the clearTextEncapsulatedMessage is replaced by the index of attribute value in the dataToIntegrityProtectAndCipher block.
The cSEPP shall create a metadata block that contains the N32-f context ID, message ID generated by the cSEPP for this request/response transaction and next hop identity.
The cSEPP shall protect the dataToIntegrityProtect block and the dataToIntegrityProtectAndCipher block as per clause 13.2.4.4. This results in a single JWE object representing the protected HTTP Request message.
b. The cSEPP shall generate payload for the SEPP to SEPP HTTP message:
	The JWE object becomes the payload of the new HTTP message generated by cSEPP. 
3.	The cSEPP shall use HTTP POST to send the HTTP message to the first Roaming Intermediary.
4.	The first Roaming Intermediary (e.g. visited network's IPX provider) shall create a new modifiedDataToIntegrityProtect JSON object with three elements:
a. The Operations JSON patch document contains modifications performed by the first Roaming Intermediary as per RFC 6902 [64]. 
b. The first Roaming Intermediary shall include its own identity in the Identity field of the modifiedDataToIntegrityProtect.
c. The first Roaming Intermediary shall copy the "tag" element, present in the JWE object generated by the cSEPP, into the modifiedDataToIntegrityProtect object. This acts as a replay protection for updates made by the first Roaming Intermediary.
The Roaming Intermediary shall execute JWS on the modifiedDataToIntegrityProtect JSON object and append the resulting JWS object to the message.
5.	The first Roaming Intermediary shall send the modified HTTP message request to the second Roaming Intermediary (e.g. home network's IPX) as in step 3.
6.	The second Roaming Intermediary shall perform further modifications as in step 4 if required. The second Roaming Intermediary shall further execute JWS on the modifiedDataToIntegrityProtect JSON object and shall append the resulting JWS object to the message.
7.	The second Roaming Intermediary shall send the modified HTTP message to the pSEPP as in step 3.
 NOTE 1:	The behaviour of the Roaming Intermediaries is not normative, but the pSEPP assumes that behaviour for processing the resulting request.
8.	The pSEPP receives the message and shall perform the following actions:
-	The pSEPP extracts the serialized values from the components of the JWE object.
- 	The pSEPP invokes the JWE AEAD algorithm to check the integrity of the message and decrypt the dataToIntegrityProtectAndCipher block. This results in entries in the encrypted block becoming visible in cleartext. 
-	The pSEPP updates the clearTextEncapsulationMessage block in the message by replacing the references to the dataToIntegrityProtectAndCipher block with the referenced decrypted values from the dataToIntegrityProtectAndCipher block. 
-	The pSEPP then verifies Roaming Intermediary updates of the attributes in the modificationsArray. It checks whether the modifications performed by the Roaming Intermediaries were permitted by policy.
	The pSEPP further verifies that the PLMN-ID contained in the message is equal to the "Remote PLMN-ID" in the related N32-f context.
-	The pSEPP updates the modified values of the attributes in the clearTextEncapsulationMessage in order.
The pSEPP shall re-assemble the full HTTP Request from the contents of the clearTextEncapsulationMessage.
9.	The pSEPP shall send the HTTP request resulting from step 8 to the home network's NF.
10.-18.	These steps are analogous to steps 1.-9.
*** END OF CHANGES ***
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