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* * * Next Change * * * *
[bookmark: _Toc201323921][bookmark: _Toc195321916]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
5G-AKA	5G Authentication and Key Agreement
AEAD	Authenticated Encryption with Associated Data
BSF	Bootstrapping Server Function
CBOR	Concise Binary Object Representation
COSE	CBOR Object Signing and Encryption
CSK	Client-Server Key
DTLS	Datagram Transport Layer Security
EAP-AKA’	Improved Extensible Authentication Protocol Method for 3GPP Mobile Network Authentication and Key Agreement
EAP-TLS	Extensible Authentication Protocol Transport Layer Security
EAP-TTLS	Extensible Authentication Protocol Tunnelled Transport Layer Security
ECDH	Elliptic Curve Diffie-Hellman
ECDSA	Elliptic Curve Digital Signature Algorithm
ECIES	Elliptic Curve Integrated Encryption Scheme
ESP	Encapsulating Security Payload
GMK		Group Master Key
HKDF	HMAC-based Key Derivation Function
HMAC	Hash-Based Message Authentication Code
IAB	Integrated Access and Backhaul
IKE	Internet Key Exchange
IKEv2	Internet Key Exchange Protocol Version 2
IPsec	Internet Protocol Security
JSON	JavaScript Object Notation
JWE	JSON Web Encryption
JWS	JSON Web Signature
JWT	JSON Web Token
KDF	Key Derivation Function
MIKEY-SAKKE	Multimedia Internet KEYing – Sakai-Kasahara Key Encryption
MOBIKE	IKEv2 Mobility and Multihoming Protocol
MPQUIC	Multipath QUIC
MuSiK	Multicast Signalling Key
NAS	Non-Access Stratum
NDS	Network Domain Security
OAuth	Open Authorization
OCSP	Online Certificate Status Protocol
OSCORE	Object Security for Constrained RESTful Environments
PCK	Private Call Key
PDCP	Packet Data Convergence Protocol
PKI		Public Key Infrastructure
QUIC	Quick UDP Internet Connections
REST	Representational State Transfer
RSA		Rivest-Shamir-Adleman
SA	Security Association
SECG	Standards for Efficient Cryptography
SHA	Secure Hash Algorithm
SUPI	Subscription Permanent Identifier
TLS	Transport Layer Security
UDP	User Datagram Protocol

* * * Next Change * * * *
[bookmark: _Toc201323934][bookmark: _Toc195321931]4.2.x	MOBIKE
The MOBIKE protocol, a mobility and multihoming extension to the IKEv2, is specified in IETF RFC 4555 [x]. 
MOBIKE is used in 5G systems to provide security association negotiation in the following scenarios:
-	Security for trusted non-3GPP access to the 5G core network (see clause 7A of TS 33.501 [4])
-	IAB inter-CU IPsec migration procedure (see clause M of TS 33.501 [4])
Security profiles for MOBIKE are left for implementation. 
MOBIKE employs the same cryptography as the IKEv2 protocol described in clause 4.2.10, for confidentiality and integrity protection, 
[bookmark: _GoBack]digital signature and key agreement, and 
authentication. 

* * * Next Change * * * *
[bookmark: _Toc201323945]4.3.1	3GPP Symmetric Cryptographic Algorithms
The following table summarizes the security related protocols used in 3GPP employing symmetric cryptographic algorithms including hash functions (5G System). 
Table 4.3.1-1: Protocols Used in 3GPP Employing Symmetric Cryptographic Algorithms (5G System)

	Protocol/Function
	Protocol Profile, Clauses
	Cryptographic Algorithm(s)
	Feature(s), Usage Type

	COSE (IETF RFC 8152[10])
	TS 33.220 [11], Clause P.3.3
	HMAC-based KDF with SHA-256 [31]
	Session Key Derivation /
Hash Function

	
	
	AES-CCM-16-64-128

	Confidentiality and Integrity Protection

	DTLS 1.2 (IETF RFC 6347 [37])
	TS 33.210 [2] clause 6.2.1
	See TLS 1.2 in this table
	Confidentiality and Integrity Protection

	DTLS 1.3 (IETF RFC 9147 [20])
	TS 33.210 [2] clause 6.2.1
	See TLS 1.3 in this table
	Confidentiality and Integrity Protection

	EAP-TLS (IETF RFCs 9190 [5], 5216 [6])
	TS 33.501 [4], Clause B.2.1

	AEAD_AES_128_GCM
	Confidentiality and Integrity Protection

	
	
	HKDF (RFC5869 [31])
	Session Key Derivation

	EAP TTLS (IETF RFC 5281 [39])
	TS 33.501 [4], Annex U
TS 33.210 [2] clause 6.2 for TLS
	See TLS in this table

	Confidentiality and Integrity Protection

	
	
	
	Session Key Derivation

	ECIES ([7], [8])
	TS 33.501 [4], Clause C.3
	SHA-256,
HMAC-SHA-256,
	Session Key Derivation

	
	
	HMAC–SHA-256
	Integrity Protection

	
	
	AES-128-CTR
	Confidentiality Protection

	IKEv2 (IETF RFC 7296 [23])
	TS 33.210 [2] clause 5.4

	128-AES GCM SHA-256 (IETF RFC 8442 [48])
256-AES GCM SHA-384 (IETF RFC 8442 [48])
	Confidentiality and Integrity Protection

	
	TS 33.310 [3] clauses 5,6,7
	SHA2-256/384 [47]
	Hash Function

	IPsec ESP (IETF RFCs 4303 [32], 8221 [25], 8750 [26])
	TS 33.210 [2]

	ENCR_AES_CBC (IETF RFC 3602 [33])
	Confidentiality Protection

	
	
	ENCR_AES_GCM_16 (IETF RFC 4106 [34])
ENCR_AES_GCM_16_IIV (IETF RFC 8750 [26])
	Confidentiality and Integrity Protection

	
	
	AUTH_AES_128_GMAC (IETF RFC 4543 [35])
AUTH_HMAC_SHA2_256_128 (IETF RFC 4868 [36])
	Authentication

	JWE (IETF RFC 7516 [27])
	TS 33.210 [2] clauses 6.3.1, 6.3.2
	AES_128_GCM, AES_256_GCM
	Confidentiality and Integrity Protection

	JWS (IETF RFC 7515 [28])
	TS 33.210 [2] clauses 6.3.1, 6.3.3
	SHA-256
	Hash Function

	KDF (TS 33.220, Clause B.2 [11])
	TS 33.220 [11], Clause B.2.0
	HMAC-SHA-256
	Session Key Derivation

	
	TS 33.501 [4], Clause C.3
	ANSI-X9.63-KDF
	Session Key Derivation

	MIKEY-SAKKE (IETF RFC 6509) [14]
	IETF RFC 6509 [14], Appendix A
	SHA-256
	Hash Function 

	MOBIKE (IETF RFC 4555 [x])
	Left for implementation
	See IKEv2 in this table
	See IKEv2 in this table

	NAS security (TS 33.501 [4])
	TS 33.501 [4], Annex D
	128-NEA1, 128-NIA1
128-NEA2, 128-NIA2
128-NEA3, 128-NIA3
	Confidentiality and Integrity Protection

	OAuth 2.0 (IETF RFC 6749 [40], 6750 [41])
	TS 33.210 [2] clause 6.2 for TLS
	See TLS 1.2 and TLS 1.3 in this table
	Confidentiality and Integrity Protection

	
	
	
	Hash Function

	
	TS 33.210 [2] clause 6.3 for JWE/JWS
	See JWE and JWS in this table

	Confidentiality and Integrity Protection

	
	
	
	Hash Function

	OCSP (IETF RFC 6960 [22])
	TS 33.310 [3], Clause 6.1b
	SHA-256
SHA-384
	Hash Function

	PDCP security (TS 38.323 [44])
	TS 33.501 [4], Annex D

	128-NEA1, 128-NIA1
128-NEA2, 128-NIA2
128-NEA3, 128-NIA3
	Confidentiality and Integrity Protection

	PKI
	TS 33.310 [3], Clause 6.1.1
	SHA-256
SHA-384
	Hash Function

	TLS 1.2 (IETF RFC 5246 [38])
	TS 33.210 [2] clauses 6.2.1, 6.2.3
	AES_128_GCM, AES_256_GCM
	Confidentiality and Integrity Protection

	
	
	SHA256, SHA384
	Hash Function

	TLS 1.3 (IETF RFC 8446 [21])
	TS 33.210 [2] clauses 6.2.1, 6.2.2
	AES_128_GCM, AES_256_GCM, CHACHA20_POLY1305
	Confidentiality and Integrity Protection

	
	
	SHA-256, SHA-384
	Hash Function



* * * Next Change * * * *
[bookmark: _Toc201323946]4.3.2	3GPP Asymmetric Cryptographic Algorithms
The following table summarizes the security related protocols used in 3GPP employing asymmetric cryptographic algorithms (5G System). 
Table 4.3.2-1: Protocols Used in 3GPP Employing Asymmetric Cryptographic Algorithms (5G System) 
	Protocol/Function
	Protocol Profile, Clauses
	Cryptographic Algorithm(s)
	Feature(s), Usage Type

	DTLS 1.2 (IETF RFC 6347 [37])
	TS 33.210 [2] clause 6.2.1
	See TLS 1.2 in this table
	Confidentiality and Integrity Protection

	DTLS 1.3 (IETF RFC 9147 [20])
	TS 33.210 [2] clause 6.2.1
	See TLS 1.2 in this table
	Confidentiality and Integrity Protection

	EAP-TLS (IETF RFCs 9190 [5], 5216 [6])
	TS 33.501 [4], 
Clause B.2.1
	See TLS in this table.
	Authentication /
Digital Signature /
Confidentiality Protection /
Hash Function

	
	TS 33.501 [4]
RFC 9190 (TLS1.3) [5]
	ECDHE
	Key Agreement


	EAP-TTLS (IETF RFC 5281 [39])
	TS 33.501 [4], Annex U
TS 33.210 [2] clause 6.2 for TLS
	See TLS in this table
	Key Agreement

	
	
	See TLS in this table

	Authentication /
Digital Signature /
Confidentiality Protection /
Hash Function

	ECIES ([7], [8])
	TS 33.501 [4], Clause C.3
	ECDH
	Key Agreement

	IKEv2 (IETF RFC 7296 [23])
	TS 33.210 [2] clause 5.4

	DH 
	Key Agreement

	
	TS 33.310 [3] clauses 5,6,7
	RSA Sha-256/384 (IETF RFC 8017 [45])
ECDSA SHA-256/384/512 (IETF RFC 4754 [46])
RSASSA-PSS SHA-256 [47]
	Digital Signature 


	
	
	SHA2-256/384 [47]
	Hash Function

	JWE (IETF RFC 7516 [27])
	TS 33.210 [2] clauses 6.3.1, 6.3.2
	ECDH-ES
	Key Agreement

	JWS (IETF RFC 7515 [28])
	TS 33.210 [2] clauses 6.3.1, 6.3.3
	ECDSA
	Digital Signature

	MIKEY-SAKKE (IETF RFC 6509) [14]
	IETF RFC 6507 [29]
	ECCSI
	Digital signature

	
	IETF RFC 6508 [30]
	SAKKE
	Key agreement

	MOBIKE (IETF RFC 4555 [x])
	Left for implementation
	See IKEv2 in this table
	See IKEv2 in this table

	OAuth 2.0 (IETF RFC 6749 [40], 6750 [41])
	TS 33.210 [2] clause 6.2 for TLS
	See TLS 1.2 and TLS 1.3 in this table 

	Key Agreement

	
	
	
	Digital Signature 

	
	TS 33.210 [2] clause 6.3 for JWE/JWS
	See JWE and JWS in this table

	Key Agreement

	
	
	
	Digital Signature 

	OCSP (IETF RFC 6960 [22])
	TS 33.310 [3], Clause 6.1b
	RSA
ECDSA 
	Authentication / 
Digital Signature

	PKI
	TS 33.310 [3], Clause 6.1.1
	RSA,
ECDSA
	Authentication / 
Digital Signature

	TLS 1.2 (IETF RFC 5246 [38])
	TS 33.210 [2] clauses 6.2.1, 6.2.3
	ECDHE
	Key Agreement

	
	
	ECDSA, RSA
	Digital Signature

	TLS 1.3 (IETF RFC 8446 [21])
	TS 33.210 [2] clauses 6.2.1, 6.2.2
	ECDHE
	Key Agreement

	
	
	ECDSA, RSA
	Digital Signature



* * * End of Changes * * * *

