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1
Decision/action requested

Approve the pCR on new key issue for TR 33.771.
2
References

3

Rationale

This contribution proposes a new key issue on key hierarchy.
4
Detailed proposals
Start of 1st Change 

5.X
Key issue #X: Key Hierarchy
5.X.1
Key issue details

The AEAD algorithms differs from the current set of algorithms as they use a single key for both encryption and integrity protection. Therefore, the existing key hierarchy is not compatible with AEAD algorithms.
As described in clause 6.2 of TS 33.501 [xx], the existing 5G key hierarchy is derived from a long-term key to NAS, RRC, and UP keys. These keys follow a structure where two separate 128-bit keys are used: one for encryption and the other for integrity protection.
In contrast, AEAD algorithms utilize a single 256-bit key to perform both encryption and integrity protection. Moreover, if the long-term key K is 128 bits, a detailed security assessment is necessary to determine how to safely derive a 256-bit key from it. 
Given these differences in number and length of the key, it is crucial to establish a clear set of principles and methods for deriving the AEAD input key.
5.X.2
Security threats
Inappropriate key management can lead to breach of confidentiality or integrity.
The size of the keys CK and IK is limited to 128 bits in 5G key hierarchy specified in TS 33.501 [b]. 

256-bit keys used for 256-bit algorithms for NAS and AS security cannot have 256-bit entropy since the size of each of the keys CK and IK is limited to 128 bits. 

An operator cannot benefit from the different options of Milenage-256 and Tuak to ensure the security level he is interested in. 
5.X.3
Potential security requirements

3GPP shall provide guidance for key hierarchy for key used in AEAD.
The 6G key hierarchy shall enable a key length up to 256 bits for each of the keys CK and IK. 

NOTE: the choice of the key length for each of the keys CK and IK is an operator decision. 
NOTE: The key generation procedure is out of scope of the present document.
End of 1st Change  
