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*********************** START of 1st change *****************************
[bookmark: _Toc3886107][bookmark: _Toc26797473][bookmark: _Toc35353318][bookmark: _Toc44939291][bookmark: _Toc201658681]5.1.3	MCX user service authorisation
[bookmark: _Toc3886108][bookmark: _Toc26797474][bookmark: _Toc35353319][bookmark: _Toc44939292][bookmark: _Toc201658682]5.1.3.1	General
This clause expands on the MCX user service authorization step shown in figure 5.1.1-1 step C.
MCX User Service Authorization is the function that validates whether or not a MCX user has the authority to access certain MCX services. In order to gain access to MCX services, the MCX client in the UE presents an access token (acquired during user authentication as described in subclause 5.1.2) to each service of interest (i.e. Key Management, MCX server, Configuration Management, Group Management, etc.). If the access token is valid, then the user is granted the use of that service. Figure 5.1.3.1-1 shows the flow for user authorization which covers key management authorization, MCX user service authorization, configuration management authorization, and group management authorization.
NOTE:	All HTTP traffic between the UE and HTTP proxy, and all HTTP traffic between the UE and KMS (if not going through the HTTP proxy) is protected using HTTPS.
For key management authorization, the KM client in the UE presents an access token to the KMS over HTTP. The access token shall be scoped for key management services as defined in annex B.4.2.2. The KMS validates the access token and if successful, provides one or more sets of user specific key material back to the UE KM client based on the MC service ID(s) present in the access token (MCPTT ID, MCVideo ID and/or MCData ID). User specific key material includes identity based key information for media and signalling protection.  If an interworking key management record (InterKMRec) exists and is associated to the requesting MC service ID (see clause 11.2.3), the KMS shall also provide the InterKMRec.  This key management authorisation may be repeated for each KM service the user is authorised to use (MCPTT, MCVideo, MCData). In order to secure the transfer of user specific key material from the KMS to the KM client when using the TrK and InK, the KM client includes the TrK-ID and the InK-ID in the key management authorization request.
For MCPTT user service authorization, the MCPTT client in the UE presents an access token to the MCPTT server over SIP. The access token shall be scoped for MCPTT services as defined in annex B.4.2.2. The MCPTT server validates the access token and if successful, authorizes the user for full MCPTT services and sends an acknowledgement back to the MCPTT client. The MCPTT server then maps and maintains the IMPU to MCPTT ID association. The MCPTT ID to IMPU association shall only be known to the application layer. The SIP message used to convey the access token from the MCPTT client to the MCPTT server may be either a SIP REGISTER or SIP PUBLISH message.
For recording replay user service authorization (recording administrator or replay user), the recording admin client or the replay client in the UE presents an access token to the recording server. The access token shall be scoped for recording replay services (recording admin or replay) as defined in annex B.4.2.2. The recording server validates the access token and if successful, authorizes the user for recording services and processes the message (e.g. retrieves and sends the logged/recorded data to sends an acknowledgement back to the recording admin client or the replay client). A recording administrator may set and modify target users and target groups for recording. A replay user is authorized to retrieve and replay saved recordings.

*********************** END of 1st change *****************************
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