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Comments
This contribution proposes a new security area, Authentication and Authorization in the 6G Security TR 33.801-01.
[bookmark: _Hlk210633744]* * * First Change* * * *
[bookmark: _Toc209957928]4	Security areas and high level security requirements
[bookmark: _Toc209957929][bookmark: _Hlk210571221]4.1	Security areas  
[bookmark: _Hlk210571792]X) Authentication and Authorization: This security area will study the key issues relating to the different aspects the authentication and authorization and related privacy aspects (e.g. subscriber privacy) for various types of UEs s/terminal devices accessing 6G network in both 3GPP and non-3GPP accesses.  in all scenarios.
* * * End of First Change* * * *
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* * * 2nd Change* * * *
[bookmark: _Toc448754534][bookmark: _Toc209957931]5	Key issues and solutions 
[bookmark: _Toc448754535][bookmark: _Toc209957932]5.x	Security area #x: Subscriber Authentication and Authorization including Non-3GPP access
[bookmark: _Toc448754536][bookmark: _Toc209957933]5.x.1	Introduction 
This security area includes the following security aspects related to authentication and authorization between the UE and the 6GS including non-3GPP access (e.g., Wi-Fi, wireline):
· Primary authentication including key agreement and authorization between the UE and the 6GS.
Editor’s note: Other types of authentication is ffs (eg secondary authentication, slice specific authentication, etc)

· A successful Authentication Key Agreement and Authorization between the UE and network is the primary procedure before the UE can get any service from the network. 
· In addition to the primary authentication procedure, in some cases, secondary authentication is also involved. While primary authentication is always between the UE and the UDM in the HPLMN, secondary authentication involves an external enterprise AAA server in the case of external DNN access or a network slice specific AAA server in the case of network slices. 
· Re-authentication between the UE and the 6GS in different conditions of mobility.The network may also re-authenticate the UE at any time by triggering re-authentication.
· Privacy aspects such as subscriber privacy.
· Long term credentials storage and processing
· Untrusted non-3gpp access for UE and different device types with variable capabilities, where focus is on simplifying the security procedures.
· Non-Seamless WLAN Offload (NSWO) which provides access authentication based on 3GPP credentials. 
· Multi-access data connectivity (e.g. traffic steering, switching and splitting) between 3GPP access and untrusted non-3GPP access.
The network may also offer authentication as a service to other enterprises.
Issues related to all these procedures are studied under this security area.

* * * End of 3rd Change* * * *





