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Comments
This contribution proposes a new security area, Authentication and Authorization in the 6G Security TR 33.801-01.
[bookmark: _Hlk210633744]* * * First Change* * * *
[bookmark: _Toc209957928]4	Security areas and high level security requirements
[bookmark: _Toc209957929][bookmark: _Hlk210571221]4.1	Security areas  
[bookmark: _Hlk210571792]X) Authentication and Authorization: This security area will study the key issues relating to the different aspects the authentication and authorization for various types of UEs/terminal devices accessing 6G network in all scenarios.
* * * End of First Change* * * *

* * * Second Change* * * *
[bookmark: _Toc209957930]4.2	Potential high level security requirements  
[bookmark: _Hlk210633631]It shall be possible to authenticate the UE using its subscription credentials and device capabilities in an optimized manner to authorize the UE for network access and services preserving subscription privacy.
Based on deployment scenarios and network configuration it shall be possible to perform additional authentication or secondary authentication of the UE to authorize the UE for different network access types and services.
It shall be possible for the network to re-authenticate the UE whenever required in an optimal manner.
It shall be possible to offer authentication as a service to external enterprises. 
* * * End of Second Change * * * *
	


* * * 3rd Change* * * *
[bookmark: _Toc448754534][bookmark: _Toc209957931]5	Key issues and solutions 
[bookmark: _Toc448754535][bookmark: _Toc209957932]5.x	Security area #x: Authentication and Authorization
[bookmark: _Toc448754536][bookmark: _Toc209957933]5.x.1	Introduction 
A successful Authentication Key Agreement and Authorization between the UE and network is the primary procedure before the UE can get any service from the network. 
In addition to the primary authentication procedure, in some cases, secondary authentication is also involved. While primary authentication is always between the UE and the UDM in the HPLMN, secondary authentication involves an external enterprise AAA server in the case of external DNN access or a network slice specific AAA server in the case of network slices. 
The network may also re-authenticate the UE at any time by triggering re-authentication.
The network may also offer authentication as a service to other enterprises.
Issues related to all these procedures are studied under this security area.

* * * End of 3rd Change* * * *
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