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1
Decision/action requested

Request approval of this contribution.
2
References

[X]

3GPP TS 33.545: 
3
Rationale

This contribution proposes a solution for Key Issue #1.
4
Detailed proposal

********** Start of First Change *************

6.Y
Solution #Y: Security for detection of misconfigured/compromised NR Femto
6.Y.1
Introduction

A misconfigured or compromised NR Femto device with valid credentials and subscription to connect to the SeGW can pose various threats on the UEs as well as on the operator’s network. NR Femto nodes are expected to comply with location restrictions. Residential or enterprise Femto nodes are allowed to cover a limited geographical region within an area which is known and can be verified by the core network. Attacker in possession of a misconfigured or compromised NR Femto is likely to use it at locations which are different from what the NR Femto node is registered for. If attackers are prohibited from using such compromised NR Femto nodes in any other location, risks against all attacks from compromised NR Femto nodes can be mitigated. 

This solution proposes to use location verification methods as described in clause 5.4.1 of TS 33.545 [X] to detect misconfigured location information and there by detection ofcompromised femto devices and eliminate associated risks. Also, this solution proposes to give higher precedence to location verification methods which cannot be controlled or tampered by compromised NR Femtos.

6.Y.2
Solution details
Following steps are followed:

· Following information about a valid registered NR Femto can be stored in UDM:

· NR Femto's geographic location information
· NR Femto's neighboring cell IDs, PCI, etc.

· NR Femto's neighboring cell locations
· After successful authentication and NAS security context establishment via NR Femtocell, UE can include its location in a NAS message sent to the AMF. Also, NR Femto ID, CAG list received from NR Femto and access mode of the NR Femtocell can be included by the UE in this message.
· Alternatively, AMF can obtain UE’s location information from LMF.

· AMF can also request UE to provide neighbour cell measurements to obtain details about neighbouring cells including neighbouring cell IDs, PCI, etc.

· AMF OR AUSF can perform following checks with inputs from NR Femto details stored in the UDM:

· Check if UE location is within expected geographical coverage area of NR Femto

· Check NR Femto location using neighbouring cells locations

· Verify the NR Femto's configured Access Mode and supported CAG list

· Perform IP based, SeGW based location verification
· IF any of the checks fail to validate that the NR Femto node is in the same location where it is supposed to be, following steps are performed:

· At SeGW, delete any IPSec tunnel existing with the NR Femto node, and revoke the Femto node’s certificate.

· Any NG_SETUP_REQUEST from the NR Femto is rejected with cause = un-authorized NR Femto

· Instruct neighbouring cells to reject any Handover requests to/from the NR Femtocells hosted by the NR Femto node.

· Inform UEs connecting via the NR Femtocells associated with this NR Femto node to remove the cells from cell selection criteria.

Editor’s Note: Further detailed description of solution with figure is FFS.
Editor’s Note: Once detected, how to eliminate the risks associated with compromised/malicious Femto devices and safeguard UEs and 5GS from attacks is FFS.
6.Y.3
Evaluation

TBD

********** End of First Change *************

