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1. Introduction
This pCR introduces enhancing Publish Service APIs to support improvement in the API invoker experience.
2. Reason for Change
We have the following KI to support enhancing the API invoker experience:
	[bookmark: _Toc104797317][bookmark: _Toc122563636][bookmark: _Toc104878314][bookmark: _Toc151544819][bookmark: _Toc95120569][bookmark: _Toc160824437]5.5	Key issue #5: Enhancing support to API Invoker on-boarding
[bookmark: _Toc160824438]5.5.1	Description
Currently in 3GPP TS 23.222 clause 8.1 On-boarding of API Invoker to the CAPIF procedure, there is an assumption that API Invoker has sufficient API information to make decision of making an on-boarding request to CCF. However, in reality the API Provider exposes limited or only information that can be shared commonly to the API Invoker. The reason for this is beacause the trust relationship is yet to be established between the two parties (i.e. API Invoker and the API Provider).
In another scenario, after the API Invoker successfully on boards to the CAPIF, the API Invoker realizes that certain features or services that the API Invoker wishes to consume with assistance of CAPIF, are not supported. Then the API Invoker may off board from the CAPIF or take certain other actions like not consuming northbound APIs via the registered CCF. In such a scenario, it is waste of resources for the API invoker and the CCF to perform the on boarding and maintain the API Invoker profile information. The features that API Invoker may be looking to consume from CCF and not supported by CCF, may include, the AEFs serving certain set of service API(s), availability of set of service APIs, support for certain security methods, support for certain security methods for certain AEFs / service APIs, interconnection with a given set of CCFs etc.
To address these cases, it is essential to study enhancing support to API Invoker on-boarding to reduce unnecessary on-boarding and wastage of resources.
[bookmark: _Toc160824439]5.5.2	Open issues
This key issue will study the following aspects:
1.	How to enhance the support of API Invoker on-boarding to reduce unnecessary on-boarding and wastage of resources?
2.	Any enhancements required to other CAPIF procedures e.g. Registering the API provider domain functions, Publish Service APIs to CCF?



Also, there are below architectural requirements in CAPIF TS 23.222, to restrict dissemination of service API information to the entities depending on the entity and the scenario, for e.g. un-authenticated API Invoker, interconnected CCF, type of API publishing entity, API serving area).
[AR-4.2.2-c] The CAPIF shall provide a mechanism to restrict the discovery of the published service API information by the API invokers, based on configured policies.
[AR-4.2.2-d] The CAPIF shall provide a mechanism to configure policies to restrict the discovery of the published service API information.
The use case for supporting yet to be onboarded API invoker for discovery is to enable anyone to discover publicly exposed API information, which might result in more onboarding requests and consumption of APIs in the API provider’s expectation.
3. Proposal
It is proposed to agree the following changes to 3GPP TR 23.700-22 V0.2.0.


* * * First Change * * * *
[bookmark: _Toc160824447][bookmark: _Toc147904934]6.1	Mapping of solutions to key issues
Table 6.1-1 Mapping of solutions to key issues
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[bookmark: _Toc160824448]
* * * Next Change * * * *
6.x	Solution #x: Enhancing publish and discover service APIs for API Invoker on-boarding
[bookmark: _Toc464463366]This solution is related to Key issue #5: Enhancing support to API Invoker on-boarding.
Currently in 3GPP TS 23.222 clause 8.1 On-boarding of API Invoker to the CAPIF procedure, there is an assumption that API Invoker has appropriate API information to make decision of making an on-boarding request to CCF. Also, there are architectural requirements in CAPIF to restrict discovery of service API information to the entities depending on the entity and the scenario, for e.g. un-authenticated API Invoker, interconnected CCF, type of API publishing entity, API serving area).
[bookmark: _Toc475064960][bookmark: _Toc478400631][bookmark: _Toc7485786][bookmark: _Toc78314760][bookmark: _Toc147904935][bookmark: _Toc160824449]6.x.1	Solution description
[bookmark: _Toc147904936][bookmark: _Toc160824450]This solution is related to Key issue #5, enhancing publish and discover service APIs for better API Invoker on-boarding experience.
6.x.1.1	Enhancing publish service APIs
The Service API publish request information flows in TS 23.222 clause 8.3 Table 8.3.2.1-1 is enhanced (bold text) as proposed below.
Table 8.3.2.1-1: Service API publish request
	Information element
	Status
	Description

	API publisher information
	M
	The information of the API publisher may include identity, authentication and authorization information

	Service API information
	M
	The service API information includes the service API name, API provider name (optional), List of public IP ranges of UEs (optional), service API type, service API status (e.g. active, inactive), communication type, description, Serving Area Information (optional), AEF location (optional), interface details (e.g. IP address, port number, URI), protocols, version numbers, data format, Service KPIs (optional), and Network Slice Info (optional).

	Shareable information
	O (see NOTE)
	Indicates whether the service API or the service API category can be published to other CCFs. And if sharing, a list of CAPIF provider domain information where the service API or the service API category can be published is contained.

	Discoverable Criteria
	O
	API publishing function indicates to the CCF that the API publishing function wishes to restrict discovering the Service API information for certain targets (For example, on-boarding API invoker, API discovery by un-authenticated API Invoker,  API publish to interconnected CCF). 

	> Restricted Service API information
	O
	The service API information that needs to be restricted based on the entity (for example API invoker, CCF) that is requesting the Service API information and the scenario (for example on-boarding, API discovery, interconnection). For example, this information may include service API information that is accessible to all, service API information that is accessible to a specific set of targets, service API information that is allowed to be shared in specific set of procedures etc.

	NOTE:	If the shareable information is not present, the service API is not allowed to be shared.



The Service API publish procedure in TS 23.222 clause 8.3.3 is enhanced (bold text) as proposed below:
[bookmark: _Toc162277656]8.3.3	Procedure enhancements:
Figure 8.3.3-1 illustrates the procedure for publishing the service APIs. The service API publish mechanism is supported by the CAPIF core function. 
Pre-conditions:
1.	Authorization details of the APF are available with the CAPIF core function.
2.	API invokers may have subscribed with the CAPIF core function to obtain new service API information.



Figure 8.3.3-1: Publish service APIs
1.	The API publishing function sends a service API publish request to the CAPIF core function, with the details of the service API, along with additional discoverable criteria and what needs to be restricted for further sharing to the requesting entity. If the service API is to be shared to other CAPIF core functions, the shareable information and the CAPIF provider domain information are included.
2.	Upon receiving the service API publish request, the CAPIF core function checks whether the API publishing function is authorized to publish service APIs. If the check is successful, the service API information provided by the API publishing function is stored at the CAPIF core function (API registry), along with the discoverable criteria and the service API information to be restricted.
3.	The CAPIF core function provides a service API publish response to the API publishing function indicating success or failure result and triggers notifications to subscribed API invokers as described in subclause 8.8.4.
Subsequently, the service API information is disseminated by the CCF as per the stored criteria, for example during API discovery.
6.x.1.2	Enhancing Discover service APIs 
The Service API discover request and Service API discover response information flows in TS 23.222 clause 8.7 Table 8.7.2.1-1 and Table 8.7.2.2-1 respectively are enhanced (bold text) as proposed below.
Table 8.7.2.1-1: Service API discover request
	Information element
	Status
	Description

	API invoker identity information
	M
	Identity information of the onboarded API invoker discovering service APIs or API invoker information yet to be onboarded

	Query information
	O
	Criteria for discovering matching service APIs (e.g. service API type, Serving Area Information (optional), preferred AEF location (optional), required API provider name (optional), UE IP address (optional), interfaces, protocols, Service KPIs (optional), and Network Slice Info (optional)).
(see NOTE)

	NOTE:	It should be possible to discover all the service APIs.



Table 8.7.2.2-1: Service API discover response
	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of the discovery of the service API information

	Service API information
(see NOTE 2)
	O 
(see NOTE 1)
	List of service APIs corresponding to the request, including API description such as service API name, service API type, Serving Area Information (optional), interface details (e.g. IP address, port number, URI), protocols, version, data format, Service KPIs (optional), and Network Slice Info (optional). Filtered service APIs information that can be shared to the API Invoker yet to be onboarded.

	CAPIF core function identity information
	O
(see NOTE 1)
	Indicates the CAPIF core function serving the service API category provided in the query criteria

	NOTE 1:	The service API information or the CAPIF core function identity information or both shall be present if the Result information element indicates that the service API discover operation is successful. Otherwise both shall not be present. 
NOTE 2:	If topology hiding is enabled for the service API, the interface details shall be the interface details of AEF acting as service communication entry point for the service API.



The Discover service APIs procedure in TS 23.222 clause 8.7.3 is enhanced (bold text) as proposed below:
8.7.3	Procedure enhancements:
Figure 8.7.3-1 illustrates the procedure for discover service APIs.
The service API discovery mechanism is supported by the CAPIF core function.
Pre-conditions:
1.	The API invoker is onboarded and has received an API invoker identity or an API invoker yet to be onboarded.
2.	The CAPIF core function is configured with a discovery policy information (e.g. to restrict discovery to category of APIs) for API invoker(s).


Figure 8.7.3-1: Discover service APIs
1.	The API invoker sends a service API discover request to the CAPIF core function. It includes the API invoker identity if already onboarded or API invoker information, and may include query information.
2.	Upon receiving the service API discover request, the CAPIF core function verifies the identity of the API invoker (via authentication), if already onboarded or not. The CAPIF core function retrieves the stored service API(s) information from the CAPIF core function (API registry) as per the query information in the service API discover request. Further, if the API invoker is yet to be onboarded, the CAPIF core function applies the discoverable criteria and performs filtering of service APIs information, as per the discoverable criteria and restricted Service API information received from the AEF in Service API publish request.
3.	The CAPIF core function sends a service API discover response to the API invoker with the filtered list of service API information for which the API invoker has the required authorization.
6.x.2	Architecture Impacts
[bookmark: _Toc147904937][bookmark: _Toc160824451]There are no functional model impacts to the architecture in 3GPP TS 23.222 clause 6, due to introduction of this solution. 
6.x.3	Corresponding APIs
This solution impacts the CAPIF_Discover_Service_API API and CAPIF_Publish_Service_API API as specified in clause 10.2 and 10.3 respectively of 3GPP TS 23.222 [2]. 
[bookmark: _Toc532993748][bookmark: _Toc78314761][bookmark: _Toc147904938][bookmark: _Toc160824452]6.x.4	Solution evaluation
Editor's note:	This clause provides an evaluation of the solution. The evaluation should include the descriptions of the impacts to existing architectures.
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