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Abstract: This discussion paper proposes a simplified solution for the Rel-19 MC Logging and replay feature.

1. [bookmark: _Toc160708071][bookmark: _Toc440360447][bookmark: _Toc507354359][bookmark: _Toc76547876][bookmark: _Toc148363482]Background
In SA6#59, Motorola provided input papers S6-240034 and S6-240037 to introduce logging and replay in the Mission Critical architecture. These inputs were based on the Solution 3 in TR 23.784, “Study on discreet listening and logging for mission critical services”.
In SA6#60, Netherlands Police provided a discussion paper highlighting concerns related to security of the MC Replay function.
2. Introduction
This discussion paper introduces an alternative architecture and solution, based on Solution 10 in TR 23.784, with some modifications. 
Figure 1 is a copy of Figure 6.10.1.1-1 (i.e. Solution 10) in TR 23.784.


Figure 1: Common services core functional model for logging and replay

3. Key differencies
The key differencies of our proposal wrt S6-240034 / Solution 3 and/or Solution 10 of TR 23784 are:
-	Media and metadata stored in the Logging storage are encrypted by MC Logging function internal methods. I.e. 3GPP encryption is removed before storage.
- 	Security mechanisms / encryption between MC Logging function and MC Replay equipment are required, but are out of the scope of 3GPP specifications.
-	MCLog-10 and MCLog-11 do not need to use 3GPP access for connectivity 
NOTE: There are no Stage 1 requirements for a “replay function/equipment”, all relevant (“recording and audit”) stage 1 requirements are related to the logging/recording function. 
4. Key benefits
The key benefit of this solution is that there is no need to store or fetch 3GPP security keys for the replay of logged/recorded data. A cyber attack to any MC Logging function or MC Replay equipment will not compromise security of ongoing or future communications in the MC system.
This solution would also reduce specification work needed from SA6 and SA3 for the MC Logging and Replay feature in Rel-19.
5. Conclusions
If the principles described in this discussion document are agreed by SA6, we are happy to work together with other interested companies to specify all the necessary details for the MC logging and replay feature into Rel-19 MC specifications.
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