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1. Introduction
This pCR proposes a solution for logging of SIP signalling outside of SIP (i.e. SIPREC) sessions. This is a solution to KI#8 (Recording SDS using signalling control plane) but the same solution is applicable for logging any SIP signalling outside of SIP sessions, i.e. when establishing a SIPREC session is not applicable.
2. Reason for Change
No solution exists for KI#8.
3. Proposal
It is proposed to agree the following changes to 3GPP TR 23.700-39 V0.5.0.





* * * First Change * * * *
[bookmark: _Toc129708873][bookmark: _Toc199338457][bookmark: _Toc214619663][bookmark: _Toc207898052][bookmark: _Toc129708869][bookmark: _Toc199338453][bookmark: _Toc214619659][bookmark: _Hlk220521313]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[bookmark: definitions][2]	3GPP TS 23.280: "Common functional architecture to support mission critical services; Stage 2".
[3]	3GPP TS 23.379: "Functional architecture and information flows to support Mission Critical Push To Talk (MCPTT); Stage 2".
[4]	3GPP TS 23.281: "Functional architecture and information flows to support Mission Critical Video (MCVideo); Stage 2".
[5]	3GPP TS 23.282: "Functional architecture and information flows to support Mission Critical Data (MCData); Stage 2".
[6]	3GPP TS 23.283: " Mission Critical Communication Interworking with Land Mobile Radio Systems; Stage 2".
[7]	3GPP TS 23.289: "Mission Critical services over 5G System; Stage 2".
[8]	3GPP TS 22.280: "Mission Critical Services Common Requirements (MCCoRe); Stage 1".
[9]	3GPP TS 33.180: "Security of the Mission Critical (MC) service".
[10]	3GPP TS 23.180: " Mission critical services support in the Isolated Operation for Public Safety (IOPS) mode of operation; Functional architecture and information flows".
[11]	IETF RFC 4975 (September 2007): "The Message Session Relay Protocol (MSRP)".
[12]	3GPP TS 24.582: “Mission Critical Data (MCData) media plane control; Protocol specification”.
[xx]			sipcapture.org

* * * 2nd Change * * * *
3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1], TS 23.280 [2] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1] or TS 23.280 [2].
B2BUA		Back-to-back user agent
HEP	Homer Encapsulation Protocol
MSRP	Message Session Relay Protocol
SBC	Session Border Controller


* * * 3rd Change * * * *
6.x	Solution x (for KI#8): Logging of SIP signalling
[bookmark: _Toc199177577]6.x.1	Description
6.x.1.0	General
This solution focuses on logging the SIP signalling outside of SIP sessions. The related SA1 user requirement is R-6.15.4-007 (see Annex A).
NOTE:	The “non-communication activities” described in R-6.15.4-007 use both HTTP and/or SIP signalling. Logging of the HTTP signalling is described in Solution#5.
This SIP signalling that needs to be logged includes at least:
· MC Data SDS and FD using SIP MESSAGEs in signalling control plane

· SIP SUBSCRIBE and SIP NOTIFY between GMC-GMS and CMC-CMS

· SIP SUBSCRIBE and SIP NOTIFY between MCPTT/MCVideo client and server for conference event package

· Emergency Alerts and cancellations (SIP MESSAGE)

· Location signalling between MCS clients and servers (SIP MESSAGE)

· Group affiliation and de-affiliation signalling, including remote affiliation change, between MCS client and MCS server (SIP PUBLISH/SIP NOTIFY/SIP MESSAGE)

· SIP REGISTER messages

The solution is to implement forking/duplicating SIP signalling in the SBC - which is acting as a SIP B2BUA. This B2BUA shall send the SIP messages that need to be logged to the Recording server.
The entity that configures the SBC/B2BUA is the CMS or MCS server i.e. the server that has the up-to-date information on the recording targets (users, groups). How this configuration is done (procedures etc) is out of the scope of this document.
Editor's note:	It is FFS if all SIP signalling from all users needs to be logged or only selectively those users/groups which are recording targets? This question may need clarification from SA1. Alternatively, it can be left out of 3GPP scope.
For the interface between SBC and Recording server, one potential protocol is Homer Encapsulation Protocol (HEP) [xx]. HEP is not an IETF RFC but maintained by by SIPCAPTURE project (in GitHub), see:
· github.com/sipcapture/homer/wiki
· sipcapture.org .
Since HEP is not a standard or RFC, 3GPP TS cannot specify this as a normative solution. A new informative annex to TS 23.280 can be added (TBD by SA6). Alternatively, the TS only mentions that the protocol between SBC and Recording server shall be left for implementations and out of the scope of 3GPP.
6.x.1.1	Functional model and reference points
The following functional diagrams are possible example implementations and for information only. Note that interfaces/reference points between CMS/MCS servers and SBC – if such would be needed for configuring the SBC – are not shown in these figures.
These simplified functional models of the MC system include only the elements relevant for logging of SIP signalling outside of SIP sessions. See also TS 33.180, Annex I and specifically clause I.2.3 (trusted SIP core). 



Figure 6.x.1.1-1: Functional model for logging of SIP signalling, SBC outside of SIP core

In the next figure, SBC is implemented in the SIP core, more precisely in the P-CSCF. Changes are shown in red font using Figure 6.5.1.1-2 from this TR as a basis (originally Figure 7.3.1.2-2 in 3GPP TS 23.280 [2]).


Figure 6.x.1.1-2: Functional model for logging of SIP signalling, SBC in the SIP core

6.x.1.2	Configurations
No new configurations are needed. Configurations related to the logging entity (SBC/B2BUA) are out of the scope of this specification.
If a figure showing SBC/B2BUA is added to the TS, it must be amended with a NOTE saying that all configurations related to SBC/B2BUA as well as the detailed functionality of this entity are implementation specific / out of 3GPP scope.
6.x.1.3	Procedures
Impacts to procedures are FFS.

[bookmark: _Toc199177578]6.x.2	Impacts on existing functional entities and reference points
These impacts are FFS.
Editor's note: The term “Recording server” may need to be changed to “Recording and audit server” to unambiguously cover both recording and logging functions.
Editor's note: Solution#5 needs to be reviewed since this new solution (for logging of SIP signalling) may have impact at least to the following clauses (of TS 23.280) which are also in the scope of Solution#5: “7.4.2.4.2 Recording server”, “7.5.2.32 Reference point REC-3” and “7.5.2.37 Reference point REC-5”.

[bookmark: _Toc199177579]6.x.3	Solution evaluation
FFS.


* * * End of changes * * * *
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