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1. Introduction
This pCR adds new solution for KI#2 on the E2E clarification of the consent for applications. 
2. Reason for Change
[bookmark: _Hlk212648511]New solution to the KI#2 on the E2E clarification of the user consent for applications to address the current open issues from KI#2. Merged the topic of different applications considerations when it comes to application -user consent applicability.
3. Conclusions
New solution to be added to the TR.
4. Proposal
It is proposed to agree the following changes to 3GPP TR 23.700-42.


* * * First Change * * * *
[bookmark: _Toc175572197][bookmark: _Toc183530744][bookmark: _Toc193921913][bookmark: _Toc207708829][bookmark: _Toc207708920][bookmark: _Toc207709650][bookmark: _Toc207715108][bookmark: _Toc212738916]8	Solutions
[bookmark: _Toc175572198][bookmark: _Toc183530745][bookmark: _Toc193921914][bookmark: _Toc207708830][bookmark: _Toc207708921][bookmark: _Toc207709651][bookmark: _Toc207715109][bookmark: _Toc212738917]8.1	Mapping of solutions to key issues
Table 6.1-1 Mapping of solutions to key issues
	
	KI #1
	KI #2
	…

	Sol #1
	
	
	

	Sol #2
	
	x
	

	Sol #...
	
	
	



[bookmark: _Toc175572199][bookmark: _Toc183530746][bookmark: _Toc193921915][bookmark: _Toc207708831][bookmark: _Toc207708922][bookmark: _Toc207709652][bookmark: _Toc207715110][bookmark: _Toc212738918]8.x	Solution #x2: <Solution Title> End to end consent for applications
[bookmark: _Toc464463366][bookmark: _Toc475064960][bookmark: _Toc478400631][bookmark: _Toc7485786][bookmark: _Toc78314760][bookmark: _Toc147904935][bookmark: _Toc175572200][bookmark: _Toc183530747][bookmark: _Toc193921916][bookmark: _Toc207708832][bookmark: _Toc207708923][bookmark: _Toc207709653][bookmark: _Toc207715111][bookmark: _Toc212738919]8.x.1	General
This solution relates to KI #N2 on the E2E clarifications on user consent for applications. The open issues to be studied from this KI are described in clause 7.x.2.
This section describes the high-level principle of the solution.
[bookmark: _Toc147904936][bookmark: _Toc175572201][bookmark: _Toc183530748][bookmark: _Toc193921917][bookmark: _Toc207708833][bookmark: _Toc207708924][bookmark: _Toc207709654][bookmark: _Toc207715112][bookmark: _Toc212738920]8.x.2	Architecture requirements and impacts
This section describes any architectural requirements and architecture impacts based on the proposed solution.
There are no additional architecture impacts for this solution.
[bookmark: _Toc193921918][bookmark: _Toc207708834][bookmark: _Toc207708925][bookmark: _Toc207709655][bookmark: _Toc207715113][bookmark: _Toc212738921]8.x.3	Solution description
This section describes the solution in detail.
As indicated in the end-to-end use case described in clause 4.2 and in KI#2, the overall consent needs for an application request may involve two different types of checks on user consent. This solution addresses clarifications of the end-to-end aspects related to what application user consent and user consent checks are needed for applications, such as: 
1. the application user consent check done in an application authorization flow, related to sharing of user data from the API provider (e.g., PLMN operator) to the application.
2. upon the service invocation request from an authorized application:
· part of the CN processing of the received northbound service invocation, additional user consent checks can be done in the Core Network (CN) when needed for the internal consumption of the user data by the CN. 
As per 3GPP TS 29.503 [11] there are two values defined in the CN (UDM) which appear related to exposure to applications, defined as follows:
· "NW_CAP_EXPOSURE": User consent for network capability exposure.
· "EDGEAPP_UE_LOCATION": User consent for the manipulation of UE information for the purpose of UE Location retrieval by the EDGEAPP EAS entity.
Any needed application user consent for an application request is checked as part of the application authorization flow, in accordance with applicable regulatory requirements (e.g., per application, purpose, user data, etc). and it is a pre-requisite for a successful service invocation by the application. This aproach is aligned in both CAPIF RNAA and in GSMA OPG. 
So once the application authorization with application user consent check is successful, then when the respective service invocation is received by the CN from the authorized application, there is no need for a duplicate user consent check in the CN (UDM) for application purposes. In addition, the values for user consent purpose in UDM: "NW_CAP_EXPOSURE" and  "EDGEAPP_UE_LOCATION do not provide any distinction per application, per application purpose and shared user data, so they do not address the needs of the application user consent management. Therefore these two user consent purpose values in UDM are not required for the purposes of application-related user consent. 
Since in the API Provider domain (e.g., PLMN operator) there is a 3GPP user consent solution specified in Annex V of TS 33.501 [9], which is ambiguously connected to potential application related consent for the applications deployed at the edge (EDGEAPP)  in 3GPP TS 33.558 [10], further clarity on the applicability of the EDGEAPP specific user consent solution, as well as on the end to end flow is needed.
This issue was also highlighted in 3GPP TS 23.222 [13] : “The authorization information from the resource owner used by CCF (described in 3GPP TS 33.122) is independent from the user consent information used from user subscription data at UDM/UDR (described in Annex V of 3GPP TS 33.501). In the current release of 3GPP specifications, synergy between CCF and UDM is not specified.” 
NOTE : while these user consent purpose values in UDM: "NW_CAP_EXPOSURE" and "EDGEAPP_UE_LOCATION” are not necessary for application user consent purposes, they might apply in other scenarios and this needs to be assessed by the respective WGs (SA3, CT4). 
The application user consent is not required for all applications.
In some cases, there is no application user consent required such as the case when the service provided by the application is required by law (e.g., for a person’s life protection), or when it is covered by a general/subscription agreement with the API Provider (PLMN operator) for example apps for network optimizations, measurements. 
As a general principle, the application user consent is needed for an application access to user’s data when that user data and application purpose/s are subject to regulations.

* * * End of Changes * * * *

