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1. Introduction
This pCR adds new solution for KI#1 on the application user consent architecture. 
2. Reason for Change
[bookmark: _Hlk212648511]New solution to the KI#1 on the application user consent architecture: a standalone application user consent management function is proposed, that can address the KI#1 constraints, open issues and the use cases from the TR.
3. Conclusions
New solution to be added to the TR.
4. Proposal
It is proposed to agree the following changes to 3GPP TR 23.700-42.


* * * First Change * * * *
[bookmark: _Toc175572197][bookmark: _Toc183530744][bookmark: _Toc193921913][bookmark: _Toc207708829][bookmark: _Toc207708920][bookmark: _Toc207709650][bookmark: _Toc207715108][bookmark: _Toc212738916]8	Solutions
[bookmark: _Toc175572198][bookmark: _Toc183530745][bookmark: _Toc193921914][bookmark: _Toc207708830][bookmark: _Toc207708921][bookmark: _Toc207709651][bookmark: _Toc207715109][bookmark: _Toc212738917]8.1	Mapping of solutions to key issues
Table 6.1-1 Mapping of solutions to key issues
	
	KI #1
	KI #2
	…

	Sol #1
	x
	
	

	Sol #2
	
	
	

	Sol #...
	
	
	



[bookmark: _Toc175572199][bookmark: _Toc183530746][bookmark: _Toc193921915][bookmark: _Toc207708831][bookmark: _Toc207708922][bookmark: _Toc207709652][bookmark: _Toc207715110][bookmark: _Toc212738918]8.x	Solution #1x: <Solution Title>Standalone Application user consent management function
[bookmark: _Toc464463366][bookmark: _Toc475064960][bookmark: _Toc478400631][bookmark: _Toc7485786][bookmark: _Toc78314760][bookmark: _Toc147904935][bookmark: _Toc175572200][bookmark: _Toc183530747][bookmark: _Toc193921916][bookmark: _Toc207708832][bookmark: _Toc207708923][bookmark: _Toc207709653][bookmark: _Toc207715111][bookmark: _Toc212738919]8.x.1	General
This solution relates to KI #N1 on the application user consent management architecture. The open issues to be studied from this KI are described in clause 7.x.2.
This section describes the high-level principle of the solution.
[bookmark: _Toc147904936][bookmark: _Toc175572201][bookmark: _Toc183530748][bookmark: _Toc193921917][bookmark: _Toc207708833][bookmark: _Toc207708924][bookmark: _Toc207709654][bookmark: _Toc207715112][bookmark: _Toc212738920]8.x.2	Architecture requirements and impacts
This section describes any architectural requirements and architecture impacts based on the proposed solution.
This solution proposes a standalone application user consent function. The following aspects, indicated in the use cases analysis in clauses 4.2.2, 4.3.2 and 4.4.2 and in the business relationships, are covered in this solution for the architecture of the application user consent management function:
· The exposure of interfaces to allow the consumers (e.g., Exposure platforms) to check the application user consent for an user, or to subscribe to be notified of application user consent data changes.
· The support for the management of the data needed for the application user consent, covering application user consent per application and additional data (subject to the applicable regional regulation, such as purpose and user data to be made available for user data scope). 
· While additional operational data is expected to be also recorded by the application user consent management, the extent and composition of operational data can vary based on regional and provider specific needs, and therefore is not studied and addressed in the present document. An example for reference is available in Annex G.4.2 of the GSMA PRD OPG.02 [2].
· As the storage of the application user consent data and of any additional operational data are handled by the application user consent function, no specific interfaces need to be standardized for the actual storage as these are internal to the application user consent function.
· The support for operating immediately application user consent data changes, at any time the user chooses to change his/her application user consent for an application. This can include update/revocation of application user consent for the indicated application and application context (e.g., purposes), notifying the subscribed entities to the application user consent data chnages (so they can apply the change to the authorization result for ongoing and new application traffic for that user).



Figure 8.x.2-1: Standalone Application user consent management function 
The APCOT-1 is exposed by the Application user consent management function and supports application user consent check requests and responses, as well as subscribe/notify to application user consent data changes and queries for consent data. Consumers of APCOT-1 include Exposure platforms. 
The APCOT-2 supports application user consent data management operations (application user consent create, updates/revocation, removal). 
Note: the security aspects for the APCOT-1 and APCOT-2 are handled by SA3.
[bookmark: _Toc193921918][bookmark: _Toc207708834][bookmark: _Toc207708925][bookmark: _Toc207709655][bookmark: _Toc207715113][bookmark: _Toc212738921]8.x.3	Solution description
This section describes the solution in detail.
An example of interaction between the consumer of APCOT-1 interface (an Exposure platform) and the application user consent management function is described below.


Figure 8.x.3-1: Application user consent check over APCOT-1
1.	The Consumer (Exposure platform) requests the application user consent check for the specific user and application context information over APCOT-1.
2.	The Application user consent management function checks the available application user consent data for the received request to determine whether the consent was granted or not.
3.	The Application user consent management function provides the check result back to the Exposure platform, indicating if the application user consent was granted or not.
NOTE: when the Exposure platform and the application user consent management function are collocated, the steps 1 and 3 are internal and do not require use of a standard interface (an example is CAPIF Authorization Function). 

* * * Next Changes * * * *
  
[bookmark: _Toc207708843][bookmark: _Toc207708934][bookmark: _Toc207709664][bookmark: _Toc207715122][bookmark: _Toc212738930]11	Recommended requirements
[bookmark: _Toc207708844][bookmark: _Toc207708935][bookmark: _Toc207709665][bookmark: _Toc207715123][bookmark: _Toc212738931]11.1 	General
This section provides general considerations for the recommended requirements for the subsequent normative work.
[bookmark: _Hlk214529499]Subject to applicable regional regulations, different type of data is required to be obtained from the user as part of user’s agreement provided to a data controller (e.g., PLMN operator) to share his/her data to applications.
[bookmark: _Toc207708845][bookmark: _Toc207708936][bookmark: _Toc207709666][bookmark: _Toc207715124][bookmark: _Toc212738932]11.2	Description
This section provides description of the proposed requirements for the subsequent normative work.
[APCOT-11.2-x] The Application user consent management shall expose an interface to support the application user consent check requests.
[APCOT-11.2-y] The Application user consent management shall expose an interface to support the subscription requests for application user consent data changes and shall send the due notifications to the subscribed entities.
[APCOT-11.2-z] The Application user consent management shall expose an interface to support the application user consent management operations (create, update/revoke, delete) on the application user consent data, at any time the user wishes to change his/her application user consent for an application.

* * * End of Changes * * * *
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