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1. Introduction
This pCR adds info to elaborate on the SA6 impacts for the solution #2 for KI#2. 
2. Reason for Change
[bookmark: _Hlk212648511]Additional information to elaborate on the SA6 impacts for the Solution#2 addresses KI#2 on the E2E clarifications on user consent for applications.
3. Conclusions
Add the proposed solution evaluation to the TR.
4. Proposal
It is proposed to agree the following changes to 3GPP TR 23.700-42.


* * * First Change * * * *
[bookmark: _Toc215039570][bookmark: _Toc219733121]8.3	Solution #2: End to end consent for applications
[bookmark: _Toc464463366][bookmark: _Toc475064960][bookmark: _Toc478400631][bookmark: _Toc7485786][bookmark: _Toc78314760][bookmark: _Toc147904935][bookmark: _Toc175572200][bookmark: _Toc183530747][bookmark: _Toc193921916][bookmark: _Toc207708832][bookmark: _Toc207708923][bookmark: _Toc207709653][bookmark: _Toc207715111][bookmark: _Toc215039571][bookmark: _Toc219733122]8.3.1	General
This solution relates to KI #2. on the E2E clarifications on user consent for applications. The open issues to be studied from this KI are described in clause 7.2.2.
[bookmark: _Toc147904936][bookmark: _Toc175572201][bookmark: _Toc183530748][bookmark: _Toc193921917][bookmark: _Toc207708833][bookmark: _Toc207708924][bookmark: _Toc207709654][bookmark: _Toc207715112][bookmark: _Toc215039572][bookmark: _Toc219733123]8.3.2	Architecture impacts
There are no additional architecture impacts for this solution.
[bookmark: _Toc193921918][bookmark: _Toc207708834][bookmark: _Toc207708925][bookmark: _Toc207709655][bookmark: _Toc207715113][bookmark: _Toc215039573][bookmark: _Toc219733124]8.3.3	Solution description
As indicated in the end-to-end use case described in clause 4.2 and in KI#2, the overall consent needs for an application request may involve two different types of checks on user consent. This solution addresses clarifications of the end-to-end aspects related to what application user consent and user consent checks are needed for applications, such as: 
1.	the application user consent check done in an application authorization flow, related to sharing of user data from the API provider (e.g., PLMN operator) to the application.
2.	upon the service invocation request from an authorized application:
-	part of the CN processing of the received northbound service invocation, additional user consent checks can be done in the Core Network (CN) for the internal consumption of the user data. 
As per 3GPP TS 29.503 [11] there are two values defined in the CN (UDM) which appear related to exposure to applications, defined as follows:
-	"NW_CAP_EXPOSURE": User consent for network capability exposure.
-	"EDGEAPP_UE_LOCATION": User consent for the manipulation of UE information for the purpose of UE. Location retrieval by the EDGEAPP EAS entity.
Any needed application user consent for an application request is checked as part of the application authorization flow, in accordance with applicable regulatory requirements (e.g., per application, purpose, user data, etc). and it is a pre-requisite for a successful service invocation by the application. This aproach is aligned in both CAPIF RNAA and in GSMA OPG. 
So once the application authorization including the application user consent check is successful, then when the respective service invocation is received by the CN from the authorized application, in this solution there is no need for a duplicate user consent check in the CN (UDM) for application purposes. In addition, the values for user consent purpose in UDM: "NW_CAP_EXPOSURE" and  "EDGEAPP_UE_LOCATION do not provide any distinction per application, per application purpose and shared user data, so they do not address the needs of the application user consent management. Therefore these two user consent purpose values in UDM are considered insufficient for the purposes of application-related user consent. 
Since in the API Provider domain (e.g., PLMN operator) there is a 3GPP user consent solution specified in Annex V of TS 33.501 [9], which is ambiguously connected to potential application related consent for the applications deployed at the edge (EDGEAPP)  in 3GPP TS 33.558 [10], further clarity on the applicability of the EDGEAPP specific user consent solution, as well as on the end to end flow is needed. 
This issue was also highlighted in 3GPP TS 23.222 [13] : “The authorization information from the resource owner used by CCF (described in 3GPP TS 33.122) is independent from the user consent information used from user subscription data at UDM/UDR (described in Annex V of 3GPP TS 33.501). In the current release of 3GPP specifications, synergy between CCF and UDM is not specified.” 
NOTE:	While these user consent purpose values in UDM: "NW_CAP_EXPOSURE" and "EDGEAPP_UE_LOCATION” are not necessary in this solution for application user consent purposes, they might apply in other scenarios and this needs to be assessed by the respective WGs (SA3, CT4). 
The application user consent is not required for all applications. In some cases, there is no application user consent required such as the case when the service provided by the application is required by law (e.g., for a person’s life protection), or when it is covered by a general/subscription agreement with the API Provider (PLMN operator) for example apps for network optimizations, measurements. 
As a general principle, the application user consent is needed for an application access to user’s data when that user data and application purposes are subject to regulations.
8.3.3.1 Impacts of solution#2 on EDGEAPP
The following are the impacts on 3GPP TS 23.558 [12] capturing the updated application user consent requirements to add regulation aspects that were not considered in previous EDGEAPP releases. The proposed changes are highlighted in bold italic:
[bookmark: _Toc50584182][bookmark: _Toc50584526][bookmark: _Toc57673369][bookmark: _Toc218856326]5.2.6.2	Requirements
[AR-5.2.6.2-a]	The application layer architecture shall provide mechanisms for the Edge Computing Service Provider to authorize the usage of Edge Computing services by the EEC. 
[AR-5.2.6.2-b]	The application layer architecture shall provide mechanisms for the Edge Computing Service Provider to authorize the usage of Edge Computing services by the EASs. 
[AR-5.2.6.2-c]	Communication between the functional entities of the application layer architecture shall be protected.
[AR-5.2.6.2-d]	The authentication and authorization for the use of Edge Computing services shall support the deployment where the functional entities providing the Edge Computing services are in the same trust domain as the 3GPP system, different trust domains or both. 
[AR-5.2.6.2-e]	The application layer architecture shall support the use of either 3GPP credentials or application specific credentials or both for different deployment needs, for the communication between the UE and the functional entities providing the Edge Computing service.
[AR-5.2.6.2-f]	The application layer architecture shall support mutual authentication and authorization check between clients and servers or servers and servers that interact.
[AR-5.2.6.2-g]	The application layer architecture shall support EASs to obtain user's authorization in order to access to user's sensitive information (e.g. user's location).
[AR-5.2.6.2-h]	The application layer architecture shall provide mechanisms to support privacy protection of the user, such as application user consent per application, per application purpose and user data to be shared with an edge application.
NOTE 1:	Security and privacy related procedures are specified in 3GPP TS 33.558 [23].
NOTE 2:	EAS obtained user consent requirement in [AR-5.2.6.2-g] is not supported in the current release.

* * * Next Change * * * *
8.3.3.2 Impacts of solution#2 on CAPIF
Since CAPIF can be used as a standardized framework to build an Exposure platform on, the integration of CAPIF Core function and APCOT function are possible. 
The following are the impacts on 3GPP TS 23.222 [13]. The proposed changes are highlighted in bold italic:
[bookmark: _Toc218008145]6.2.3	Functional model description to support RNAA
There are two functional models for the support of the application user consent via RNAA:
Model 1: CAPIF Authorization Function provides the consent management services needed for applications, via the management of the RO authorization.
Figure 6.2.3-1 shows the architectural model for the RNAA which allows the resource owner to provide authorization to access their resources through Service API invocation.


Figure 6.2.3-1: High level functional architecture for CAPIF supporting RNAA with RO authorization management in the Authorization Function
The authorization function is an internal entity of the CAPIF core function and performs API invoker authorization based on the API invoker authorization policies available in the CCF and the RO authorization information obtained via the ROF.
The resource owner function interacts with the authorization function in the CAPIF core function via CAPIF-8. The authorization function in the CAPIF core function interacts with the resource owner function to obtain the resource owner authorization. The CAPIF core function (authorization function) uses resource owner authorization information obtained via the ROF as part of the processing of the authorization requests received from API invokers.
The API exposing function (e.g. NEF, SCEF) interacts with the authorization function in the CAPIF core function via CAPIF-3. The API exposing function acts as an authorization enforcement point according to the authorization token received from the API invoker. 
NOTE 1:	RNAA support is not dependant of the access network, i.e., the RNAA support is not restricted to 5G networks.
The API invoker interacts with authorization function in the CAPIF core function via CAPIF-1/CAPIF-1e.
NOTE 2:	In the current release, 3rd party API providers (i.e., API providers outside the PLMN trust domain) are not supported for RNAA.
NOTE 3:	The interaction between resource owner function and CCF over CAPIF-8 is not specified in the current release of the specification.
NOTE 4:	The authorization information from the resource owner used by CCF (described in 3GPP TS 33.122 [12]) is independent from the user consent information used from user subscription data at UDM/UDR (described in Annex V of 3GPP TS 33.501 [16]). In the current release of 3GPP specifications, no synergy between CCF and UDM is specified.
The security aspects of CAPIF supporting RNAA are specified in 3GPP TS 33.122 [12].
Model 2: The CAPIF Authorization Function interacts with external APCOT function
Figure 6.2.3-2 below shows the architectural model for the RNAA where the CAPIF Authorization Function is not responsible for the RO authorization management and interacts with an APCOT function for that purpose.


Figure 6.2.3-1: High level functional architecture for CAPIF interacting with the Application user consent management function
The CAPIF Authorization Function performs the authorization procedure for the API invoker request, but it is not responsible for the management of the RO authorization. The CAPIF Authorization Function interacts with an external application user consent management function.
In such cases, the CAPIF Authorization Function obtains the available grant status of the application user consent by interacting via the APCOT-1 interface for consent checks with the Application User Consent Management function, and possibly for the subscribe/notify to data changes.
In case the CAPIF Core function (CCF) gathers the RO authorization from the ROF and the obtained data matches the requirements for the application user consent data managed by APCOT function, the CCF may consume the APCOT-2 interface for management of application user consent data in the APCOT function.

* * * Next Change * * * *
[bookmark: _Toc218008255]8.11.3	Procedure
Figure 8.11.3-1 illustrates the procedure for obtaining authorization to access the service API.
Pre-condition:
1.	The API invoker is on-boarded and has received an API invoker identity.

Figure 8.11.3-1: Procedure for the API invoker obtaining authorization for service API access
1.	The API invoker sends an obtain service API authorization request to the CAPIF core function for obtaining permission to access the service API by including the API invoker information required for authorization, the information identifying the service API, and any information required for authentication of the API invoker. The request may include desired Network Slice Info of the service API. In addition to the information identifying the service API, the request may include finer granularity level for service API authorization e.g., service API operation and resource.
2.	The CAPIF core function validates the authentication of the API invoker (using authentication information) and checks whether the API invoker is permitted to access the requested service API, considering also service API operation(s) and resource(s) restrictions locally configured, if available. The CAPIF core function may additionally verify the Network Slice Info, e.g., check that the authorized Network Slice Info for the API invoker is included in the supported Network Slice Info for the indicated service API.
NOTE 1:	The authorization of Network Slice Info is performed by the CAPIF core function within the PLMN trust domain.
NOTE 2:	The authentication process is specified in subclause 6.5.2 of 3GPP TS 33.122 [12]. 
2a.	If the application user consent needs to be checked and the CAPIF core function interacts with the Application user consent management function, then the CAPIF core function performs a consent check via APCOT-1 with the Application user consent management function, for the user, the specific API invoker application and its usage purpose of the service API.
3.	Based on the API invoker's subscription information available in the CCF, the authorization information to access the service APIs, which may include access authorization per service operation, resource, optionally including access authorization per service operation and, optionally, resource, is sent to the API invoker in the obtain service API authorization response.
NOTE 3:	How the finer service API authorization granularity is indicated in the request from API invoker and is returned to the API invoker in the CCF authorization reply is specified in 3GPP TS 33.122 [12].
NOTE 4:	The mechanism for distribution of the authorization information for the API invoker to the API exposing function over CAPIF-3 reference point is specified in subclause 6.5.2 of 3GPP TS 33.122 [12].


* * * Next Change * * * *

8.16.3 

* * * Next Change * * * *

[bookmark: _Toc218008330]8.23.5	Procedure for CAPIF revoking API invoker authorization initiated by the application user consent revocation
Figure 8.23.5-1 illustrates the procedure for revoking API invoker authorization to access service API triggered by revocation of the application user consent. 
Pre-conditions:
1. The API invoker is authenticated and authorized to use the service API.
2. The application user consent is required for the API invoker access to the data provided by the Service API, for specific purpose(s) of the API invoker usage of this data.

2.	The AEF in the CAPIF is configured with the access policy to be applied to the service API invocation corresponding to the API invoker and the service API. 
Figure 8.23.5-1: Procedure for revoking API invoker authorization triggered by application user consent revocation
1.	The CAPIF core function subscribes to Application user consent data changes with the Application user consent management function via APCOT-1 interface.
2.	Application user consent management function is notified of an Application user consent revocation event.
3.	When an Application user consent revocation occurs, the Application user consent management function notifies the subscribed CAPIF core function of the consent revocation event.
4.	The CAPIF core function sends revoke API invoker authorization request to the AEF with the details of the API invoker and the service API, and optionally, the authorization token information as specified in clause 6.5.3.4 of 3GPP TS 33.122 [12] (e.g., token itself or token id) to identify the revoked token.
5.	Upon receiving the information to revoke the API invoker's authorization for service API invocation, the AEF invalidates the API invoker authorization corresponding to the service API or, if provided, the API invoker authorization corresponding to the received security information.
6.	The AEF sends a revoke API invoker authorization response to the CAPIF core function. 
7.	The CAPIF core function invalidates the API invoker authorization corresponding to the service API or, if provided, to the received security information. 
8.	The CAPIF core function sends a revoke API invoker authorization notify to the API invoker whose authorization to access the service API has been revoked.


* * * Next Change * * * *
[bookmark: _Toc218008397]8.31	API invoker obtaining authorization from resource owner
[bookmark: _Toc218008398]8.31.1	General
CAPIF may authorize the API invoker to invoke the service API based on the authorization information from the resource owner given before the API invocation, or by interacting with the application user consent management function.
Clause 8.31.3 shows the procedure for obtaining the authorization information.
[bookmark: _Toc218008399]8.31.2	Information flows
NOTE:	The security aspects of this procedure are specified in TS 33.122 [12].
[bookmark: _Toc218008400]8.31.3	Procedure
Figure 8.31.3-1 illustrates the procedure for API invoker obtaining authorization from CCF to access Service APIs, where the authorization includes the result of the consent checks (based on one of the supported approaches: the resource owner authorization, or by checking the application user consent with the application user consent management function.
Pre-conditions:
1.	The resource owner function (ROF) can communicate with the CCF (Authorization function).
2.	Access to an API exposing function offered service API requires obtaining consent from the user, by either obtaining authorization from a resource owner (RO), or by performing a consent check with the application user consent management function.




Figure 8.31.3-1: Procedure for API invoker obtaining authorization from resource owner
1. The API invoker requests to obtain authorization information to invoke the service API exposed by the API exposing function (AEF) and to access information owned by the resource owner at the AEF through the invocation of an obtain service API authorization request to the CCF. The request contains API invoker information required for authorization, the information identifying the service API, the purpose for data processing and any information required for authentication of the API invoker. The request may include finer level service API access requirements (e.g., access per service API operation or access per API service resource) and any one of:
a. resource owner-related information required to obtain resource owner authorization information, or
b. application user information required to be able to check consent with the application suer consent management function.
NOTE 1:	The details of the information provided by the API invoker for obtaining service API access are specified in 3GPP TS 33.122 [12].
2.	The CCF performs the authentication of the API invoker (using authentication information). Then the Authorization function determines the authorization by checking the authorization information available in the CCF and if consent check is needed for the API Invoker, Service API and the purpose of for data processing, then the CCF proceeds with one of 3.a or 3.b. 
3.a.	then by if CCF RO authorization option is used, the CCF proceeds with obtaining and checking the authorization information provided by the RO via the ROF. The request to the ROF contains application service information (e.g. the application service provider and application identifier), the purpose for data processing and the resource owner data information for which the API invoker requests access grants.
NOTE 2:	The detailed procedure to obtain the RO's authorization information is specified in 3GPP TS 33.122 [12].
NOTE 3:	Step 1 can occur when the API invoker receives a failure in Service API invocation response indicating that authorization information from resource owner(s) is required.
3.b. Alternatively, if the user consent handling has been provided in-advance and stored in the Application user consent management function (outside of CCF) then CCF can perform the consent check operation with the Application user consent management function, via APCOT-1.
3.4. Based on the result of the consent checks done via either the RO authorization information obtained via through the ROF, or from the Application user consent management function, the CCF (Authorization function) generates the authorization information and sends an obtain service API authorization response to the API invoker.
4.5.	The API invoker sends service API invocation request to the API exposing function with the authorization information received from CCF (Authorization function) in step 34.
5.6.	The API invoker receives the service API invocation response resulting from the service API invocation once the API exposing function has checked whether the API invoker is authorized to invoke that service API based on the authorization information received from CCF (Authorization function).

* * * End of Changes * * * *
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