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1. Introduction
The KI#1 includes the following aspect: 
 - How to align and manage access control that is more granular than simply granted/denied for service API (e.g., service operation level, resource level) with the provided resource owner consent to ensure appropriate usage of resource owner consent at the enabler layer.
The solution enables the service operation level and resource level access for service API.
2. Reason for Change
The service operation level and resource level access garnularity is needed to be added to enable finer access level granularity.
3. Conclusions
This pCR proposes the service operation level and resource level access garnularity for CAPIF.
4. Proposal
It is proposed to agree the following changes to 3GPP 23.700-22 V0.1.0.


* * * First Change * * * *
[bookmark: _Toc160824447]6.1	Mapping of solutions to key issues
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* * * Next Change (all texts are new) * * * *
6.x	Solution #x: Finer granularity of access control for service API
6.x.1	Solution description
This solution addresses the KI#1 and enables the finer granularity of the access control for service API, i.e.:
1.	Service operation level access, the API invoker may request and the CAPIF may grant the access for the given service operation(s) of the service API.
2.	Resource level access, the API invoker may request and the CAPIF may grant the access for the given resource(s) (i.e., the object or component of the API on which the operations are acted upon as defined in clause 3.1 of 3GPP TS 23.222 [23222]) of the service API.
3.	Feature level access, the API invoker may request and the CAPIF can grant the access for the given feature(s) (i.e., the optional API functionality) of the service API.
6.x.1.1	Impact to existing CAPIF procedures
The CAPIF procedure in 3GPP TS 23.222 [2322] can be enhanced (highlighted in bold italics) as follows.

	8.11.3	Procedure
Figure 8.11.3-1 illustrates the procedure for obtaining authorization to access the service API.
Pre-condition:
1.	The API invoker is onboarded and has received an API invoker identity.


Figure 8.11.3-1: Procedure for the API invoker obtaining authorization for service API access
1.	The API invoker sends an obtain service API authorization request to the CAPIF core function for obtaining permission to access the service API, service operation(s) of the service API, service API resource(s) and/or service API feature(s) by including the API invoker identity information and any information required for authentication of the API invoker.
2.	The CAPIF core function validates the authentication of the API invoker (using authentication information) and checks whether the API invoker is permitted to access the requested service API, service operation(s) of the service API, service API resource(s) and/or service API feature(s).
NOTE 1:	The authentication process is specified in subclause 6.5.2.3 of 3GPP TS 33.122 [12]. 
3.	Based on the API invoker's subscription information the authorization information to access the service APIs, , service operation(s) of the service API, service API resource(s) and/or service API feature(s) is sent to the API invoker in the obtain service API authorization response.
NOTE 2:	The mechanism for distribution of the authorization information for the API invoker to the API exposing function is specified in subclause 6.5.2.3 of 3GPP TS 33.122 [12].




6.x.2	Architecture Impacts
This solution is based on architecture of CAPIF as described in 3GPP TS 23.222 [23222].
6.x.3	Corresponding APIs
This solution impacts the CAPIF_Security API defined in clause 10.6 of 3GPP TS 23.222 [23222].
6.x.4	Solution evaluation
The coordination with SA3 is needed to align the information flows and procedures in 3GPP TS 33.122 [33122].
*** End of Changes ***
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