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Abstract: This discussion paper addresses the issue of acquiring keys for Logging replay of private calls
Concern
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Description automatically generated]During SA6#59 Motorola provided input papers S6-240034and S6-240037 to introduce logging in the Mission Critical architecture. These inputs were based on the outcome of TR 23.784, “Study on discreet listening and logging for mission critical services”. Below is the architecture diagram proposed in S6-240034.

Going into the details of the solution proposed by Motorola we identified a security concern in the proposed architecture with the MC replay function requiring to receive key material from the KMS via CSC-8. During the discussion it was confirmed that for private calls the KMS would provide the MC Logging replay function with the (long-living) private key of MC users. In our view these long living keys shall not be distributed to system components that may be installed at an end-user location. Please note: Unfortunately, this concern was not identified in the study phase.
Our concern was expressed in the meeting SA6#59. In the response it was mentioned that the key distribution over CSC‑8 (or possibly a newly defined CSC interface) could/will be secured by encrypting the keys during transport and by putting requirements on the implementation of the replay function. This did not fully address our concern as in our view the MC Logging replay function, which may be installed at an end-user location and may be provided by a third-party, may get compromised, exposing long-living private keys of MC users.
Alternative mechanism
In our view an alternative mechanism shall be pursued where there is no need to distribute the (long-living) private key of MC users to the MC Logging replay function.
Possibly this could be done by adding the procedure below. In this new procedure the MC logging function, via the MC Service server, requests and acquires the keys that are needed to decrypt the private call from the participants, while the call is ongoing. The MC Logging function should store those keys to enable future playback by the MC Logging replay function. 


Inputs with other mechanisms, that allow replay of private calls without the need to distribute the (long-living) private keys of MC users to the MC Logging replay function, are welcome.
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