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* * * Next Change * * * *
[bookmark: _Toc214888132]5.1.3	Potential solutions
Editor's note:	This clause provides one or more solutions. Further (sub-)clause(s) may be added to capture details.
5.1.3.X Introduction
The potential solution described in this clause addresses the authorization of the service API invocation requests from the external MnS at the MSED AEF. In the considered scenario, authorization is performed using the token exchange procedure specified in IETF RFC 8693 [X1]. Token exchange is required in this scenario since the CCF authorization function and the A&A MnS producer (within the management system) support different authorization information models, as specified in TS 33.122[7] and TS 28.319[4], respectively. By applying the token exchange mechanism, a standardized approach is provided for the transformation of authorization tokens between the respective authorization domains. This enables interoperability between the involved entities while minimizing the impact on the authorization frameworks already specified for each domain.

5.1.3.Y Authorization of the service API invocation requests at the MSED AEF using token exchange
As a precondition, the potential solution assumes that the following procedures have already occurred:
CAPIF enrolment phase
· There has been an offline enrolment procedure in which the 3GPP management system administrator and the CAPIF administrator decide which published management services (now service APIs) will be discoverable by the different external MnS consumers. This interaction enables the configuration of the proper authorization policies at the CCF by the CAPIF administrator for the different external MnS consumers (see Annex E of TS 23.222[Y]).
-	The authentication and authorization (A & A) MnS producer has generated the onboarding enrolment information for the external MnS consumer (see clause 6.1 of TS 33.122[7]).
-	A trust relationship is established between the CCF authorization function and the A&A MnS producer in the management domain. This process involves the A&A MnS producer being able to validate the access tokens issued by the CCF authorization function. The trust relationship can be established using standardized means based on JSON web keys (see IETF RFC 7517[X3]) or by out-of-band means. The establishment of the trust relationship between the CCF authorization function and the A&A MnS producer is out-of-scope of the present document.
API invoker onboarding procedure
· After the enrollment process concludes, the API invoker is provided with the onboarding enrolment information and begins the API invoker onboarding process (see clause 5.5.2.2 of TS 29.222[8] and clause 6.1 of TS 33.122[7].
· Upon successful onboarding, the API invoker is assigned an “API invoker id”, which is the unique identifier of the API invoker within the CCF. The API invoker provides this identifier for all subsequent interactions with the CCF.
To consume MnSs exposed using CAPIF, the API invoker needs to perform the service API invocation process. The following steps show how the token exchange mechanism can be used to enable the authorization of the service API invocation requests at the MSED AEF to enable MnS consumption by external MnS consumers at the CCF.

[bookmark: _GoBack][image: ]
Figure 5.1.3.Y-1: Service API invocation authorization at the MSED AEF using token exchange
1.  Before an API invoker can successfully invoke service APIs, they need to request for authorization from the CCF. To this end, the API invoker establishes a TLS session to enable the access token request for service API invocation.
2.  Upon successful TLS session establishment, the API invoker sends an access token request to the CCF providing the “API invoker id” that was allocated to the API invoker during the onboarding procedure. 
3.  The CCF validates the access token request and if the request is valid, proceeds to step 4.
4.  The CCF generates the access token <Token A1> (see clause 8.5.4.2.8 of TS 29.222[8]).  
5.  The CCF sends the generated access token <Token A1> to the API invoker.
6.  On receiving the access token, the API invoker sends the service API invocation request to the MSED AEF   providing <Token A1> as part of the authorization header of the request.
7.  On receiving the request, the MSED AEF validates the access token <Token A1> (see clause 6.5.2.3 of TS 33.122[7] for details).
8. If the request is valid, the MSED AEF proceeds to initiate the token exchange process. The MSED AEF generates the token exchange request by specifying the following claims as part of the request:
        Table 5.1.3.Y-2: Claims for the token exchange request (see clause 2.1 of RFC8693[X1])
	Token Claim 
	S
	Claim Value
	Description

	grant-type 
	M
	token-exchange
	Indicates to the A&A MnS producer that a token exchange is required

	subject-token
	M
	<Token A1>
	Contains the token that was presented to the MSED AEF by the API invoker. This token is presented to the A&A MnS producer by the MSED AEF and represents the token which needs to be exchanged for a new token.

	subject-token-type
	M
	jwt
	Specifies the type of the API invoker access token. In this case, the token is a JWT.

	scope
	M
	scope values as 
presented in <Token A1>
	Represents the permissions assigned to an API invoker for a given service API, i.e., for a given service API, the accessible resources and allowable operations (e.g., READ, WRITE) are defined using this value.

	actor-token
	O
	<MSED-AEF token>
	This parameter informs the A&A MnS producer that the MSED-AEF (as the delegate) is acting on behalf of the API invoker (which is the subject in this case). This access token can be assigned to the MSED-AEF by the A&A MnS producer during the CAPIF enrollment phase.

	actor-token-type
	O
	access-token/jwt
	Specifies the type of the MSED-AEF access token. It’s upto the A&A MnS producer to decide what type of token is issued to the MSED AEF.



     Upon successful generation of the token exchange request, the MSED AEF sends the request to the A&A MnS producer in the management system.
9.  The A&A MnS producer examines and validates the token exchange request. Specifically, the A&A MnS producer examines and validates the subject token by checking to ensure that the token was issued by the CCF (as per the configured trust mechanisms between the A&A MnS producer and CCF authorization function during the enrolment phase). Optionally, the A&A MnS producer also examines and validates the provided actor token by the MSED AEF.
10. If the validation of the token exchange request is successful, the A&A MnS producer generates the token exchange response by setting the following:
        Table 5.1.3.Y-3: Claims for the token exchange response (see clause 2.2 of RFC8693[X1])
	Token Claim 
	S
	Claim Value
	Description

	access-token
	M
	<Token A2>
	The new token generated by the A&A MnS producer to be used by MSED-AEF to invoke MnS APIs on behalf of the API invoker

	issued-token-type
	M
	access-token/jwt
	Specifies the type of the issued access token <Token A2>. In this case, either access-token or jwt.

	token-type
	M
	bearer
	Indicates that the token will be carried as part of the authorization header in the MnS API invocation request.

	scope
	M
	MnS API URI, resource, operations
	The MnS API and resources that the MSED AEF can invoke in the management system on behalf of the API invoker. Further, this attribute can carry the allowable operations on the MnS APIs/resources.

	exp
	M
	NumericDate
	Represents the expiration time of the issued token in seconds.



     The A&A function sends the generated token exchange response to the MSED AEF. This response includes the newly generated access token <Token A2>.
11. Upon receiving the newly generated access token <Token A2>, the MSED AEF can invoke the MnS APIs on behalf of the API invoker on the MnS producer providing the <Token A2> access token.
12. On receiving the MnS API invocation request, the MnS producer can validate the received access token <Token A2>, if possible. If the MnS producer can’t validate the access token <Token A2>, the MnS producer sends the token validation request to the A&A MnS producer.
13. Upon successful token validation, the MnS producer handles the MnS API invocation request and sends the invocation response to the MSED AEF.
14. Finally, the MSED AEF sends the service API invocation response to the API invoker.

* * * Next Change * * * *
[bookmark: _Toc214888133]5.1.4	Evaluation of potential solutions
Editor's note:	This clause provides evaluation of potential solutions.
The proposed solution uses a standardized approach to enable the authorization of service API invocation requests at the MSED AEF and satisfies the use case requirements in clause 5.1.2.

* * * End of Changes * * * *
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