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Proposed Changes
* * * First Change * * * *
[bookmark: _Toc214888137]5.2.3	Potential solutions
Editor's note:	This clause provides one or more solutions. Further (sub-)clause(s) may be added to capture details.

5.2.3.X Configuration of access control on notifications
In this proposed solution, a new NotificationAccessRule is proposed as another access rule type to be added to the class diagram in clause 7.2 of of TS 28.319[4].  The NotificationAccessRule provides access control on a specific notification type or all notification types. As illustrated in Figure 5.2.3.X-1, each NotificationAccessRule is associated to one or more Role(s). The attributes of the NotificationAccessRule are presented in Table 5.2.3.X-1.
Table 5.2.3.X-1: Attributes of the NotificationAccessRule
	[bookmark: _MCCTEMPBM_CRPT04410038___4]Attribute Name
	S

	[bookmark: _MCCTEMPBM_CRPT04410039___7]ruleName
	[bookmark: _MCCTEMPBM_CRPT04410040___4]M

	[bookmark: _MCCTEMPBM_CRPT04410041___7]dataNodeSelector
	O

	notificationTypes
	[bookmark: _MCCTEMPBM_CRPT04410044___4]M

	[bookmark: _MCCTEMPBM_CRPT04410045___7]action
	[bookmark: _MCCTEMPBM_CRPT04410046___4]O



In the NotificationAccessRule, the notificationType attribute represents the notification type message for which the access rule applies, whereas the ruleName, dataNodeSelector and actions attribute definitions are as defined in clause 7.4.1 of TS 28.319[4]. Accordingly, for an MnS consumer to be able to receive a given notification type event from the MnS producer, one of the Role(s) associated to the MnS consumer should be configured with the corresponding NotificationAccessRule and the action of the NotificationAccessRule should be permitted (i.e., by setting the value of the action attribute to “ALLOW”). If provided, the NotificationAccessRule.dataNodeSelector attribute can be used to explicitly set the notification access control rules on one or more MOIs.




[image: ]
Figure 5.2.3.X-1: Classes for role-based access control including the notification access rule (See Figure 7.2-1 of TS 28.319[4])
The following definition for the notificationType attribute for the NotificationAccessRule is provided:
	Attribute Name
	Documentation and Allowed Values
	Properties

	notificationType
	It describes the notification type that the NotificationAccessRule applies to.






















The absence of a value for this attribute means that the NotificationAccessRule applies for all notification types.
	type: SupportedNotifications.notificationTypes. (see clause 4.3.61 of TS 28.622[6])
multiplicity: *
isOrdered: False
isUnique: True
defaultValue: None
isNullable: False



5.2.3.Y Enforcement of the access control on notifications
In the following clauses, it is explained how the proposed solution in clause 5.2.3.X can be used by the MnS producer when it comes to enforcement on notification subscriptions and sending considering different scenarios. The proposed solution in this clause assumes that the MnS consumer is authorized to create the NtfSubscriptionCtrl MOI as per the access control model described in clause 7 of TS 28.319[4].
5.2.3.Y.1 Enhancement of the NtfSubscriptionCtrl <<IOC>>
For the MnS producer to be able to know which MnS consumer requested to receive a set of notifications using the NtfSubscriptionCtrl IOC, there is a need to have the identity of the MnS consumer stored as part of the NtfSubscriptionCtrl IOC. 
It is proposed to add a new attribute “consumerId” to the NtfSubscriptionCtrl IOC. This attribute is equivalent to the Identity.identityName attribute associated to the MnS consumer in the Identity class defined in clause 7.3.1 of TS 28.319. The properties of the consumerId attribute is provided in Table 5.2.3.Y.1-1.
Table 5.2.3.Y.1-1: Properties of the consumerId attribute
	Attribute Name
	S
	isReadable 
	isWritable
	isInvariant
	isNotifyable

	consumerId
	M
	T
	F
	F
	T




5.2.3.Y.2 Notification subscription handling
 When an MnS consumer subscribes to receive notifications using the NtfSubscriptionControl IOC(see clause 4.3.22 of TS 28.622[6]). To this end,  the MnS producer evaluates the subscription request by first checking NtfSubscriptionCtrl.consumerId attribute. Using this attribute, the MnS producer checks if there are existing NotificationAccessRule(s)where:
i) the Role associated to the NotificationAccessRule is the same as one of the Role(s) associated to the MnS consumer (i.e., the Role(s) associated to the NtfSubscriptionCtrl.consumerId).
ii) the NotificationAccessRule.notificationTypes are a subset or all the notification types specified in the NtfSubscriptionCtrl.notificationTypes attribute. 
iii) If the NotificationAccessRule.DataNodeSelector attribute is present, the values in NtfSubscriptionCtrl.scope and NtfSubscriptionCtrl.notificationFilter attributes in the request are a subset or correspond exactly to the values of the NotificationAccessRule.DataNodeSelector.
iv) If the NotificationAccessRule.DataNodeSelector attribute is supported but absent, checks if the, DataNodeAccessRule(s) allow read access to the scope defined by NtfSubscriptionCtrl.scope and NtfSubscriptionCtrl.notificationFilter attributes in the request.
v) the value of the NotificationAccessRule.action is “ALLOW”
If all the checks (i) to (v) are true, the notification subscription request succeeds. If no such rule is found, (as a default behaviour) the creation/modification of the NtfSubscriptionControl MOI is denied. However, if checks (ii), (iii) and (iv) are false and checks (i) and (v) are true, then two different behaviours of the MnS producer are proposed, i.e., the strict scope and partial scope enforcement models:
·  Strict scope enforcement model: here the MnS producer informs the MnS consumer that the notification subscription request wasn’t successful and provides the appropriate reason. Accordingly, in the strict scope enforcement model, the MnS consumer is not allowed to subscribe to receive notification types beyond the configured NotificationAccessRule.notificationTypes, NotificationAccessRule.dataNodeSelector and DataNodeAccessRule. dataNodeSelector authorized for the Role(s) associated to the MnS consumer.
· Partial scope enforcement model: here the MnS producer informs the MnS consumer that the notification subscription request has been successfully created. The MnS producer can indicate to the MnS consumer that the subscription is accepted but the notifications will be delivered only for the authorized partial scope “XYZ” or subset of the notification types of NotificationAccessRule.notificationTypes. 
NOTE: It’s upto implementation which enforcement model is applied by the MnS producer.

5.2.3.Y.3 Notification sending
In this scenario, when a notification message is generated the MnS producer does similar checks as described in clause 5.2.3.Y.1, but instead of checking the NtfSubscriptionCtrl.scope and NtfSubscriptionCtrl.notificationFilter, only the objectInstance in the common notification is checked against the NotificationAccessRule.dataNodeSelector and DataNodeAccessRule. dataNodeSelector.  
i) 
ii) 
iii) 
If statements (i) to (v) in clause 5.2.3.Y.1 are true, then the notification message will be sent to the notificationRecipeintAddress (this attribute was provided by the MnS consumer(identified by the NtfSubscriptionCtrl.consumerId) during the NtfSubcriptionCtrl MOI creation request). However if any of the above statements is false, no notification will be sent out. 
Further, in case some notifications that were earlier sucessfully subcribed to by the MnS consumer can nolonger be sent, then the MnS producer will inform the MnS consumer of such notification subcription changes including the reason. One possible reason for the change in the notification events received by the MnS consumer could be due to the modification(s) of the NotificationAccessRule(s) associated to the Role(s)of the MnS consumer after the notification subscription



i) 
ii) 


· 
· 

· 
· 


 However, in case some notifications that were earlier sucessfully subcribed to by the MnS consumer can nolonger be sent, then the MnS producer will inform the MnS consumer of such changes including the reason. One possible reason for the change in the notification events received by the MnS consumer could be due to the modification(s) of the NotificationAccessRule(s) associated to the Role(s)of the MnS consumer after the notification subscription


NOTE:  The proposed solution assumes that the MnS producer’s responsibility is limited to ensuring that the MnS consumer is authorized to subscribe and receive given notification type(s). So, it’s upto the MnS consumer to ensure that the entity that receives the notifications (identified by the notificationRecipientAddress attribute of the NtfSubscriptionControl IOC) is authorized to receive such notification type(s).

* * * Next Change * * * *
[bookmark: _Toc214888138]5.2.4	Evaluation of potential solutions
Editor's note:	This clause provides evaluation of potential solutions.
The proposed solution extends the existing access control model defined in TS 28.319[4] by adding a new access control rule for notifications called NotificationAccessRule. Further, the proposed solution specifies how the defined NotificationAccessRule(s) and the DataNodeAccessRule(s)can be used to provide access control for  notification subscription handling and sending. 

* * * End of Changes * * * *
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