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Comments
We propose some, mostly editorial updates to the requirements and possible solutions.

Proposed Changes
* * * First Change * * * *
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* * * Next Change * * * *
5.3.2	Potential requirements
REQ-FM-HIST-1: The 3GPP Management system should have the capability allowing to retrieve alarms that were active in the past (historical alarms).
REQ-REQ-FM-HIST-2: The 3GPP Management system should have the capability allowing to retrieve alarms that were active at a certain point in time in the past.
REQ-REQ-FM-HIST-3: The 3GPP Management system should have the capability allowing to retrieve alarms that were active during a certain time window in the past.
REQ-REQ-FM-HIST-4: The 3GPP Management system should have the capability allowing to retrieve the dates and times when the perceived severity of an alarm changed
REQ-REQ-FM-HIST-5 The 3GPP management system should have the capability allowing to retrieve the periods when the retrieved historical alarms may not fully represent the real situation in the network at that point in time.
REQ-FM-HIST-6 The 3GPP management system shall have the capability allowing retrieval of historical alarms independent of whether the notifications about the alarm changes were sent out or not.
Note: The size of the log should not be set by the standard, leaving it to be a vendor decision.. 

Open issues:
1. Which other parameters have to be stored if it changes during the alarm's active lifetime (beside severity)?

2. What kind of filter shall be available when retrieving the alarms (beside a timewindow in REQ-3) 
· filter based on some(?) alarmRecord parameters
· filter for one subnet as source
· filter for a specific IOC as source
· filter for a given percievedSeverity or
· full JEX filter on all parameters

3. How can the consumer retrieve the historical alarms
· as a file 
· some other method
* * * Next Change * * * *
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5.3.3.1	NRM based approach
The NRMs defined by SA5 are a representation of the current state of the managed system. They do not represent states before the current time. Reading the data node tree always returns its current state.
For retrieving historical alarms two methods can be envisaged:
-	A new retrieval operation can be introduced with the time dimension in the operation input parameters. The easiest case is to add a "time" parameter to the operation input parameters that specifies a time in the past for which the active alarms (as represented by their alarm records) shall be retrieved. Filtering capabilities of the retrieval operation may be used to scope the response to specific managed object instances. The target object of the retrieval operation is the already specified "AlarmList" object. Variations of this approach are possible, for example a time window may be specified in the request (for some managed objects), the response then returns the alarm records for all alarms that were active in this time window.
-	The NRM is extended to allow for the representation of historical alarms and their alarm records. For retrieving these historical alarm record instances, the normal "getMOIAttributes" operation can be used.
The capability to retrieve historical alarms is expected to be available in a typical deployment only on Management Functions and not on Network Functions.
5.3.3.2	Management data based approach
The alarm records are handled as a specific kind of management data, like performance metrics or Trace and MDT data. The MnS allowing to retrieve active alarms (based on the "AlarmList" object) is not modified.
More specifically, the schema of the alarm record is used to specify the value of a new management data category called alarms. The historical alarms are then managed together with other kinds of management data.
5.3.3.1	Overview
The functionality includes: 
- storing alarms and alarm changes even after they become inactive. 
- the producer shall provide an interface for retrieving historical alarms. 
- it shall be possible to filter the retrieval request to get a subset of all historical alarm records
- access control shall be provided for retrieving historical alarms
5.3.3.2	Content of alarm history
The historical alarm list shall contain one or more records for all raised alarms. The records shall include some metadata like the alarmId, timestamp and the body of the alarm change notification following the format of the attribute notificationContent, see TS 28.622[a]. 
The definition of the alarmId shall be updated in TS 28.111. Currently alarmId is unique only within a single AlarmList MOI. A specific alarmId value may be reused immediately after the previous alarm with this alarmId is removed from the AlarmList. Alarm history records may be provided corresponding to multiple alarmlists and for weeks or even many months. Handling multiple separate alarms with the same alarmId is difficult, for easier handling the alarmId shall be unique within a longer period of time and at least within a Subnetwork.

The first record shall be created when the alarm is raised. 
A subsequent record shall be added when a relevant change occurs. A change is relevant for an alarm if one of the following properties change:
- perceivedSeverity. This includes setting the perceivedSeverity to cleared.
- ackState
Implementers may select other properties, the change of which results in creation of additional records. 
Initially, alarms will be available both via the AlarmList MOI and the historical alarm list. Once an alarm becomes inactive it will only be available in the historical alarms list.
It is assumed that alarm history will be able to keep alarms available for a substantial period e.g. 2-30 days. However, the size of the historical alarm list is implementation specific. When the historical alarm list is full the producer may discard alarm history records. In this case the oldest records shall be discarded. 
The consumer should be able to discover what time period the alarm history covers without uploading and parsing notifications. The alarmId and the timestamp of the oldest historical alarm should be readable by the consumer. 

If the fault management system detects that it may not fully represent the alarm situation it shall create in the alarm history a record containing the notifyPotentialFaultyAlarmList and notifyAlarmListRebuilt notifications (even if there is no subscription for these notifications).
· Note: This clause does not imply anything about storage or implementation of the alarm history. It only specifies what information shall be available for retrieval.

5.3.3.3	Retrieving alarm history
5.3.3.3.1	Dedicated AlarmHistoryUploadJob
A new IOC could be defined: AlarmHistoryUploadJob under AlamList. This IOC shall be used to order the transfer of historical alarms from the producer to an outside location.
Attributes 
- alarmScope a list of DNs as root of subtrees that should include the alarm's source
- TimeWindow (see TS 28.622[a] clause 5.4.1)
- ReportingCtrl, but without the streaming possibility (see TS 28.622[a] clause 4.3.33)
5.3.3.3.2	Using ManagementDataCollection
The ManagementDataCollection could be used to arrange the transfer of historical alarms. 
Define alarm history as a new data category.
Instead of targetNodeFilter a simple list of DNs shall be used like the NodeFilter.objectInstances. Maybe areaOfInterest can also be used.
reportingCtrl should be restricted as streaming is not useful for alarm history.
dataScope is not useful for alarm history, it should not be used
condition, processMonitor, consolidateOutput, jobid is not needed for a simple file upload job.
5.3.3.3.3	Modeling alarm history in the NRM
NRM could be extended with a new IOC to model the historical alarms. Two variants can be considered:
An IOC like AlarmList can be defined where a multivalued historicalAlarmRecord attribute has a separate value for each alarm change. The attribute can use the current data type AlarmRecord in TS 28.111 clause 7.3.1.
IOC HistoricalAlarmRecord (Not preferred.): A separate MOI for each historic record. The attributes would be the same as those defined for the data type AlarmRecord in TS 28.111 clause 7.3.1. 
5.3.3.3.4	New dedicated operation
A new retrieval operation could be introduced that allows filtering based on time and alarm source.
5.3.3.4	Filtering retrieval
The consumer should be able to retrieve a subset of all historical alarms. It shall be possible to specify the following retrieval criteria (filter):
- Alarms active at a point of time – the time must not be in the future
- Alarms active in a timewindow – the timewindow must not be in the future
- Alarms where the source of the alarm (objectInstance parameter) is in a subtree of the NRM. Filtering similarly as the AlarmList.unreliableAlarmScope attribute
More advanced filtering e.g. by using more parameters and/or JEX or Xpath would also be possible but is not proposed at this time.
5.3.3.5	Access control
Accessing alarm history provides access to all information that any alarm can carry, including potentially sensitive, secret or personal/private information. 
Providing one general access control right, that provides full access to the complete alarm history is relatively simple and allows definition of an FM superuser. Providing detailed access control rules based on the source and the content of the individual alarms is seen as overly complicated and thus is not proposed.
Retrieval solutions based on NRM data nodes are already covered by the current access control solution. For retrieval with a dedicated operation access control shall be implemented. 
[bookmark: _Toc183187942]5.3.4	Evaluation of potential solutions
It is proposed to provide historical alarm records in the JSON format of the notification body that would report the alarm change using the datatype NotificationEntry (see TS28.622[a]). This will make parsing historical records simple as the same code can be used that is utilized for active alarms.
It is proposed to define a dedicated AlarmHistoryUploadJob according to clause 5.3.3.3.1 The other solutions are not proposed because:
- Many of the attributes of ManagementDataCollection are not relevant for the historical alarm list, thus it is a bad fit. It is also currently only used on the Subnetwork level. Clause 5.3.3.3.2 is not proposed.
- Historical alarms are retrieved relatively infrequently so exposing this data in the NRM seems unneeded. Exposing big amounts of unneeded data in the NRM is also resource intensive. Clause 5.3.3.3.3 is not proposed.
- SBMA generally tries to avoid dedicated operations. Clause 5.3.3.3.4 is not proposed.
It is proposed to implement only the relatively simple filtering solution described in clause 5.3.3.4. If more sophisticated filtering is needed, it can be added later.
It is proposed to implement only a general access control providing full access.
* * * Next Change * * * *
[bookmark: _Hlk215850085]6.x	Use case #3: Historical alarms
The requirements for historical alarms are listed in clause 5.3.2.
All requirements are recommended for normative work based on the potential solution described in clauses 5.3.3 according to the conclusions documented in clause 5.3.4.
* * * End of Changes * * * *

