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Comments
This pCR proposes to add a use case “Authorization of the external MnS consumer to access the management service API” and the corresponding requirements to TR 28.888.

Proposed Changes
* * * First Change * * * *
[bookmark: _Toc205387515]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 28.533: "Management and orchestration; Architecture framework".
[3]	3GPP TS 28.579: "Management services exposure to external consumers through CAPIF".
[4]	3GPP TS 28.319: "Access control for management services".
[Y1]	3GPP TS 33.122: "Security aspects of Common API Framework for 3GPP Northbound APIs "
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* * * Next Change * * * *
[bookmark: _Toc195689537]5 Use cases
5.X Management service exposure alignment with other related exposure industry solutions

5.X.Y	Authorization of the service API invocation request from the external MnS consumer using CAPIFs at the CCF
5.X.Y.1	Description

For an external MnS consumer to be able to invoke service APIs at the MSED AEF, first they send the service API authorization request (over the CAPIF-1e interfaced) to the CCF to request for the authorization to access one or more service APIs. If the service API authorization request is successful, the CCF issues this authorization to the API invoker in the form of an access token. This token contains the permissions granted to the API invoker for requested service APIs. These permissions are carried as part of the token’s scope. For further details on this procedure, see clause 6.5.2.3 of TS 33.122[Y1].
Accordingly, once an external MnS consumer has a valid access token from the CCF, they proceed to perform the service API invocation request to the AEF over the CAPIF-2e interface (see clause 6.5.2.3 of TS 33.122[Y1] for more details). As a pre-condition for the service API invocation request to be successful, the AEF needs to be able to understand the access token format issued by the CCF to enable the access token validation (see clause 4.X.1.2 for more details on the CAPIF supported access token formats).
This use case describes how the service API invocation request from the external MnS consumer can be authorized  at the MSED AEF to enable the successful invocation of the published management services (within the management system).  



[bookmark: _Toc193462684]5.X.Y.2	Potential requirements
PREQ-FS_EnExpo-AuthCCF-01: The exposure of management services using CAPIF shall provide the capability enabling the authorization of the service API invocation request(s) at the MSED AEF.



* * * End of Changes * * * *

