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Comments
The authorization of external MnS consumer using CAPIF is a Rel-19 leftover that was added to FS_EnExpo (Rel-20 SID) in SA5#163. This feature describes how external MnS consumer, using an access token emitted by CAPIF, can get access to service API(s) containing management service information. 
This pCR aims to lay the foundation for this feature, by overviewing the capabilities of both CAPIF and MSED at the end of Rel-19, which constitute the starting point for discussing the use cases in scope of this feature. To that end, the pCR proposes to add a new subclause 4.x under the clause 4 (Concepts and background), consisting of the following sections: 
- Clause 4.X.1 “Authorization in CAPIF Framework”: it provides an overview of current solutions across SA6/SA3/CT3. This includes the feature of fine-granularity of access control, developed in Rel-19.
- Clause 4.X.2 “The role of MSED”: it provides an overview of the MSED concept specified in TS 28.579, including a description of its functional scope. 
- Clause 4.X.3: “Multi-AEF setup”: it describes how CAPIF works when two (or more) API provider domains are registered into the CCF, one of them being the 3GPP management system.
Proposed Changes
* * * First Change * * * *
[bookmark: _Toc205387515]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 28.533: "Management and orchestration; Architecture framework".
[3]	3GPP TS 28.579: "Management services exposure to external consumers through CAPIF".
[4]	3GPP TS 28.319: "Access control for management services".
[a]	3GPP TS 28.537: "Management and Orchestration; Management capabilities".
[b]	3GPP TS 28.622: "Telecommunication management; Generic Network Resource Model (NRM) Integration Reference point (IRP); Information Service (IS)"

[c]	3GPP TS 33.122: "Security aspects of Common API Framework for 3GPP Northbound APIs "
[d]	3GPP TS 29.222: " Common API Framework for 3GPP Northbound APIs".


…
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

* * * Next Change * * * *
4	Concepts and background
Editor’s note: This clause provides a description of concepts and background.
[bookmark: _Toc129708872]4.X	Authorization of external MnS consumers using CAPIF
As noted in clause 5.6 of TS 28.533 [2], an operator can decide to expose 3GPP management system capabilities to external MnS consumers using existing MnS interfaces (e.g. external MnS consumer Y1), or using CAPIF (e.g. external MnS consumer Y2). 
When CAPIF is not used, an external MnS consumer gets access to MnS APIs using 3GPP management system mechanisms defined for discovery (see TS 28.537 [a] and TS 28.622 [b]) and access control (see clause 4.9 of TS 28.533 [2]), in the same way as an internal MnS consumer. The access control capability is provided by authentication and authorization service producers, which are responsible for authenticating and authorizing MnS consumers (see Annex D of TS 28.533 [2]), based on operator-configured information. The operator can configure this information using the MSAC framework defined in TS 28.319 [4]. 
To expose service APIs using CAPIF, the 3GPP management system needs to be registered as an CAPIF API provider domain. To that end, the 3GPP management system provides required API provider domain functionalities (AMF, APF, AEF) in a framework called Management Service Exposure Domain (MSED), see TS 28.579 [3].

4.X.1	Authorization in CAPIF Framework
3GPP TS 33.122 [c] specifies security aspects of the CAPIF Framework. 
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4.X.1.2	Access token format
CAPIF has defined three possible formats for access token’s scope. These formats are specified in the “scope” attribute in AccessTokenReq (see clause 8.5.4.2.6 of TS 29.222 [d]) and AccessTokenRsp (see clause 8.5.4.2.7 of TS 29.222 [d]).
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* * * End of Changes * * * *
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