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* * * Next Change * * * *
5.X.3	Potential solutions
Editor's note:	This clause provides one or more solutions. Further (sub-)clause(s) may be added to capture details.
5.X.3.Y Access control for notifications 
In this proposed solution, the following enhancement to the AccessRule class (defined in clause 7.3.3 of TS 28.319[4]) is proposed:
	Attribute Name
	Documentation and Allowed Values
	Properties

	allowedNotificationTypes
	It describes the allowed notification types for the MnS consumer for a given scope (as identified by the dataNoteSelector attribute of the AccessRule class).

allowedValues:
- notifyMOICreation
- notifyMOIDeletion
- notifyMOIAttributeValueChanges
- notifyMOIChanges
- notifyEvent
- notifyNewAlarm
- notifyAckStateChanged
- notifyComments
- notifyCorrelatedNotificationChanged
- notifyChangedAlarmGeneral
- notifyClearedAlarm
- notifyAlarmListRebuilt
- notifyPotentialFaultyAlarmList
- notifyFileReady
- notifyFilePreparationError
- notifyThresholdCrossing 
- notifyPotentialFaultyDataNodeTree
-notifyDataNodeTreeSyncRecommended
	type: ENUM
multiplicity: *
isOrdered: False
isUnique: True
defaultValue: None
isNullable: False


The proposed solution adds a new attribute to AccessRule class called “allowedNotificationTypes”. With this attribute, the allowed notification types on a given set of managed objects (specified by the dataNodeSelector attribute) for the MnS consumer are defined. In the following clauses, it is explained how this proposed attribute is used by the MnS producer when it comes to notification subscriptions and reporting considering different scenarios.
5.X.3.Y.1 Only the notification recepeint address is provided in the notification subscription request
When an MnS consumer subscribes to receive notifications using the NtfSubscriptionControl IOC(see clause 4.3.22 of TS 28.622)  by providing only the notificationRecipientAddress attribute, the MnS producer evaluates the subscription request and responds with a “201 created” status code. When a notification event occurs, the MnS producer checks the following:
i) If the managed object instance that produced the notification is part of the scope represented by the “dataNodeSelector” attribute of the AcessRule for a given MnS consumer.
ii) If the notification event that has occured is part of the configured “allowedNotificationTypes” attribute of the AccessRule classs for the MnS consumer. 
If statements (i) and (ii) are true, then the notification event will be sent out to the MnS consumer, however if either statement is false, no notification will be sent out to the MnS consumer. 
5.X.3.Y.2 The notification recepeint address and scope or notification types are provided in the notification subscription request
In this case, two different behaviours of the MnS producer are proposed, i.e., the strict scope and partial scope enforcement models. 
5.X.3.Y.2.Z1 Access control on notifications based on strict scope enforcement model
When an MnS consumer subscribes to receive notifications using the NtfSubscriptionControl IOC (see clause 4.3.22 of TS 28.622) by providing the notificationRecipientAddress and notificationTypes or scope attributes, the MnS producer checks the following:
i) If the scope in the notification subscription request is a subset or corresponds to the “allowed scope” represented by the “dataNodeSelector” attribute of the AcessRule class for a given MnS consumer. 
ii) If the notificationTypes in the the notification subscription request is a subset or corresponds to the “allowed notifications” represented by the allowedNotificationtypes attribute of the AcessRule class for a given MnS consumer
In the strict scope enforcement model, if statements (i) and (ii) are true, then the MnS producer evaluates the subscription request and responds with a “201 created” status code. And once a notification event occurs, the MnS producer behaves as described in clause 5.X.3.1.1.
However, if statement (i) or (ii) is false which means:
·  either the MnS consumer is requesting to receive notifications on a scope different or wider than the “allowed scope” represented by the “dataNodeSelector” attribute of the AcessRule class or 
· the MnS consumer is requesting to receive a wider set of notifications than the “allowed notifications” represented by the “allowedNotificationTypes” attribute of the AcessRule class
Then in the strict scope enforcement model, the MnS producer responds with a “403 FORBIDDEN” error status code with the appropriate reason indicating that the subscription request wasn’t successful. In this case, the error should be “Unauthorized Scope” with the following reason: "The requested subscription scope exceeds the MnS consumer’s authorized access. Partial subscriptions are not supported." Accordingly, in the strict scope enforcement model, the MnS consumer is not allowed to subscribe to receive notifications on a scope than is authorized for the MnS consumer.

5.X.3.Y.2.Z2 Access control on notifications based on partial scope enforcement model
When an MnS consumer subscribes to receive notifications using the NtfSubscriptionControl IOC (see clause 4.3.22 of TS 28.622) by providing the notificationRecipientAddress and notificationTypes or scope attributes, the MnS producer checks the following:
i) If the scope in the notification subscription request is a subset or corresponds to the “allowed scope” represented by the “dataNodeSelector” attribute of the AcessRule class for a given MnS consumer. 
ii) If the notificationTypes in the the notification subscription request is a subset or corresponds to the “allowed notifications” represented by the allowedNotificationtypes attribute of the AcessRule class for a given MnS consumer

In the partial scope enforcement model, if statements (i) and (ii) are true, then the MnS producer behaves similar to the strict scope enforcement model and evaluates the subscription request and responds with a “201 CREATED” status code. And once a notification event occurs, the MnS producer behaves as described in clause 5.X.3.1.1.
However, if statement (i) or (ii) is false which means:
· either the MnS consumer is requesting to receive notifications on a scope different or wider than the “allowed scope” represented by the “dataNodeSelector” attribute of the AcessRule class or 
· the MnS consumer is requesting to receive a wider set of notifications than the “allowed notifications” represented by the “allowedNotificationTypes” attribute of the AcessRule class

Then in the partial scope enforcement model, the MnS producer still responds with a “201 CREATED” status code indicating that the subscription request has been successfully created. Optionally, the MnS producer might indicate to the MnS consumer that the subscription is accepted but the notifications will be delivered only for the authorized subset of the requested scope. Subsequently, when a notification event occurs, the MnS producer behaves as described in clause 5.X.3.1.1.


* * * Next Change * * * *
5.X.4	Evaluation of potential solutions
In this clause, regarding access control for notifications, a comparison between the strict and partial scope enforcement models is provided in Table 5.X.4-1.
Table 5.X.4-1: Comparison between the strict scope and partial scope enforcement models
	Aspect
	Strict Scope Enforcement Model
	Partial Scope Enforcement Model

	Subscription Request Handling
	Entire request is rejected if any part of the scope is unauthorized.
	Request is accepted; only authorized parts of the scope are honored.

	Partial Subscription Support
	Not supported. Subscription must fully comply with authorized scope.
	Supported implicitly. Unauthorized parts are silently ignored.

	Error Handling
	Returns an error (e.g., Unauthorized Scope) with reason (e.g., The requested subscription scope exceeds the MnS consumer’s authorized access. Partial subscriptions are not supported.").
	No error; may include a warning or informational message (e.g, the subscription is accepted but the notifications will be delivered only for the authorized subset of the requested scope).

	MnS consumer feedback
	Immediate feedback on failure; MnS consumer can adjust request.
	No failure; MnS consumer may not be aware of filtered-out scope unless notified.

	Security
	Conservative and strict; minimizes risk of unauthorized access.
	More flexible; relies on robust filtering logic to enforce access control.

	Implementation Complexity
	Simpler logic; reject on first unauthorized element of the scope.
	A bit more complex; requires per-element scope filtering and dynamic scope evaluation.

	MnS consumer experience
	Strict compliance requirements, might not be considered user-friendly depending on the use case.
	MnS consumer experience prioritized over strict rejection.




* * * End of Changes * * * *

