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Proposed Changes
* * * First Change * * * *
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* * * Next Change * * * *
4	Concepts and background

4.X Access control on notifications

Currently, the 3GPP management system supports notification subscription via the NtfSubscriptionControl IOC (see clause 4.3.22 of TS 28.622[Y1]), enabling MnS consumers to subscribe to receive notifications from MnS producers. 
The NtfSubscriptionControl IOC (as defined in clause 4.3.22 of TS 28.622[Y1]) includes the following attributes:
Table 4.X-1: NtfSubscriptionControl properties
	Attribute Name
	S
	isReadable
	isWritable
	isInvariant
	isNotifyable

	notificationRecipientAddress
	M
	T
	T
	F
	T

	notificationTypes
	O
	T
	T
	F
	T

	scope
	O
	T
	T
	F
	T

	notificationFilter
	O
	T
	T
	F
	T

	lastSequenceNo
	O
	T
	F
	F
	F

	operationalState
	O
	T
	F
	F
	T

	availabilityStatus
	O
	T
	F
	F
	T



Further, clause 7.3 of TS 28.319[4] defines the AccessRule class associated to a given MnS consumer identified by their Identity and Role classes. The AccessRule class includes the following attributes (shown in Table 4.X-2) as defined in clause 7.3.3 of TS 28.319[4]): 
Table 4.X-2: AccessRule properties
	Attribute Name
	S

	ruleName
	M

	dataNodeSelector
	M

	operations
	M

	actions
	O

	componentCData
	O



In clause 7.3.3 of TS 28.319[4], componentCData is defined as an optional attribute which specifies notification types and performance metric names.

* * * Next Change * * * *
5.X	Use case #<X>: Access control on notifications
5.X.1	Description
[bookmark: _Hlk209602559]Editor's note:	This clause provides a description of use case.
Currently, the 3GPP management system supports notification subscription via the NtfSubscriptionControl IOC (see clause 4.3.22 of TS 28.622[Y1]), enabling MnS consumers to subscribe to notifications from MnS producers. 
The NtfSubscriptionControl IOC (as defined in clause 4.3.22 of TS 28.622[Y1]) includes the following attributes:
Table 5.X.1-1: NtfSubscriptionControl properties

Further, clause 7.3 of TS 28.319[4] defines the AccessRule class associated to a given MnS consumer identified by their Identity and Role classes. The AccessRule class includes the following attributes as defined in clause 7.3.3 of TS 28.319[4]): 
Table 5.X.1-2: AccessRule properties
When an MnS consumer subscribes to receive notifications using the NtfSubscriptionControl IOC (see clause 4.X), the 3GPP management system needs to be able to determine whether a given MnS consumer is authorized to receive notifications on a set of managed object(s). Additionally, an MnS consumer could subscribe to receive notifications by specifying a notification scope that exceeds its authorized notification scope, the 3GPP management system needs to be able to handle such requests.


* * * Next Change * * * *

5.X.2	Potential requirements
Editor's note:	This clause provides potential requirements for the corresponding use case.
PREQ-FS_EnExpo-Ntf-01: The 3GPP Management System should provide the capability to configure, per role (as defined in clause 7.3.2 of TS 28.319[4]), the set of notification types that the MnS consumer is authorized to receive.
PREQ-FS_EnExpo-Ntf-02: The 3GPP Management System should provide the capability to enforce the restrictions configured in requirement PREQ-FS_EnExpo-Ntf-01.


PREQ-FS_EnExpo-Ntf-03: The 3GPP Management System should provide the capability to configure, per role, the information content that the MnS consumer is authorized to receive in a notification.
Editor’s note: If the proposed solution is deemed too complicated, then this requirement could be removed.
Editor’s note: The access control rules for reading data via CRUD and access control rules for receiving data via notifications should be common.
Editor’s note: The relationship between the entity that subscribes to receive notifications and the entity that receives the notifications needs to be clarified. 
PREQ-FS_EnExpo-Ntf-04: The 3GPP Management System should provide the capability to enforce the restrictions configured in requirement PREQ-FS_EnExpo-Ntf-03.


* * * End of Changes * * * *

