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Comments
In v0.1.0 only a basic requirement was agreed for SW management. Here we provide some typical use-cases, and requirements and some implementation considerations.
This contribution proposes requirements related to software management in 5G which are aligned with the ones specified in TS 32.531[12] in LTE: 
1. TS 32.531 clause 4.2.3 defines the requirements on software download. See REQ_NASWM_FUN_1 and REQ_NASWM_FUN_2.
2. TS 32.531 clause 4.2.3 defines the requirements on software activation. See REQ_NASWM_FUN_5 and REQ_NASWM_FUN_8.
3. TS 32.531 clause 4.2.1 and 4.2.3 defines the requirements on software fallback/rollback. See REQ_SWM_FUN_1, and REQ_SWM_FUN_6.
4. TS 32.531 clause 4.2.1 defines the requirements on software information retrieval. See REQ_SWM_FUN_2.
5. TS 32.531 clause 4.2.1 defines the requirements on software monitoring on software download, installation, activation and fallback/rollback. See REQ_SWM_FUN_3.
It is proposed to add software management capability mentioned above in 5G.


Proposed Changes
* * * First Change * * * *
2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[bookmark: definitions][2]	3GPP TS 28.533: "Management and orchestration; Architecture framework".
[3]	3GPP TS 28.532: " Management and orchestration; Generic management services".
[4]	3GPP TS 28.537: " Management and orchestration; Management capabilities".
[5]	3GPP TS 28.552: " Management and orchestration; 5G performance measurements".
[6]	3GPP TS 28.554: " Management and orchestration; 5G end to end Key Performance Indicators (KPIs)".
[7]	3GPP TS 32.423: " Telecommunication management; Subscriber and equipment trace: Trace data definition and management".
[8]	https://datatracker.ietf.org/doc/html/rfc6455
[9]	https://websocket.org/guides/websocket-protocol/
[10]	3GPP TS 28.111: "Management and orchestration; Fault management (FM)".
[11]	3GPP TS 32.531: "Telecommunication management; Software management (SwM); Concepts and Integration Reference Point (IRP) Requirements".
[12]	3GPP TS 32.532: "Telecommunication management; Software management (SwM); Integration Reference Point (IRP); Information Service (IS)".
[13]	3GPP TS 32.533: "Telecommunication management; Software management (SwM); Integration Reference Point (IRP); Common Object Request Broker Architecture (CORBA) Solution Set (SS)".
[14]	3GPP TS 28.631: "Telecommunication management; Inventory Management (IM) Network Resource Model (NRM) Integration Reference Point (IRP); Requirements".
[15]	3GPP TS 28.632: "Telecommunication management; Inventory Management (IM) Network Resource Model (NRM) Integration Reference Point (IRP); Information Service (IS)".
[16]	3GPP TS 28.633: "Telecommunication management; Inventory Management (IM) Network Resource Model (NRM) Integration Reference Point (IRP); Solution Set (SS) definitions".
[a]	SP-250863: Study on SBMA enhancement phase 4

* * * Next Change * * * *
5.4.1	Description
3GPP TS 32.531 [11], TS 32.532 [12], and TS 32.533 [13] define the concepts, requirements, Information Service, and CORBA solution set for the software management of NEs for 4G, encompassing both automated and non-automated software management approaches.
Software management for 5G enhances 5G network operational efficiency. The benefits of software management retain for 5G network management: 
-	One benefit of software management is interoperability: standardized procedures make it possible for operators to manage software on heterogeneous network elements in a multi-vendor environment and reduces operational complexity. 
-	Another benefit is network service continuity. By supporting mechanisms such as staged upgrades, version control, and fallback strategies, software management capability minimizes downtime and protects user experience. 
Currently, TS 28.533 [2] does not include support for software management. As 5G networks evolve in scale and complexity, it is essential to introduce software management capabilities into SBMA. These capabilities will enable operators to maintain software of NEs and NFs.
[bookmark: _Hlk211546375]Editor's note:	To enable software management within SBMA, the associated potential requirements and potential solutions are FFS, building upon the legacy of software management of NEs for LTE while adapting to the principles of SBMA.
Based on 4G definitions in [11], when describing SW management in this document we use the following terminology:
Activation: Activation of software makes it ready to be used and the software starts providing service 
Installation: Installation of software puts it into a form suitable for activation or use.  (Activation  may include steps like unpacking, unzipping, checks, but does not include starting to provide service.)
Fallback: The process of activating a previous SW version.  (Fallback may involve moving to a previous configuration content of NRM).
Cancellation: Is the process where a consumer stops an ongoing operation (e.g. download, activation). If the process is stopped by the producer, it is considered a failure of the process not a cancellation.
Use cases for PNF SW management
The following are examples of possible/typical use-cases. (They are presented here as informative examples)
· UC1: Download software on MnS producer: In preparation for a software upgrade, relevant software artefacts are downloaded by suitable means to the MnS producer. After download, other preparatory steps (a.k.a. software installation) may be performed (such as unzipping, integrity validation) to make sure the software artefacts are suitable and ready for subsequent activation. This download/installation activity is typically not traffic-impacting and may happen some time before the software is activated. The activity might be triggered by an MnS consumer, or might be triggered by some other event (perhaps the installation of new hardware on the PNF, requiring a software upgrade). The download/installation is typically long-running, and its progress can be externally observed. At the end of this use case, the software is ready to be activated. In exceptional error situations (such as unsuitable software being installed; checksum errors), activation of this software will not be possible.
· UC2: Activate software: Previously downloaded/installed software is activated. The activation of the software brings the software into service, effectively replacing the previously running software. As part of the software activation, the PNF’s configuration may be automatically updated. Software activation may or may not be traffic-impacting, depending on the particulars of the PNF implementation. The activation activity is usually triggered by an MnS consumer; but may be triggered by an event or a scheduler. The software activation is typically long-running, and its progress can be externally observed. At the end of this use case, the activated software has been brought into service. In exceptional error situations, the software activation procedure is aborted, the previous software brought (back) into service, and any automated updates to the PNFs configuration undone.
· UC3: Cancellation: The software installation and activation are typically long-running operations. In some scenarios (e.g., ongoing emergency, slow/faulty O&M network, a mistake having been made), the ongoing operation is cancelled. A cancellation is typically triggered by an MnS consumer. After the cancellation, the MnS producer will be in the same state as it was before the operation started. It is possible to re-start the same operation.
· UC4: Fallback to previous software: After the PNF’s software has been successfully upgraded, after observing the system's behaviour for some time, a decision may be made that the upgraded software is unsatisfactory (perhaps it is functionally or performance-wise inferior to the previously installed software). In this case, a software fallback may be triggered. The software fallback will re-activate previously activated software and effectively repeat the steps of the software activation (see UC2) for the previously activated software.
· UC5: Remove inactive software (house cleaning): Software residing on the producer may become unneeded. Unneeded and in-active software is removed from the producer. This operation is typically triggered by the MnS consumer. At the end of this use case the in-active software has been removed from the PNF and therefore is not available anymore for fallback or activation. One typical  case when software becomes unneeded is when a PNF’s software is successfully activated, and found to be operating satisfactorily (perhaps after having been observed for a while), other software still present on the PNF, but not in service, may be removed in order to free resources on the PNF. 

Implementation considerations for further study
 The producer should check the SW intended to be activated. Whether these checks are executed immediately after download, in a separate step, or at the beginning of activation is implementation dependent.
The producer may take additional preparatory steps before activation (e.g. unpacking the SW). Whether these are executed immediately after download, in a separate installation step or at the beginning of activation is implementation dependent.
Open issues for further study:
-Whether fallback shall be initiated by the consumer or by the producer or potentially both
- Whether activation shall be triggered explicitly by the consumer or automatically in the producer (e.g. by a scheduler) or both
Two modes shall be considered: 
- a single step activation that includes download, any checks and activation. Activation may be immediate or  delayed, triggered by a scheduler or some other condition.
- a multi-step activation, where after download, activation is executed as a separate step within the producer. The separate activation step shall be initiated by a consumer operation.

* * * Next Change * * * *
5.4.2.2	Potential requirements for PNF
REQ-SBMA-PNFSWM-1: The 3GPP management system should support the capability to monitor software download, and activation.
REQ-SBMA-PNFSWM-1: The 3GPP management system shall support the capability to download SW to the MnS producer.
REQ-SBMA-PNFSWM-2 The 3GPP management system shall support the capability to activate the new SW, that is to start running it by bringing it into service
REQ-SBMA-PNFSWM-3: The 3GPP management system shall support the capability to monitor the progress and the result of software download, activation and fallback and any other vendor specific steps e.g. installation
REQ-SBMA-PNFSWM-4: The 3GPP management system should support the capability to allow the consumer to cancel all SW management operations e.g. download. 
REQ-SBMA-PNFSWM-5: The 3GPP management system shall support the capability to allow the consumer to retrieve information about the SW on the producer, including its state.
Editor's note: The relation between this requirement and the inventory information is FFS.
REQ-SBMA-PNFSWM-6: The 3GPP management system shall support the capability to remove inactive SW from the producer. 
[bookmark: _Hlk212795681]REQ-SBMA-PNFSWM-7: The 3GPP management system shall support the capability to fallback to a previous SW version. Fallback may include returning to the previous configuration.
Editor's note:	Unless the consumer or the producer is explicitly mentioned, the requirements do not imply whether the consumer or the producer initiates an activity. Unless explicitly specified the requirements do not imply whether an activity is executed as a separate step or potentially together with other activities. These issues are FFS.

* * * End of Changes * * * *

