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1	Impacts
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	X
	

	No
	X
	X
	X
	
	X

	Don't know
	
	
	
	
	



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
	
	Study 

	X
	Normative – Stage 1

	X
	Normative – Stage 2

	X
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.

	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	SECHAND
	SA WG3
	1080041
	Security related Events Handling



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	



Dependency on non-3GPP (draft) specification:
-
3	Justification
The Service Based Architecture (SBA) is the dominant method for both control plane and management communications. In addition to the many benefits of using SBA, e.g. agility to increase and decrease the number of service instances in coordination with demand, comes an expanded attack surface. 

In 3GPP TS 28.533, section 4.6, it states "The management data analytics utilize the network management data collected from the network (including e.g. service, slicing and/or network functions related data) and make the corresponding analytics based on the collected information. The information provided by PM analytics can be used to optimize network performance, and the information provided by FM analytics can be used to predict and prevent failures of the network". Security benefits like more efficient security detection and higher protection can also be achieved in a similar way by utilizing security data collected from the network. 

SA3 has agreed that security events are to be configured in the Network Function and will be delivered, securely, from the NF to a Security collecting entity. In addition, the following security events or incidents have been agreed by SA3 (SP-250876):

1)	authentication and authorization failure event; 
2)	unexpected setup of TLS session and API invocation related to unauthorized reconnaissance;
3)	malformed message event; 
4)	high service load; 
5)	unexpected SBI call flows; and 
6)	unexpected use of APIs exposed by services in SBA layer

SA WG5 is required to work on the configuration and enabling/disabling of security events detection by NFs.

4	Objective
To define the use case, requirements and procedures for a new enable/disable and configuration functionality that permits an external management system to request a network function to detect and deliver specific security related events, as specified in 3GPP TS 33.502, implying:

WT1: To define the mechanism of configuring the security events detection and enabling/disabling it on a per network function basis.
NOTE 1: The information model for the configuration is to be part of WT1. 

WT2: To define the mechanism to enable and disable the functionality of security events detection.
NOTE 2: Security events detection and reporting need to be enabled and disabled independently.

Additionally, this work may consider additional topics, and coordinate with other WGs (SA3) as needed basis.

	Work Task ID
	TU Estimate
(Study)
	TU Estimate
(Normative)
	RAN Dependency
(Yes/No/Maybe)
	SA Dependency
(Yes/No/Maybe)

	WT-1
	
	10.5
	No
	Yes

	WT-2
	
	0.5
	No
	Yes




5	Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TS
	28.xxx
	Management of Security related Events 
(Stage 1, stage 2, and stage 3)
	TSG #113
	TSG #114
	

	
	
	
	
	
	




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



6	Work item Rapporteur(s)
 
7	Work item leadership
SA5

8	Aspects that involve other WGs
SA3 to specify the security aspects.

9	Supporting Individual Members

	Supporting IM name

	Vodafone

	T-Mobile US?

	AT&T?

	CMCC?

	Verizon?

	Telecom Italia?

	Deutsche Telekom?

	NTT DOCOMO?

	KDDI?

	Samsung



