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Comments
This contribution proposes enhancing the radio service scenario to include requirements for service protection.
This pCR is related to WT-1.2.
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2	References
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[1]	3GPP TS 28.312: "Management and orchestration; Intent driven management services for mobile networks".
[2]	3GPP TS 28.541: "Management and orchestration; 5G Network Resource Model (NRM); Stage 2 and stage 3".
[3]	3GPP TS 29.572: "5G System; Location Management Services; Stage 3"
[4]	3GPP TS 38.304: "NR; User Equipment (UE) procedures in Idle mode and in RRC Inactive state".
[5]	3GPP TS 38.331: "NR; Radio Resource Control (RRC); Protocol specification".
[6]	3GPP TS 28.537: “Management and orchestration; Management capabilities”.
[7]	3GPP TS 38.300: “NR; NR and NG-RAN Overall description; Stage-2”.
[8]	3GPP TS 28.554: "Management and orchestration; 5G end to end Key Performance Indicators (KPI)".
[9]	3GPP TR 28.914: "Study on intent driven management service for mobile network phase 3".
[10]	3GPP TS 28.105: "Management and orchestration; Artificial Intelligence/ Machine Learning (AI/ML) management".
[11]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[X]	3GPP TS 33.501: “Security architecture and procedures for 5G system”
[Y]	NIST Special Publication 800-160, Volume 2: "Developing Cyber-Resilient Systems: A Systems Security Engineering Approach"
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[bookmark: _Toc207722345][bookmark: _Toc211859854]4.X Use case #X: Enhancement of radio service scenarios for service protection
[bookmark: _Toc207722346][bookmark: _Toc211859855]4..1 Description
In 3GPP TS 28.312 [1], the existing use case and requirements for intent containing an expectation for delivering a radio service is described in clause 5.1.2. The RadioServiceExpectation is defined to represent MnS consumer's expectations for radio service delivering and assurance in the specified area. However, current definitions do not provide means for expressing service-related protection expectations, i.e., requirements related to the level of protection or security controls to be applied to the managed service or resources.
	NOTE: Even though this use case proposes to enhance the Radio Service scenario in 28.312 [1], the service-related protection expectations are scenario-agnostic and could be applicable to other use cases.
Service protection in this context refers to the set of security mechanisms (e.g., access control, traffic filtering, traffic encryption, traffic integrity) that aim to prevent malicious or unauthorized access to the different attack surfaces  exposed by managed services or resources. 
Clause 5 of TS 33.501 list the security requirements and features for 5G, which cover different service-related protection aspects, e.g., integrity protection, confidentiality protection, replay protection, privacy protection, etc. 
The term attack surface is well established in the security community term in the security; for example, NIST SP 800-160 (Vol. 2) defines it as the set of points through which an attacker may attempt to enter, influence, or extract data from a system. In the context of mobile networks, the attack surface is the collection of exposed interfaces, protocols, network functions, APIs, and operational processes that could be targeted by an adversary across both the user-plane and control-plane, including RAN, core network functions and management systems.
The MnS consumer may want to express expectations related to the coverage of protection mechanisms . Examples include protection of exposed management interfaces, safeguard of signalling paths, or ensuring secure configurations of network functions.
Such coverage protection mechanisms could be mapped by the MnS producer to observability indicators, such as  number of protected entry points, or coverage of the security mechanisms expected to be implemented. This allows the MnS Producer to assess and report fulfilment of protection expectations using metrics that are common to service management.
This use case studies the capability for the MnS consumer to include service protection requirements as part of the intent and for the MnS producer to evaluate and report the fulfilment of these requirements.
NOTE: As part of this study, it will be investigate which 3GPP-standardized security controls and mechanisms should be considered to fulfil service protection expectations, and how those controls can be used as measurable observability indicators for fulfilment reporting.
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