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Comments
This contribution proposes enhancing the radio service scenario to include requirements for service protection.
This pCR is related to WT-1.2.

Proposed Changes
* * * First Change * * * *
[bookmark: _Toc207722345][bookmark: _Toc211859854]4.X Use case #X: Enhancement of radio service scenarios for service protection
[bookmark: _Toc207722346][bookmark: _Toc211859855]4..1 Description
In 3GPP TS 28.312 [1], the existing use case and requirements for intent containing an expectation for delivering a radio service is described in clause 5.1.2. The RadioServiceExpectation is defined to represent MnS consumer's expectations for radio service delivering and assurance in the specified area. However, current definitions do not provide means for expressing service-related protection expectations, i.e., requirements related to the level of protection or security controls to be applied to the managed service or resources.
	NOTE: Even though this use case proposes to enhance the Radio Service scenario in 28.312 [1], the service-related protection expectations are scenario-agnostic and could be applicable to other use cases.
Service protection in this context refers to the set of security mechanisms (e.g., access control, traffic filtering, traffic encryption, traffic integrity) that aim to prevent malicious or unauthorized access to the different attack surfaces  exposed by managed services or resources. The attack surface is the set of accessible interfaces, protocols, or functions that could be exploited if insufficiently protected.
The MnS consumer may want to express expectations related to the coverage of protection mechanisms . Examples include protection of exposed management interfaces, safeguard of signalling paths, or ensuring secure configurations of network functions.
Such coverage protection mechanisms could be mapped by the MnS producer to observability indicators, such as  number of protected entry points, or coverage of the security mechanisms expected to be implemented. This allows the MnS Producer to assess and report fulfilment of protection expectations using metrics that are common to service management.
This use case studies the capability for the MnS consumer to include service protection requirements as part of the intent and for the MnS producer to evaluate and report the fulfilment of these requirements.

* * * Next Change * * * *
[bookmark: _Toc207722347][bookmark: _Toc211859856]4.1.2 Potential requirements
REQ-RadioServiceIntent-PROT-1: The intent-driven MnS producer should have the capability to enable the MnS consumer to express protection requirements.
REQ-RadioServiceIntent-PROT-2: The intent-driven MnS producer should have the capability to enable the MnS consumer to specify different protection coverage levels.

NOTE: The definition of protection coverage levels, including their relationship to concrete security controls should be part of the present study.
REQ-RadioServiceIntent-PROT-3: The intent-driven MnS producer should have the capability to evaluate the requested protection requirements against the current protection configuration and report compliance or deviation within the intent-fulfilment reports.

* * * Next Change * * * *
[bookmark: _Toc207722348][bookmark: _Toc211859857]
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* * * End of Changes * * * *

