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[bookmark: _Toc157896565][bookmark: _Toc158792493][bookmark: _Toc193446487]6	High level solution description
This clause elaborates the information architecture of the classes necessary to enable the role based access control explained in the clause above. This clause elaborates the concept into further logical classes that need to interact to enable the design.
The classes, attributes specified here shall be seen as concepts that might not have a direct mapping in some solution sets.
[image: Generated by PlantUML]
[image: PlantUML diagram]
Figure 6-1: Information model for role based access control relationship
The information model above depicts the following to realise a role based access control relationship:
-	One Identity could be associated to one or more Roles.
-	One Role might be associated to one or more Access Rules. One Role might be associated to one or more Identities.
-	The Access rule class allows protecting resources, by specifying which permissions are eligible for each resource. For more information, see clause 7.3.3. A resource is identified by the class name or class instance. The permission specifies which operation (identified by a CRUD) is applicable and possibly which action (allow or deny) is applicable".
The classes represent the information architecture that is necessary to implement an access control system. They are and not meant to be provisioned and managed like the NRM classes.
This clause provides an overview of the relationships between relevant classes in UML format. 
As mentioned in the use cases the classes are provisioned during the integration time by a network operator. The data is sent to an authentication and authorization service producer.
Post this during integration time when a MnS consumer invokes an operation on the MnS producer, the authentication and authorization service producer validates the action on the resource to enable the decision for the MnS producer. The decision could be that the MnS producer allows or disallows the action on the resource.
The information architecture translates to the design which considers the below: 
-	The authentication function mainly contains the 'who' of the MnS consumers. The authorization function contains the information of the resource and the action of the MnS producer associated to the 'who' of the MnS consumers. These functions could be collocated or distributed.
-	The MnS consumer is associated to 'who' is carrying out the operation and has to be known to the resource owner who will provide this information. The MnS consumer interacts with an authentication function to identify itself.
-	The MnS consumer interacts with the authorization function whether it can carry out the action on the resource. The resource owner also provisions the information associating various resources and corresponding actions to valid MnS consumers as a pre-step.
-	The MnS consumer interacts with the MnS producer after getting responses from the authentication and authorization functions. The MnS producer further does a validation if the action on its resource can be allowed or not.
The above interactions can be realized in any implementation.
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[bookmark: _Toc157896569][bookmark: _Toc158792497][bookmark: _Toc193446491]7.2	Class diagrams
This clause specifies the class diagram.
[image: Generated by PlantUML]

[image: PlantUML diagram]
Figure 7.2-1: Classes for role based access control
[bookmark: _Toc157896570][bookmark: _Toc158792498][bookmark: _Toc193446492]7.3	Class definitions
[bookmark: _Toc157896571][bookmark: _Toc158792499][bookmark: _Toc193446493]7.3.1	Identity
[bookmark: _Toc158792500][bookmark: _Toc193446494][bookmark: _Toc157896572]7.3.1.1	Definition 
This class represents an identity of a MnS consumer. It is used for authentication and authorization. 
The MnS consumer can be a human or a machine user. This class enables the creation and storage of an identity of a MnS consumer. The information in this class is the starting point for a MnS consumer to identity who it is. This is validated against an authentication service producer.
For the authentication operation to take place the identity related information has to be provisioned into the system by a network operator who could be an administrator. The administrator adds the identityType attribute and identityName attribute which characterizes a machine user or human user respectively. For example, an operator might have an identity like a tenant mapped to the relevant list of roles.
Attribute credential is used to provide information for the credential used together with identity when requesting authentication. The examples of credential are password, certificate, biometric, etc.
The roleList attribute defines the role names associated to a particular Identity.
The class stores the details of the expected tasks to be performed by an identity. The tasks are what is to be done on the network management system. To ease the administration on the system, the tasks are organised as roles. The user can be associated to one or more roles.
[bookmark: _Toc157896573][bookmark: _Toc158792501][bookmark: _Toc193446495]7.3.1.2	Attribute
[bookmark: _MCCTEMPBM_CRPT04410007___7]The Identity class includes the following attributes:
	[bookmark: _MCCTEMPBM_CRPT04410008___4]Attribute Name
	S

	[bookmark: _MCCTEMPBM_CRPT04410009___7]identityType
	[bookmark: _MCCTEMPBM_CRPT04410010___4]M

	[bookmark: _MCCTEMPBM_CRPT04410011___7]identityName
	[bookmark: _MCCTEMPBM_CRPT04410012___4]M

	[bookmark: _MCCTEMPBM_CRPT04410013___7]credential
	[bookmark: _MCCTEMPBM_CRPT04410014___4]O

	[bookmark: _MCCTEMPBM_CRPT04410015___6]Attributes related to role
	

	[bookmark: _MCCTEMPBM_CRPT04410016___7]roleList
	[bookmark: _MCCTEMPBM_CRPT04410017___4]M



[bookmark: _Toc157896574][bookmark: _Toc158792502][bookmark: _Toc193446496]7.3.1.3	Attribute constraints
None.
[bookmark: _Toc157896575][bookmark: _Toc158792503][bookmark: _Toc193446497]7.3.2	Role
[bookmark: _Toc157896576][bookmark: _Toc158792504][bookmark: _Toc193446498]7.3.2.1	Definition
The Role class represents a task or collection of tasks in a network management system.
The Role class enables the storage of information as to what resources and actions an identity can work upon. This class maintains the resources that are known to the management system. This contains all the granular level resources and the corresponding actions. 
[bookmark: _MCCTEMPBM_CRPT04410019___7]The roleName attribute defines the name of a role.
[bookmark: _MCCTEMPBM_CRPT04410020___7]The accessRulesList attribute contains a list of access rules that contain the list of granular permission sets. This could be the possible order in which the access rules are considered by the MnS producer.
[bookmark: _Toc157896577][bookmark: _Toc158792505][bookmark: _Toc193446499]7.3.2.2	Attribute
	[bookmark: _MCCTEMPBM_CRPT04410021___4]Attribute Name
	S

	[bookmark: _MCCTEMPBM_CRPT04410022___7]roleName
	[bookmark: _MCCTEMPBM_CRPT04410023___4]M

	[bookmark: _MCCTEMPBM_CRPT04410024___6]Attribute related to role
	

	[bookmark: _MCCTEMPBM_CRPT04410025___7]accessRulesList
	[bookmark: _MCCTEMPBM_CRPT04410026___4]M



[bookmark: _Toc157896578][bookmark: _Toc158792506][bookmark: _Toc193446500]7.3.2.3	Attribute constraints
None.
[bookmark: _Toc157896579][bookmark: _Toc158792507][bookmark: _Toc193446501]7.3.3	AccessRule
[bookmark: _Toc157896580][bookmark: _Toc158792508][bookmark: _Toc193446502]7.3.3.1	Definition
The AccessRule class represents the granular resource and actions in a network management system on which an action has to be performed.
This class enables the storage of the resource types in the system and the possible actions that are allowed on it. The permutations and combinations of these permissions are assigned to a role.
The roleName attribute binds the instances in the network as well as the permissions and the operations allowed upon it.
The dataNodeSelector attribute defines the resources. The resources are classes(IOC) or instances of classes(MOI) in the network that need to be access controlled. The resources define the root instances or the leaf instances. For example, the Managed Element could be the root object and the attributes could be referred to as the leaf objects. The resources here could be whole classes or specific instances of classes with a known DN value or could be an expression(e.g.: XPATH or JEX) that could be resolved by the producer to get the nodes at runtime. 
Examples of the resources attribute value could be as below. Please note this is not an exhaustive set of examples and shown for depiction purpose.
a)	Values related to IOC: 
-	Description: this means that: 
-	all attributes of an IOC are eligible for the access rule.
-	at operation time, all instances of this IOC are eligible for the access rule. 
[bookmark: _MCCTEMPBM_CRPT04410031___1]EXAMPLES 1:  
1)	IOC name		: "ManagedElement"
2)	Expression resolving to IOCs under a subnetwork SN1: 
"/SubNetwork[id="SN1"]/ManagedElement"
[bookmark: _MCCTEMPBM_CRPT04410032___1]b)	Values related to one or more instances of an IOC: 
-	Description: this means that: 
-	all attributes of the IOC are eligible for the access rule. 
-	at operation time, only the specified instances of this IOC are eligible for the access rule.
[bookmark: _MCCTEMPBM_CRPT04410033___1]EXAMPLES 2:   
Specific instance of IOC name	: "SN1/ME1"
[bookmark: _MCCTEMPBM_CRPT04410034___1]c)	Values related to one or more IOC attributes: 
-	Description: this means that: 
-	only the specified attributes of the IOC are eligible for the access rule.
[bookmark: _MCCTEMPBM_CRPT04410035___1]-	at operation time, all attributes of the instances of this IOC are eligible for the access rule.
EXAMPLES 3:
1)	Attribute name: "SubNetwork/ManagedElement/vendorName"
2)	Expression resolving to specific instance of attribute name "/SubNetwork[id="SN1"]/ManagedElement[id="ME1"]/attributes[vendorName="Company XY"]"
3)	Specific attribute instance: "SN1/ME1/vendorName='Company XY'"
[bookmark: _MCCTEMPBM_CRPT04410036___1]d)	Any combination between a-c.
The operations attribute defines the list of operations that are permitted on the resources value encompassed under this ruleName.
The actions is an optional attribute which specifies whether the operation allows to permit all or deny all and maybe used depending on the solution set.
The componentCData is an optional attribute which specifies notification types and performance metric names. The "dataNodeSelector" shall specify objects when access rights for notifications and performance metrics are specified.
[bookmark: _Toc157896581][bookmark: _Toc158792509][bookmark: _Toc193446503]7.3.3.2	Attribute
	[bookmark: _MCCTEMPBM_CRPT04410038___4]Attribute Name
	S

	[bookmark: _MCCTEMPBM_CRPT04410039___7]ruleName
	[bookmark: _MCCTEMPBM_CRPT04410040___4]M

	[bookmark: _MCCTEMPBM_CRPT04410041___7]dataNodeSelector
	[bookmark: _MCCTEMPBM_CRPT04410042___4]M

	[bookmark: _MCCTEMPBM_CRPT04410043___7]operations
	[bookmark: _MCCTEMPBM_CRPT04410044___4]M

	[bookmark: _MCCTEMPBM_CRPT04410045___7]actions
	[bookmark: _MCCTEMPBM_CRPT04410046___4]O

	[bookmark: _MCCTEMPBM_CRPT04410047___7]componentCData
	[bookmark: _MCCTEMPBM_CRPT04410048___4]O



[bookmark: _Toc157896582][bookmark: _Toc158792510][bookmark: _Toc193446504]7.3.3.3	Attribute constraints
None.
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[bookmark: _Toc157896583][bookmark: _Toc158792511][bookmark: _Toc193446505]7.4	Attribute definitions
[bookmark: _Toc157896584][bookmark: _Toc158792512][bookmark: _Toc193446506]7.4.1	Attribute properties
The following table defines the properties of attributes specified in the present document.
	Attribute Name
	Documentation and Allowed Values
	Properties

	[bookmark: _MCCTEMPBM_CRPT04410049___7]identityType
	This indicates a type of identifier


AllowedValues: username, email address, phone number, IP address, machine user

	type: ENUM
multiplicity: 1
isOrdered: N/A
isUnique: N/A
defaultValue: None
isNullable: False

	[bookmark: _MCCTEMPBM_CRPT04410050___7]identityName
	This defines a readable string to uniquely represent an identity
AllowedValues: N/A
	type: String
multiplicity: 1
isOrdered: NA
isUnique: NA
defaultValue: None
isNullable: False

	credential
	The credential of an MnS consumer or producer used for authentication with authentication service producer. It could be password, certificate, key, pass phrase, etc., based on authentication protocol and factor.

AllowedValues: N/A
	[bookmark: _MCCTEMPBM_CRPT04410051___7]type: String
multiplicity: 1
isOrdered: N/A
isUnique: N/A
defaultValue: No valueNone
[bookmark: _MCCTEMPBM_CRPT04410052___7]isNullable: False

	[bookmark: _MCCTEMPBM_CRPT04410053___7]roleList
	This defines the list of roles (represented by Role resources) associated with an identity

AllowedValues: N/A
	type: DN
multiplicity: *
isOrdered: False
isUnique: True
defaultValue: None
isNullable: False

	[bookmark: _MCCTEMPBM_CRPT04410054___7]roleName
	This string defines a unique representation of the name of a role

AllowedValues: N/A
	type: String
multiplicity: 1
isOrdered: N/A
isUnique: N/A
defaultValue: None
isNullable: False

	[bookmark: _MCCTEMPBM_CRPT04410055___7]accessRuleList
	This defines the list of access rules (represented by AccessRule resources) associated with a role

AllowedValues: N/A
	type: DN
multiplicity: *
isOrdered: False
isUnique: True
defaultValue: None
isNullable: False

	[bookmark: _MCCTEMPBM_CRPT04410056___7]ruleName
	This string defines a unique representation of the name of an access rule.
The name of the access rule could also contain the name of the management service


AllowedValues: N/A
	type: String
multiplicity: 1
isOrdered: N/A
isUnique: N/A
defaultValue: None
isNullable: False

	[bookmark: _MCCTEMPBM_CRPT04410057___7]dataNodeSelector
	This attribute contains an expression allowing to select data nodes (Component type B). The expression semantic and syntax is SS specific.

AllowedValues: N/A
	type: String
multiplicity: 1
isOrdered: N/AFalse
isUnique: N/ATrue
defaultValue: None
isNullable: False

	[bookmark: _MCCTEMPBM_CRPT04410058___7]operations
	This defines the Component A related operations.
The operations related to attributes are also contained in this set.
[bookmark: MCCTEMPBM_00001977]The operations are of the MnS as defined in TS 28.532 [6].

AllowedValues: N/A
	type: String
multiplicity: *
isOrdered: False
isUnique: True
defaultValue: None
isNullable: False

	[bookmark: _MCCTEMPBM_CRPT04410059___7]actions
	This defines whether the operation is allowed or denied on the operation

AllowedValues: allow, deny
	type: ENUM
multiplicity: 1
isOrdered: N/A
isUnique: N/A
defaultValue: None
isNullable: False

	[bookmark: _MCCTEMPBM_CRPT04410061___7]componentCData
	This attribute defines alarm types and performance metrics.
[bookmark: _MCCTEMPBM_CRPT04410060___4]
AllowedValues: N/A
	type: String
multiplicity: *
isOrdered: False
isUnique: True
defaultValue: None
isNullable: False


	End of Changes
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