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1
Decision/action requested

The group is asked to discuss and approval.
2
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3
Rationale

Network Digital Twins are an increasingly examined technology relevant to system automation. A NDT is a virtual replica of a real-world system on which operations can be performed for simulation and verification of physical network and services. The observed outcomes and effects of such operations constitute information that can be used to inform operational decision-making.  

A network digital twin can be used to simulate part or all of 5GC physical network including network slice instance, network slice subnet instance and NFs in high fidelity. We know that once the signalling storm occurs in the physical network, it will bring significant bad impact on the physical network and even the entire network does not work. Therefore, the NDT will be used to predict possible signaling storms in physical network and their impact in the future for further avoidance based on the results of prediction.
4
Detailed proposal

	1st  Change


5
Use cases
5.X Use case#x: preventing signalling storm in 5GC
5.X.1 Description
5GC network signalling process is complicated, various abnormal situations (e.g. sudden natural disaster, disaster recovery, NE upgrade, etc.) easily induce signalling storms which may cause part or all of 5GC NFs to be on unstable work or even break down, seriously threatening the continuity and reliability of 5GC network. For example, a large-scale disaster recovery may cause 5GC network nodes to fail, a large number of UE will request to reconnect and access to the redundancy site, this will inevitably generate signalling storm at the redundancy site.

Another scenario of Signalling storm simulation and analysis is described in clause 5.3 of ZSM-15 [1]. During mobile network service disruption, terminal users will repeatedly attempt to establish connections until they are reconnected. The explosion in the volume of reconnect signals might overload network processing capacity in the core network. This might in turn lead to a signaling storm, eventually causing serious impacts on network performance.
A NDT is a virtual replica of a real-world system on which DT operations, e.g. simulation, verification and evaluation can be performed on the digital twin of physical network to find and solve possible problem of physical network in the future. Using the NDT, the network signaling storm can be predicted and reproduced in NDT system. Moreover, the network digital twin can also generate, verify and evaluate possible network optimization policies and solution to mitigate or eliminate the impact of network signaling storm on 5GC physical network.

In this case, Network Digital Twin management service can be used to simulate and evaluate the ability of network for coping with signaling storm and the effect of flow control optimization policy. For better predicting possible impact of signaling storm and the effect of optimization policy in the future, 3GPP network system can decide using the NDT to handle potential network signalling storm. In NDT system, all kinds of abnormal situations can be simulated on the NDT system to find whether these situations may cause potential network signaling storm, and generate, verify and evaluate possible network optimization policies and solutions to solve network problems when the signaling storm occurs if it have, e.g. flow control optimization policy. The NDT management function should also notify the results of network signaling storm prediction and possible solutions to 3GPP network system. The network optimization policies that verified and evaluated by the NDT, e.g. flow control optimization policy can be running on the 5GC physical network to mitigate or eliminate the impact of potential network signaling storm.
5.X.2 Potential requirements

REQ-NDT5GC_Signallingstorm-1: The 3GPP network system shall have the capability to request the NDT to prevent the occurrence of network signaling storm for 5GC network.

REQ-NDT5GC_Signallingstorm-2: The 3GPP network system shall have the capability to obtain the results of network signaling storm predictions and possible solutions from the NDT.

REQ-NDT5GC_Signallingstorm-3: The NDT shall have the capability to perform necessary DT operations for the network signaling storm and notify the results and possible recommended solutions to 3GPP network system.
5.X.3 Potential solutions
5.X.4 Evaluation of potential solutions
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