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**** Notes ****
[bookmark: _Toc123800994][bookmark: _Toc131150974]Annex X (informative):
Usage of TOS/DSCP for traffic identification
X.1	General
This annex gives guidelines on the usage of the Type of Service (TOS) field of the IPv4 header or Traffic Class field of the IPv6 header for traffic identification. The IP Packet Filter Set [23501] allows the traffic filtering based on this field within the IP header. The of TOS / DSCP may be used for different features, like Dynamic Policies or Network Assistance.
[bookmark: _Toc131150969]X.2	Differentiated Services/TOS-enabled Collaboration Scenarios
Differentiated Services (DS) [RFC2474][2475] is a scalable scheme for managing application traffic by classifying the traffic into a set of coarse-grained traffic classes. A Differentiated Service (DS) domain is a continuous set of DS-capable routers, which are operated with a common set of configurations. Each IP packet in a DS domain is marked and conditioned according to its traffic class. A 6-bit DS Code Point (DSCP) of the 8-bit differentiated services field (DS field) is used for marking. The DS field replaces the TOS field in the IPv4 packet headers and the Traffic Class field in the IPv6 header.
End host systems may mark IP packets with a specific DSCP value prior to transmission. DS-enabled routers treat the packet according to the DSCP value when performing routing operations on it. Border gateway routers typically mark packets with a DSCP value based on some traffic policy, overriding any value set by hosts.
NOTE:	Usage of Differentiated Services across administrative borders is technically possible. The preservation of the DSCP field by networks between the MNO network and the external Data Networks hosting the 5GMS functions is assumed to be governed by an SLA and by transport-level arrangements that are outside 3GPP scope. When the DSCP field is used only for traffic identification, preservation of the DSCP field could be achieved by using a tunnelling solution.
The RFCs defining Differentiated Services recommend a set of Per-Hop Behaviors (PHB), namely:
-	Default Forwarding (DF) PHB, defined in section 4.1 of RFC 2474 [RFC2474], is used for traffic without special treatment.
-	Class Selector PHB, defined in section 4.2.2.2 of RFC 2474 [RFC2474] is used for maintaining backwards compatibility with the IP precedence field of TOS.
-	Expedited Forwarding (EF) PHB, defined by RFC 3246 [RFC3246], is dedicated to low loss or low latency traffic.
-	Assured Forwarding (AF) PHB, defined by RFC 2597 [RFC2597], offers different levels of forwarding assurances.
The DS domain operator can also implement additional custom PHBs.
In the context of TOS-based traffic identification and separation, it is reasonable to assume the Data Network north of the UPF (N6) is DS-enabled. The 5G System is embedded in a larger DS domain, using same TOS values across multiple devices in order to provide Quality of Service Support like a DSCP-enabled link. However, it is not required to deploy DS capable routers for using in order to use the TOS field in the IP packet filter set for traffic identification.
According to clause 4.1 of TS 26.501 [2], the 5GMS functions may be deployed within the trusted Data Network or an external Data network. As noted above, DS Code Points are often reset at network domain borders, but not always. There may be deployments e.g., with localized Edge Computing or with direct peering realizations, where the DSCP values can be used up to the 5GMSd AF and/or 5GMS AS in an external Data Network. In this case, the logical DS domain is extended to include those externally-deployed 5GMS functions.
Figure X.2-1 illustrates a deployment with a DS domain between the 5G System and the 5GMS functions deployed in the external DN. (The model is also valid for deployments in which the 5GMS functions both reside in the trusted DN.)
 [image: ]
Figure X.2-1: 5GMS deployment within a DS domain
Figure X.2-2 illustrates a deployment with a DS domain between the 5G System and an externally deployed 5GMSd AS. The 5GMSd AF is deployed in the trusted DN.
[image: ]
Figure X.2-2: 5GMS deployment within a DS domain
[bookmark: _Toc131150985]X.3	Procedure for using TOS Traffic Class for traffic identification
This call flow focuses on a scenario where both downlink and uplink traffic for a particular application flow within a PDU Session shared by several application flows needs to be mapped to a specific QoS Flow and handled separately by the 5G System. In this call flow, the 5GMS Client initiates the QoS Flow establishment by using specific TOS values in the uplink traffic. A TOS-based QoS rule is already provisioned, so that the Uplink Traffic is mapped to the correct QoS Flow.
It is assumed here that the QoS flow should be used (e.g. for Premium QoS) as described in annex A.


Figure X.3-1: High-level call flow for using TOS Traffic Class for traffic identification
Prerequisites:
-	It is assumed that the 5GMS System is already provisioned for Dynamic Policy usage as defined in clause 5.7.2 of TS 26.501 [2]. As result, various functions of the 5G System are provisioned for QoS usage.
The steps are as follows:
1.	The 5GMS Client acquires Service Access Information (through M8+M6 or M5), providing the information needed to use the Dynamic Policy Invokation API. Here, the sdfMethod indicates the usage of TOS.
2.	The 5GMS Client activates a Dynamic Policy as described in clause 5.7 of TS 26.501 [2]. The serviceDataFlowDescriptions array contains objects of data type IpPacketFilterSet, where the srcIp, toSTc, dstIP properties are present. The filter for a bi-directional Service Data Flow requires two objects, one with direction set to in and one with direction set to out.
3.	As a result of the previous step, the 5GMS AF provisions the information for a Dynamic PCC rule with either the PCF or the NEF.
-	When using the NEF AF Session with required QOS API, the TOS value is provided within the tosTC attribute within the FlowInfo data type. 
-	When using the PCF Policy Authorization Service API, the TOS value is provided within the tosTrCl attribution of the MediaSubComponent data type.
4.	The PCF authorizes the request and creates a PCC rule. The PCF compiles and notifies the SMF about the PCC rule (containing the flow descriptions and providing parameters for policy control and/or charging control), has and the SMF forwards the QoS rule to the UE and (in the form of a PDR) to the UPF. The information contains, among other things, the QFI value and the TOS value.
During a media streaming session:
5.	The 5GMS Client initiates connection establishment by sending a TCP SYN packet. The TOS value in the TCP SYN packet is set by the 5GMS Client to the same value as provided to the 5GMS AF in earlier step 2.
6. 	The UE SDAP entity detects a matching TOS value in the uplink traffic.
7.	The UE SDAP entity (Layer 2) encapsulates the IP packet into the according radio protocols, including the QFI marking.
8.	The 5GMS AS reads the TOS value from the uplink packet. The 5GMS AS uses the uplink TOS value to mark all downlink packets in that TCP connection.
NOTE:	When the 5G System employs an N6 NAT, the N6 NAT may set the downlink TOS value to the same value as the uplink TOS value.
9.	The 5GMS AS marks its acknowledgement IP packet (conveying the TCP SYN–ACK) with the same TOS value as the incoming packet.
10.	The 5GMS AS sends the TCP SYN–ACK packet back to the UE. The packet reaches the UPF on its path to the UE.
11.	The UPF detects a matach for the PDR rule configured in step 4 above containing the UE's IP address and TOS value.
12.	The UPF encapsulates the downlink IP packet into an GTP‑U packet, and sets the QFI value in the GTP‑U packet header.
13.	The UPF sends the GTP‑U-encapsulated packet to the RAN via reference point N3 and the RAN marks the QFI value in the SDAP layer, sending the packet to the UE. The UE SDAP entity (Layer 2) forwards the TCP SYN–ACK to the 5GMS Client.
14. The 5GMS Client sends the TCP ACK (again with the TOS field set in the IP header) to complete the TCP connection handshake.
15.	The UE SDAP entity (Layer 2) detects a TOS match for the UE.
16.	The UE SDAP entity (Layer 2) encapsulates the IP packet into the according radio protocols, including the QFI marking.
The 5GMS Client continues to use the established TCP connection.
**** Next Change ****
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[bookmark: _Toc68899469][bookmark: _Toc71214220][bookmark: _Toc71721894][bookmark: _Toc74858946][bookmark: _Toc146626816]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
5GMS	5G Media Streaming
5GMSd	5GMS downlink
5GMSu	5GMS uplink
5GMSA	5GMS Architecture
5GMS EAS	Edge-enabled 5GMS Application Server
BMFF	(ISO) Base Media File Format
ABR	Adaptive Bit Rate
ACR	Application Context Relocation
AF	Application Function
ANBR	Access Network Bit rate Recommendation
AS	Application Server
CDN	Content Delivery Network / Content Distribution Network
CGI	Cell Global Identifier
CMAF	Common Media Application Format
CRUD	Create, Read, Update, Delete
CNAME	Canonical Name
CORS	Cross-Origin Resource Sharing
CRL	Certificate Revocation List
DASH	Dynamic Adaptive Streaming over HTTP
DER	Distinguished Encoding Rule
DN	Data Network
DNN	Domain Name NewsData Network Name
DNS	Domain Name Server
DS	Differentiated Services
DSCP	DS Code Point
EAS	Edge Application Server
ECGI	E-UTRAN Cell Global Identifier
ECMA	European Computer Manufacturers Association
EES	Edge Enabler Server
FQDN	Fully Qualified Domain Name
GPSI	Generic Public Subscription Identifier
HLS	HTTP Live Streaming
ISO	International Organization for Standardization
JSON	JavaScript Object Notation
LCID	Logical Channel IDentifier
MFBR	Maximum Flow Bit Rate
MIME	Multipurpose Internet Mail Extensions
MNO	Mobile Network Operator
MPD	Media Presentation Description
[bookmark: _MCCTEMPBM_CRPT71130004___2]MSISDN	Mobile Subscriber ISDN number
NCGI	NR Cell Global Identifier
NEF	Network Exposure Function
OAM	Operations, Administration and Maintenance
PCC	Policy Control and Charging
PCF	Policy Control Function
PEM	Privacy-Enhanced Mail
PFD	Packet Flow Description
PFDF	Packet Flow Description Function
PHB	Per-Hop Behaviour
QoE	Quality of Experience
QoS	Quality of Service
SDF	Service Data Flow
SHA	Secure Hash Algorithm
TLS	Transport Layer Security
TOS	Type of Service
URI	Uniform Resource Identifier
URL	Uniform Resource Locator
UTC	Coordinated Universal Time
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