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**** Notes ****
**** Chicago ****
	S4-231753
	[5GMS_Pro_Ph2]: Extending 5GMS with Oauth 2.0 support
	Ericsson LM
	Thorsten Lohmar


Email Discussion:
Presenter: Thorsten Lohmar
Online Discussion:
· Richard: Is the idea to obtain an authorization code, and use it subsequently in M5
· Thorsten: Yes
· Richard: Do we need this kind of security (oauth) at M5? Understand for M1. We got a security network right. What are you protecting against
· Thorsten: For example, you could have applications using policy templates of other applications that it is not intended to use
· Imed: Just to follow up, this is calls invoked my MSH, not by application. Maybe we need to dig deeper. Where will the MSH get it
· Thorsten: In 26804, we have done some scenarios. People should start looking
Decision: 
· 
S4-231753 is endorsed.
**** Background ****
TR 26.804, Clause 6.9
[image: ] 
**** Summary of the Proposal in the CR ****

· For M1 APIs, Oauth 2.0 Client Credential flows is added to the yaml definition. CT supports Client Credentials for its NEF APIs.
· For M5 APIs, Oauth 2.0 Client Credential and Authorization Code flows are added. Support for Authorization Code is an outcome of the Study in TR 26.804.
· Currently, CC and AC is added only to the C.4.1	M5_ServiceAccessInformation API. Once the principle is agreed, the same definition should be added to all M5 APIs.
Open Questions, for discussion:
· OAuth Client Credential flow is a so-called 2-legged authorization flow, which does not involve a user or a resource owner. OAuth Authorization Code flow is a so-called 3-legged authorization flow. It is for discussion, whether the OAuth Client Credentials flow is suitable for M5, or whether only the Authorization Code Flow should be supported.
· TS 29.122 / 29.522 does not include any scopes within the security schemes. 5GMS M1 APIs support different features, like content hosting configuration, content preparationm, etc procedures. It is for discussion, whether the SA4 yaml definition should define different scopes, allowing control of different features and also allowing control of the operations (like read-only vs write and delete)    

**** Detailed Background ****
[bookmark: _Toc131151086]Summary of Clause 5.9.2 and 5.9.3 of TR 26.804
[bookmark: _Toc131151083]5.9.2	Collaboration Scenarios
Collaboration A: UE hosting multiple Applications (Multiple Applications on the same UE)
Collaboration B: Applications with multiple subscription levels (Same Application, but with different levels)

5.9.3	Role distribution in the 5GMS deployments
The 5G Media Streaming architecture can be used for different application service offerings. Annex A in TS 26.512 [16] describes three different Dynamic Policy usage examples: Premium QoS, Conditional Zero Rating and Background Download. In all the three cases, different network features are used to realise the Dynamic Policy, e.g. an increase in network resource utilization when consuming HD content with the corresponding network QoS.
It is assumed in all three examples that the 5GMS Application Provider (and the Application Service Provider) has an agreement with the 5G System provider to use the relevant network feature.
[image: ]
Figure 5.9.3-1: Applying roles for 5G Media Streaming Architecture functions
Figure 5.9.2-1 illustrates the different roles and responsibilities:
-	The resource in question is a network policy.
-	The 5G System Provider is the resource owner in this case, since it provides the 5G connectivity service.
-	The 5GMSd-Aware Application is the Resource User. It instructs the 5GMSd Client to activate a certain dynamic policy, based on the service subscription and the selected content.
-	The 5GMS Application Provider is the Resource Owner. It checks that the requested dynamic policy matches the application service subscription. For example (with reference to clause A.2 in TS 26.512 [16]), when the user has an HD video subscription, the user should only be authorised to activate a dynamic policy corresponding to the HD operating point.

*** Revisions ***
Rev 01:
· Add OAuth Client Credential Scopes on M1 and M5 APIs (for each HTTP method)
· Add OAuth Authorization Code flow and scopes to M5 APIs

**** First Change ****


[bookmark: _Toc68899743][bookmark: _Toc71214494][bookmark: _Toc71722168][bookmark: _Toc74859220][bookmark: _Toc146627144]C.3	OpenAPI representation of the M1 APIs
[bookmark: _Toc68899744][bookmark: _Toc71214495][bookmark: _Toc71722169][bookmark: _Toc74859221][bookmark: _Toc146627145][bookmark: MCCQCTEMPBM_00000082]C.3.1	M1_ProvisioningSessions API
	openapi: 3.0.0
info:
  title: M1_ProvisioningSessions
  version: 2.0.1
  description: |
    5GMS AF M1 Provisioning Sessions API
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
tags:
  - name: M1_ProvisioningSessions
    description: '5G Media Streaming: Provisioning (M1) APIs: Provisioning Sessions'
externalDocs:
  description: 'TS 26.512 V17.4.0; 5G Media Streaming (5GMS); Protocols'
  url: 'https://www.3gpp.org/ftp/Specs/archive/26_series/26.512/'
security:
  - {}
  - oAuth2ClientCredentials: []
servers:
  - url: '{apiRoot}/3gpp-m1/v2'
    variables:
      apiRoot:
        default: https://example.com
        description: See 3GPP TS 29.512 clause 6.1.
paths:
  /provisioning-sessions:
    post:
      operationId: createProvisioningSession
      summary: 'Create a new Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - provisioning-sessions-create
      responses:
        '201':
          description: 'Provisioning Session Created'
          headers:
            Location:
              description: 'URL including the resource identifier of the newly created Provisioning Session.'
              required: true
              schema:
                $ref: 'TS26512_CommonData.yaml#/components/schemas/AbsoluteUrl'
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/ProvisioningSession'

  /provisioning-sessions/{provisioningSessionId}:
    parameters:
        - name: provisioningSessionId
          in: path
          required: true
          schema:
            $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
          description: 'The resource identifier of an existing Provisioning Session.'
    get:
      operationId: getProvisioningSessionById
      summary: 'Retrieve an existing Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - provisioning-sessions-read
      responses:
        '200':
          description: 'Success'
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/ProvisioningSession'
    delete:
      operationId: destroyProvisioningSession
      summary: 'Destroy an existing Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - provisioning-sessions-delete
      responses:
        '204':
          description: 'Provisioning Session Destroyed'
          # No Content
components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes: 
            - provisioning-sessions-create
            - provisioning-sessions-read
            - provisioning-sessions-delete
  schemas:
    ProvisioningSession:
      type: object
      description: "A representation of a Provisioning Session."
      required:
        - provisioningSessionId
        - provisioningSessionType
        - externalApplicationId
      properties:
        provisioningSessionId:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        provisioningSessionType:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ProvisioningSessionType'
        aspId:
          $ref: 'TS29514_Npcf_PolicyAuthorization.yaml#/components/schemas/AspId'
        externalApplicationId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/ApplicationId'
        serverCertificateIds:
          type: array
          items:
            $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
          minItems: 1
          uniqueItems: true
        contentPreparationTemplateIds:
          type: array
          items:
            $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
          minItems: 1
          uniqueItems: true
        metricsReportingConfigurationIds:
          type: array
          items:
            $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
          minItems: 1
          uniqueItems: true
        policyTemplateIds:
          type: array
          items:
            $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
          minItems: 1
          uniqueItems: true
        edgeResourcesConfigurationIds:
          type: array
          items:
            $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
          minItems: 1
          uniqueItems: true
        eventDataProcessingConfigurationIds:
          type: array
          items:
            $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
          minItems: 1
          uniqueItems: true



[bookmark: _Toc68899745][bookmark: _Toc71214496][bookmark: _Toc71722170][bookmark: _Toc74859222][bookmark: _Toc146627146][bookmark: MCCQCTEMPBM_00000083]C.3.2	M1_ServerCertificatesProvisioning API
	openapi: 3.0.0
info:
  title: M1_ServerCertificatesProvisioning
  version: 2.1.1
  description: |
    5GMS AF M1 Server Certificates Provisioning API
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
tags:
  - name: M1_ServerCertificatesProvisioning
    description: '5G Media Streaming: Provisioning (M1) APIs: Server Certificates Provisioning'
externalDocs:
  description: 'TS 26.512 V17.5.0; 5G Media Streaming (5GMS); Protocols'
  url: 'https://www.3gpp.org/ftp/Specs/archive/26_series/26.512/'
security:
  - {}
  - oAuth2ClientCredentials: []
servers:
  - url: '{apiRoot}/3gpp-m1/v2'
    variables:
      apiRoot:
        default: https://example.com
        description: See 3GPP TS 29.512 clause 6.1.
paths:
  /provisioning-sessions/{provisioningSessionId}/certificates:
    parameters:
      - name: provisioningSessionId
        in: path
        required: true
        schema:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: The resource identifier of an existing Provisioning Session.'
    post:
      operationId: createOrReserveServerCertificate
      summary: 'Create or reserve a Service Certificate resource'
      description: 'Without the optional csr query parameter, an X.509 certificate is generated and this is returned. If the csr query parameter is present, a Certificate Signing Request is instead generated and returned, allowing the X.509 certificate to be generated by the invoker and later uploaded.'
      security:
        - oAuth2ClientCredentials:
          - certificates-csr-request
      parameters:
        - in: query
          name: csr
          schema: 
            type: string
          description: 'When present, return a Certificate Signing Request instead of generating an X.509 certificate'
      requestBody:
        description: 'An optional list of domain name aliases to be included in the returned Certificate Signing Request'
        content:
          'application/json':
            schema:
              type: array
              items:
                type: string
      responses:
        '200':
          description: 'Server Certificate Created'
          headers:
            Location: 
              description: 'URL of the newly created Server Certificate resource'
              required: true
              schema:
                $ref: 'TS26512_CommonData.yaml#/components/schemas/AbsoluteUrl'
          content:
            'application/x-pem-file':
              schema:
                type: string
  
  /provisioning-sessions/{provisioningSessionId}/certificates/{certificateId}:
    parameters:
      - name: provisioningSessionId
        in: path
        required: true
        schema:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: The resource identifier of an existing Provisioning Session.'
      - name: certificateId
        in: path
        required: true
        schema:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: 'The resource identifier of an existing Server Certificate'
    put:
      operationId: uploadServerCertificate
      summary: "Upload the X.509 certificate for a previously reserved Server Certificate resource"
      security:
        - oAuth2ClientCredentials:
          - certificates-upload
      requestBody:
        required: true
        content:
          application/x-pem-file:
            schema:
              type: string
      responses:
        '204':
          description: 'Server Certificate Updated'
    get:
      operationId: retrieveServerCertificate
      summary: 'Retrieve the X.509 certificate representation of the specified Server Certificate resource'
      security:
        - oAuth2ClientCredentials:
          - certificates-retrieve
      responses:
        '200':
          description: 'Success'
          content:
            'application/x-pem-file':
              schema:
                type: string
        '204':
          description: 'Awaiting Upload'
        '404':
          description: 'Not Found'
    delete:
      operationId: destroyServerCertificate
      summary: 'Destroy an existing Server Certificate resource'
      security:
        - oAuth2ClientCredentials:
          - certificates-delete
      responses:
        '200':
          # OK
          description: 'Server Certificate Destroyed'
          content:
            'application/x-pem-file':
              schema:
                type: string
        '204':
          # No Content
          description: 'Server Certificate Destroyed'
        '404':
          # Not Found
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '409':
          # Conflict
          $ref: 'TS29571_CommonData.yaml#/components/responses/409'
        '410':
          # Gone
          $ref: 'TS29571_CommonData.yaml#/components/responses/410'
components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes: 
            - certificates-csr-request
            - certificates-upload
            - certificates-retrieve
            - certificates-delete





[bookmark: _Toc68899746][bookmark: _Toc71214497][bookmark: _Toc71722171][bookmark: _Toc74859223][bookmark: _Toc146627147][bookmark: MCCQCTEMPBM_00000084]C.3.3	M1_ContentPreparationTemplatesProvisioning API
	openapi: 3.0.0
info:
  title: M1_ContentPreparationTemplatesProvisioning
  version: 2.1.0
  description: |
    5GMS AF M1 Content Preparation Templates Provisioning API
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
tags:
  - name: M1_ContentPreparationTemplatesProvisioning
    description: '5G Media Streaming: Provisioning (M1) APIs: Content Preparation Templates Provisioning'
externalDocs:
  description: 'TS 26.512 V17.4.0; 5G Media Streaming (5GMS); Protocols'
  url: 'https://www.3gpp.org/ftp/Specs/archive/26_series/26.512/'
security:
  - {}
  - oAuth2ClientCredentials: []
servers:
  - url: '{apiRoot}/3gpp-m1/v2'
    variables:
      apiRoot:
        default: https://example.com
        description: See 3GPP TS 29.512 clause 6.1.
paths:
  /provisioning-sessions/{provisioningSessionId}/content-preparation-templates:
    parameters:
      - name: provisioningSessionId
        in: path
        required: true
        schema: 
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: 'The resource identifier of an existing Provisioning Session.'
    post:
      operationId: createContentPreparationTemplate
      summary: 'Create (and optionally upload) a new Content Preparation Template for the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - content-preparation-template-create
      requestBody:
        description: 'A Content Preparation Template of any type'
        required: true
        content:
          '*/*':
            schema:
              type: string
      responses:
        '201':
          description: 'Content Preparation Template Created'
          headers:
            Location:
              description: 'URL of the newly created Content Preparation Template.'
              required: true
              schema:
                $ref: 'TS26512_CommonData.yaml#/components/schemas/AbsoluteUrl'
  /provisioning-sessions/{provisioningSessionId}/content-preparation-templates/{contentPreparationTemplateId}:
    parameters:
      - name: provisioningSessionId
        in: path
        required: true
        schema: 
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: 'The resource identifier of an existing Provisioning Session.'
      - name: contentPreparationTemplateId
        in: path
        required: true
        schema: 
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: 'The resource identifier of an existing Content Preparation Template.'
    get:
      operationId: retrieveContentPreparationTemplate
      summary: 'Retrieve the specified Content Preparation Template of the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - content-preparation-template-read
      responses:
        '200':
          description: 'Success'
          content:
            '*/*':
              schema:
                type: string
    put:
      operationId: updateContentPreparationTemplate
      summary: 'Update the specified Content Preparation Template for the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - content-preparation-template-put
      requestBody:
        description: 'A Content Preparation Template of any type'
        required: true
        content:
          '*/*':
            schema:
              type: string
      responses:
        '204':
          description: 'Updated Content Preparation Template'
        '404':
          description: 'Not Found'
    patch:
      operationId: patchContentPreparationTemplate
      summary: 'Patch the specified Content Preparation Template for the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - content-preparation-template-patch
      requestBody:
        description: 'A Content Preparation Template patch of any type'
        required: true
        content:
          application/merge-patch+json:
            schema:
              type: string
          application/json-patch+json:
            schema:
              type: string
      responses:
        '200':
          description: 'Patched Content Preparation Templates'
          content:
            '*/*':
              schema:
                type: string
        '404':
          description: 'Not Found'
    delete:
      operationId: destroyContentPreparationTemplate
      summary: 'Destroy the specified Content Preparation Template of the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - content-preparation-template-delete
      responses:
        '200':
          # OK
          description: 'Content Preparation Template Destroyed'
          content:
            '*/*':
              schema:
                type: string
        '204':
          # No Content
          description: 'Content Preparation Template Destroyed'
        '404':
          # Not Found
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '409':
          # Conflict
          $ref: 'TS29571_CommonData.yaml#/components/responses/409'
        '410':
          # Gone
          $ref: 'TS29571_CommonData.yaml#/components/responses/410'
components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes: 
            - content-preparation-template-create
            - content-preparation-template-read
            - content-preparation-template-put
            - content-preparation-template-patch
            - content-preparation-template-delete




[bookmark: _Toc68899747][bookmark: _Toc71214498][bookmark: _Toc71722172][bookmark: _Toc74859224][bookmark: _Toc146627148][bookmark: MCCQCTEMPBM_00000085]C.3.4	M1_ContentProtocolsDiscovery API
	[bookmark: _MCCTEMPBM_CRPT71130706___5]openapi: 3.0.0
info:
  title: M1_ContentProtocolsDiscovery
  version: 2.0.0
  description: |
    5GMS AF M1 Content Protocols Discovery API
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
tags:
  - name: M1_ContentDiscovery
    description: '5G Media Streaming: Provisioning (M1) APIs: Content Protocols Discovery'
externalDocs:
  description: 'TS 26.512 V17.2.0; 5G Media Streaming (5GMS); Protocols'
  url: 'https://www.3gpp.org/ftp/Specs/archive/26_series/26.512/'
security:
  - {}
  - oAuth2ClientCredentials: []
servers:
  - url: '{apiRoot}/3gpp-m1/v2'
    variables:
      apiRoot:
        default: https://example.com
        description: See 3GPP TS 29.512 clause 6.1.
paths:
  /provisioning-sessions/{provisioningSessionId}/protocols:
    parameters:
      - name: provisioningSessionId
        in: path
        required: true
        schema: 
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: 'The resource identifier of an existing Provisioning Session.'
    get:
      operationId: retrieveContentProtocols
      summary: 'Retrieve the set of Content Protocols supported by the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - content-protocols-read
      responses:
        '200':
          description: 'Success'
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/ContentProtocols'
components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes: 
            - content-protocols-read

  schemas:
    ContentProtocolDescriptor:
      type: object
      description: "A descriptor describing a content protocol."
      required:
        - termIdentifier
      properties:
        termIdentifier:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        descriptionLocator:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/Url'
    ContentProtocols:
      type: object
      description: "A representation of the Content Protocols resource."
      properties:
        downlinkIngestProtocols:
          type: array
          items:
            $ref: '#/components/schemas/ContentProtocolDescriptor'
          minItems: 1
        uplinkEgestProtocols:
          type: array
          items:
            $ref: '#/components/schemas/ContentProtocolDescriptor'
          minItems: 1
        geoFencingLocatorTypes:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
          minItems: 1



[bookmark: _Toc68899748][bookmark: _Toc71214499][bookmark: _Toc71722173][bookmark: _Toc74859225][bookmark: _Toc146627149][bookmark: MCCQCTEMPBM_00000086]C.3.5	M1_ContentHostingProvisioning API
	openapi: 3.0.0
info:
  title: M1_ContentHostingProvisioning
  version: 2.2.2
  description: |
    5GMS AF M1 Content Hosting Provisioning API
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
tags:
  - name: M1_ContentHostingProvisioning
    description: '5G Media Streaming: Provisioning (M1) APIs: Content Hosting Provisioning'
externalDocs:
  description: 'TS 26.512 V17.6.0; 5G Media Streaming (5GMS); Protocols'
  url: 'https://www.3gpp.org/ftp/Specs/archive/26_series/26.512/'
security:
  - {}
  - oAuth2ClientCredentials: []
servers:
  - url: '{apiRoot}/3gpp-m1/v2'
    variables:
      apiRoot:
        default: https://example.com
        description: See 3GPP TS 29.512 clause 6.1.
paths:
  /provisioning-sessions/{provisioningSessionId}/content-hosting-configuration:
    parameters:
      - name: provisioningSessionId
        in: path
        required: true
        schema:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: 'The resource identifier of an existing Provisioning Session.'
    post:
      operationId: createContentHostingConfiguration
      summary: 'Create (and optionally upload) the Content Hosting Configuration for the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - content-hosting-configuration-create
      requestBody:
        description: 'A JSON representation of a Content Hosting Configuration'
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/ContentHostingConfiguration'
      responses:
        '201':
          description: 'Content Hosting Configuration Created'
          headers:
            Location:
              description: 'URL of the newly created Content Hosting Configuration (same as request URL).'
              required: true
              schema:
                $ref: 'TS26512_CommonData.yaml#/components/schemas/AbsoluteUrl'
    get:
      operationId: retrieveContentHostingConfiguration
      summary: 'Retrieve the Content Hosting Configuration of the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - content-hosting-configuration-read
      responses:
        '200':
          description: 'Success'
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/ContentHostingConfiguration'
        '404':
          description: 'Not Found'
    put:
      operationId: updateContentHostingConfiguration
      summary: 'Update the Content Hosting Configuration for the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - content-hosting-configuration-put
      requestBody:
        description: 'A JSON representation of a Content Hosting Configuration'
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/ContentHostingConfiguration'
      responses:
        '204':
          description: 'Updated Content Hosting Configuration'
        '404':
          description: 'Not Found'
    patch:
      operationId: patchContentHostingConfiguration
      summary: 'Patch the Content Hosting Configuration for the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - content-hosting-configuration-patch
      requestBody:
        description: 'A JSON representation of a Content Hosting Configuration'
        required: true
        content:
          application/merge-patch+json:
            schema:
              $ref: '#/components/schemas/ContentHostingConfiguration'
          application/json-patch+json:
            schema:
              $ref: '#/components/schemas/ContentHostingConfiguration'
      responses:
        '200':
          description: 'Patched Content Hosting Configuration'
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/ContentHostingConfiguration'
        '404':
          description: 'Not Found'
    delete:
      operationId: destroyContentHostingConfiguration
      summary: 'Destroy the current Content Hosting Configuration of the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - content-hosting-configuration-delete
      responses:
        '204':
          description: 'Destroyed Content Hosting Configuration'
        '404':
          description: 'Not Found'
          
  /provisioning-sessions/{provisioningSessionId}/content-hosting-configuration/purge:
    parameters:
        - name: provisioningSessionId
          in: path
          required: true
          schema:
            $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
          description: A unique identifier of the Provisioning
    post:
      operationId: purgeContentHostingCache
      summary: 'Purge the content of the cache for the Content Hosting Configuration of the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - content-hosting-configuration-purge
      requestBody:
        description: 'The regular expression pattern for resources to purge from the cache'
        required: true
        content:
          application/x-www-form-urlencoded:
            schema:
              properties:
                pattern: 
                  description: 'The regular expression'
                  type: string
      responses:
        '200':
          # OK
          description: 'Content Purged'
          content:
            application/json:
              schema:
                description: 'The aggregate number of cache entries purged in all 5GMSd AS instances distributing content for the requested Provisioning Session.'
                type: integer
                minimum: 1
        '204':
          # No Content
          description: 'No Content Purged'
        '404':
          # Not Found
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '413':
          # Payload Too Large
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '414':
          # URI Too Long
          $ref: 'TS29571_CommonData.yaml#/components/responses/414'
        '415':
          # Unsupported Media Type
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '422':
          # Unprocessable Entity (e.g. syntactically invalid regular expression in request body)
          description: 'Unprocessable Entity'
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '500':
          # Internal Server Error
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          # Service Unavailable
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes: 
            - content-hosting-configuration-create
            - content-hosting-configuration-read
            - content-hosting-configuration-put
            - content-hosting-configuration-patch
            - content-hosting-configuration-delete
            - content-hosting-configuration-purge
  schemas:
    IngestConfiguration:
      type: object
      description: 'A configuration for content ingest.'
      properties:
        pull:
          type: boolean
        protocol:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        baseURL:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/AbsoluteUrl'

    M1MediaEntryPoint:
      description: "A typed entry point for downlink or uplink media streaming."
      type: object
      required:
        - relativePath
        - contentType
      properties:
        relativePath:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/RelativeUrl'
        contentType:
          type: string
        profiles:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
          minItems: 1

    PathRewriteRule:
      type: object
      description: 'A rule to manipulate URL paths.'
      required:
        - requestPathPattern
        - mappedPath
      properties:
        requestPathPattern:
          type: string
        mappedPath:
          type: string

    CachingConfiguration:
      type: object
      description: 'A content caching configuration.'
      required:
        - urlPatternFilter
      properties:
        urlPatternFilter:
          type: string
        cachingDirectives:
          type: object
          required:
            - noCache
          properties:
            statusCodeFilters:
              type: array
              items:
                type: integer
            noCache:
              type: boolean
            maxAge:
              type: integer
              format: int32

    DistributionConfiguration:
      type: object
      description: 'A content distribution configuration.'
      properties:
        entryPoint:
          $ref: '#/components/schemas/M1MediaEntryPoint'
        contentPreparationTemplateId:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        edgeResourcesConfigurationId:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        canonicalDomainName:
          type: string
        domainNameAlias:
          type: string
        baseURL:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/AbsoluteUrl'
        pathRewriteRules:
          type: array
          items:
            $ref: '#/components/schemas/PathRewriteRule'
        cachingConfigurations:
          type: array
          items:
            $ref: '#/components/schemas/CachingConfiguration'
        geoFencing:
          type: object
          required:
            - locatorType
            - locators
          properties:
            locatorType:
              $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
            locators:
              type: array
              items: 
                type: string
                description: 'Format of individual locators depends on the locatorType.'
              minItems: 1
        urlSignature:
          type: object
          required:
            - urlPattern
            - tokenName
            - passphraseName
            - passphrase
            - tokenExpiryName
            - useIPAddress
          properties:
            urlPattern:
              type: string
            tokenName:
              type: string
            passphraseName:
              type: string
            passphrase:
              type: string
            tokenExpiryName:
              type: string
            useIPAddress:
              type: boolean
            ipAddressName:
              type: string
        certificateId:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        supplementaryDistributionNetworks:
          type: array
          items:
            type: object
            description: "A duple tying a type of supplementary distribution network to its distribution mode."
            required:
              - distributionNetworkType
              - distributionMode
            properties:
              distributionNetworkType:
                $ref: '#/components/schemas/DistributionNetworkType'
              distributionMode:
                $ref: '#/components/schemas/DistributionMode'

    # Schema for the resource itself
    ContentHostingConfiguration:
      type: object
      description: "A representation of a Content Hosting Configuration resource."
      required:
        - name
        - ingestConfiguration
        - distributionConfigurations
      properties:
        name:
          type: string
        ingestConfiguration:
          $ref: '#/components/schemas/IngestConfiguration'
        distributionConfigurations:
          type: array
          items:
            $ref: '#/components/schemas/DistributionConfiguration'

    DistributionNetworkType:
      description: "Type of distribution network."
      anyOf:
        - type: string
          enum: [NETWORK_EMBMS]
        - type: string
          description: >
            This string provides forward-compatibility with future
            extensions to the enumeration but is not used to encode
            content defined in the present version of this API.

    DistributionMode:
      description: "Mode of content distribution."
      anyOf:
        - type: string
          enum: [MODE_EXCLUSIVE, MODE_HYBRID, MODE_DYNAMIC]
        - type: string
          description: >
            This string provides forward-compatibility with future
            extensions to the enumeration but is not used to encode
            content defined in the present version of this API.
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	openapi: 3.0.0
info:
  title: M1_ConsumptionReportingProvisioning
  version: 2.0.1
  description: |
    5GMS AF M1 Consumption Reporting Provisioning API
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
tags:
  - name: M1_ConsumptionReportingProvisioning
    description: '5G Media Streaming: Provisioning (M1) APIs: Consumption Reporting Provisioning'
externalDocs:
  description: 'TS 26.512 V17.4.0; 5G Media Streaming (5GMS); Protocols'
  url: 'https://www.3gpp.org/ftp/Specs/archive/26_series/26.512/'
security:
  - {}
  - oAuth2ClientCredentials: []
servers:
  - url: '{apiRoot}/3gpp-m1/v2'
    variables:
      apiRoot:
        default: https://example.com
        description: See 3GPP TS 29.512 clause 6.1.
paths:
  /provisioning-sessions/{provisioningSessionId}/consumption-reporting-configuration:
    parameters:
      - name: provisioningSessionId
        in: path
        required: true
        schema: 
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: 'The resource identifier of an existing Provisioning Session.'
    post:
      operationId: activateConsumptionReporting
      summary: 'Activate the consumption reporting procedure for the specified Provisioning Session by providing the Consumption Reporting Configuration'
      security:
        - oAuth2ClientCredentials:
          - consumption-reporting-create
      requestBody:
        description: 'A JSON representation of a Consumption Reporting Configuration'
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/ConsumptionReportingConfiguration'
      responses:
        '201':
          description: 'Consumption Reporting Configuration Created'
          headers:
            Location:
              description: 'URL of the newly created Consumption Reporting Configuration (same as request URL).'
              required: true
              schema:
                $ref: 'TS26512_CommonData.yaml#/components/schemas/AbsoluteUrl'
    get:
      operationId: retrieveConsumptionReportingConfiguration
      summary: 'Retrieve the Consumption Reporting Configuration of the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - consumption-reporting-read
      responses:
        '200':
          description: 'Success'
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/ConsumptionReportingConfiguration'
    put:
      operationId: updateConsumptionReportingConfiguration
      summary: 'Update the Consumption Reporting Configuration for the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - consumption-reporting-put
      requestBody:
        description: 'A JSON representation of a Consumption Reporting Configuration'
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/ConsumptionReportingConfiguration'
      responses:
        '204':
          description: 'Updated Consumption Reporting Configuration'
        '404':
          description: 'Not Found'
    patch:
      operationId: patchConsumptionReportingConfiguration
      summary: 'Patch the Consumption Reporting Configuration for the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - consumption-reporting-patch
      requestBody:
        description: 'A JSON representation of a Consumption Reporting Configuration'
        required: true
        content:
          application/merge-patch+json:
            schema:
              $ref: '#/components/schemas/ConsumptionReportingConfiguration'
          application/json-patch+json:
            schema:
              $ref: '#/components/schemas/ConsumptionReportingConfiguration'
      responses:
        '200':
          description: 'Patched Consumption Reporting Configuration'
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/ConsumptionReportingConfiguration'
        '404':
          description: 'Not Found'
    delete:
      operationId: destroyConsumptionReportingConfiguration
      summary: 'Destroy the current Consumption Reporting Configuration of the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - consumption-reporting-delete
      responses:
        '204':
          description: 'Destroyed Consumption Reporting Configuration'
        '404':
          description: 'Not Found'    
components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes:
            - consumption-reporting-create
            - consumption-reporting-read
            - consumption-reporting-put
            - consumption-reporting-patch
            - consumption-reporting-delete

  schemas:
    ConsumptionReportingConfiguration:
      type: object
      description: "A representation of a Consumption Reporting Configuration resource."
      properties:
        reportingInterval:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DurationSec'
        samplePercentage:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/Percentage'
        locationReporting:
          type: boolean
        accessReporting:
          type: boolean
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	openapi: 3.0.0
info:
  title: M1_MetricsReportingProvisioning
  version: 2.1.0
  description: |
    5GMS AF M1 Metrics Reporting Provisioning API
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
tags:
  - name: M1_MetricsReportingProvisioning
    description: '5G Media Streaming: Provisioning (M1) APIs: Metrics Reporting Provisioning'
externalDocs:
  description: 'TS 26.512 V17.6.0; 5G Media Streaming (5GMS); Protocols'
  url: 'https://www.3gpp.org/ftp/Specs/archive/26_series/26.512/'
security:
  - {}
  - oAuth2ClientCredentials: []
servers:
  - url: '{apiRoot}/3gpp-m1/v2'
    variables:
      apiRoot:
        default: https://example.com
        description: See 3GPP TS 29.512 clause 6.1.
paths:
  /provisioning-sessions/{provisioningSessionId}/metrics-reporting-configurations:
    parameters:
      - name: provisioningSessionId
        in: path
        required: true
        schema: 
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: 'The resource identifier of an existing Provisioning Session.'
    post:
      operationId: activateMetricsReporting
      summary: 'Activate the Metrics reporting procedure for the specified Provisioning Session by providing the Metrics Reporting Configuration'
      security:
        - oAuth2ClientCredentials:
          - metrics-reporting-create
      requestBody:
        description: 'A JSON representation of a Metrics Reporting Configuration'
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/MetricsReportingConfiguration'
      responses:
        '201':
          description: 'Metrics Reporting Configuration Created'
          headers:
            Location:
              description: 'URL of the newly created Metrics Reporting Configuration (same as request URL).'
              required: true
              schema:
                $ref: 'TS26512_CommonData.yaml#/components/schemas/AbsoluteUrl'
  /provisioning-sessions/{provisioningSessionId}/metrics-reporting-configurations/{metricsReportingConfigurationId}:
    parameters:
      - name: provisioningSessionId
        in: path
        required: true
        schema: 
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: 'The resource identifier of an existing Provisioning Session.'
      - name: metricsReportingConfigurationId
        in: path
        required: true
        schema: 
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: 'The resource identifier of a Metrics Reporting Configuration.'
    get:
      operationId: retrieveMetricsReportingConfiguration
      summary: 'Retrieve the specified Metrics Reporting Configuration of the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - metrics-reporting-read
      responses:
        '200':
          description: 'Success'
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/MetricsReportingConfiguration'
    put:
      operationId: updateMetricsReportingConfiguration
      summary: 'Update the specified Metrics Reporting Configuration for the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - metrics-reporting-put
      requestBody:
        description: 'A JSON representation of a Metrics Reporting Configuration'
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/MetricsReportingConfiguration'
      responses:
        '204':
          description: 'Updated Metrics Reporting Configuration'
        '404':
          description: 'Not Found'
    patch:
      operationId: patchMetricsReportingConfiguration
      summary: 'Patch the specified Metrics Reporting Configuration for the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - metrics-reporting-patch
      requestBody:
        description: 'A JSON representation of a Metrics Reporting Configuration'
        required: true
        content:
          application/merge-patch+json:
            schema:
              $ref: '#/components/schemas/MetricsReportingConfiguration'
          application/json-patch+json:
            schema:
              $ref: '#/components/schemas/MetricsReportingConfiguration'
      responses:
        '200':
          description: 'Patched Metrics Reporting Configuration'
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/MetricsReportingConfiguration'
        '404':
          description: 'Not Found'
    delete:
      operationId: destroyMetricsReportingConfiguration
      summary: 'Destroy the specified Metrics Reporting Configuration of the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - metrics-reporting-delete
      responses:
        '204':
          description: 'Destroyed Metrics Reporting Configuration'
        '404':
          description: 'Not Found'    
components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes:
            - metrics-reporting-create
            - metrics-reporting-read
            - metrics-reporting-put
            - metrics-reporting-patch
            - metrics-reporting-delete
  schemas:
    MetricsReportingConfiguration:
      type: object
      description: "A representation of a Metrics Reporting Configuration resource."
      required:
        - metricsReportingConfigurationId
        - samplingPeriod
      properties:
        metricsReportingConfigurationId:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        scheme:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        dataNetworkName:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'
        reportingInterval:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DurationSec'
        samplePercentage:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/Percentage'
        urlFilters:
          type: array
          items:
            type: string
          minItems: 1
        samplingPeriod:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DurationSec'
        metrics:
          type: array
          items:
            type: string
          minItems: 1



[bookmark: _Toc68899751][bookmark: _Toc71214502][bookmark: _Toc71722176][bookmark: _Toc74859228][bookmark: _Toc146627152][bookmark: MCCQCTEMPBM_00000089]C.3.8	M1_PolicyTemplatesProvisioning API
	openapi: 3.0.0
info:
  title: M1_PolicyTemplatesProvisioning
  version: 2.2.0
  description: |
    5GMS AF M1 Policy Templates Provisioning API
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
tags:
  - name: M1_PolicyTemplatesProvisioning
    description: '5G Media Streaming: Provisioning (M1) APIs: Policy Templates Provisioning'
externalDocs:
  description: 'TS 26.512 V17.6.0; 5G Media Streaming (5GMS); Protocols'
  url: 'https://www.3gpp.org/ftp/Specs/archive/26_series/26.512/'
security:
  - {}
  - oAuth2ClientCredentials: []
servers:
  - url: '{apiRoot}/3gpp-m1/v2'
    variables:
      apiRoot:
        default: https://example.com
        description: See 3GPP TS 29.512 clause 6.1.
paths:
  /provisioning-sessions/{provisioningSessionId}/policy-templates:
    parameters:
      - name: provisioningSessionId
        in: path
        required: true
        schema:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: 'The resource identifier of an existing Provisioning Session.'
    post:
      operationId: createPolicyTemplate
      summary: 'Create (and optionally upload) a new Policy Template'
      security:
        - oAuth2ClientCredentials:
          - policy-template-create
      requestBody:
        description: 'A JSON representation of a Policy Template'
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/PolicyTemplate'
      responses:
        '201':
          description: 'Policy Template Created'
          headers:
            Location:
              description: 'URL of the newly created Policy Template resource.'
              required: true
              schema:
                $ref: 'TS26512_CommonData.yaml#/components/schemas/AbsoluteUrl'
 
  /provisioning-sessions/{provisioningSessionId}/policy-templates/{policyTemplateId}:
    parameters:
      - name: provisioningSessionId
        in: path
        required: true
        schema:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: 'A unique identifier of the Provisioning Session.'
      - name: policyTemplateId
        in: path
        required: true
        schema:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: 'A resource identifier of a Policy Template.'
    get:
      operationId: retrievePolicyTemplate
      summary: 'Retrieve a representation of an existing Policy Template in the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - policy-template-read
      responses:
        '200':
          description: 'Success'
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/PolicyTemplate'
        '404':
          description: 'Not Found'
    put:
      operationId: updatePolicyTemplate
      summary: 'Update a Policy Template for the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - policy-template-put
      requestBody:
        description: 'A JSON representation of a Policy Template'
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/PolicyTemplate'
      responses:
        '204':
          description: 'Updated Policy Template'
        '404':
          description: 'Not Found'
    patch:
      operationId: patchPolicyTemplate
      summary: 'Patch the Policy Template for the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - policy-template-patch
      requestBody:
        description: 'A JSON representation of a Policy Template'
        required: true
        content:
          application/merge-patch+json:
            schema:
              $ref: '#/components/schemas/PolicyTemplate'
          application/json-patch+json:
            schema:
              $ref: '#/components/schemas/PolicyTemplate'
      responses:
        '200':
          description: 'Patched Content Hosting Configuration'
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/PolicyTemplate'
        '404':
          description: 'Not Found'
    delete: 
      operationId: destroyPolicyTemplate
      security:
        - oAuth2ClientCredentials:
          - policy-template-delete
      responses:
        '204':
          description: 'Destroyed Policy Template'
        '404':
          description: 'Not Found'
components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes:
            - policy-template-create
            - policy-template-read
            - policy-template-put
            - policy-template-patch
            - policy-template-delete

  schemas:
    PolicyTemplate:
      type: object
      description: "A representation of a Policy Template resource."
      required:
        - policyTemplateId
        - state
        - stateReason
        - externalReference
        - applicationSessionContext
      properties:
        policyTemplateId:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        state:
          anyOf:
          - type: string
            enum: [PENDING, INVALID, READY, SUSPENDED]
          - type: string
            description: >
              This string provides forward-compatibility with future
              extensions to the enumeration but is not used to encode
              content defined in the present version of this API.
        stateReason:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        externalReference:
          type: string
        qoSSpecification:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/M1QoSSpecification'
        applicationSessionContext:
          type: object
          properties:
            sliceInfo:
              $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'
            dnn:
              $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'
        chargingSpecification:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ChargingSpecification'



[bookmark: _Toc146627153][bookmark: MCCQCTEMPBM_00000091]C.3.9	M1_EdgeResourcesProvisioning API
	openapi: 3.0.0
info:
  title: M1_EdgeResourcesProvisioning
  version: 2.1.2
  description: |
    5GMS AF M1 Edge Resources Provisioning API
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
tags:
  - name: M1_EdgeResourcesProvisioning
    description: '5G Media Streaming: Provisioning (M1) APIs: Edge Resources Provisioning'
externalDocs:
  description: 'TS 26.512 V17.6.0; 5G Media Streaming (5GMS); Protocols'
  url: 'https://www.3gpp.org/ftp/Specs/archive/26_series/26.512/'
security:
  - {}
  - oAuth2ClientCredentials: []
servers:
  - url: '{apiRoot}/3gpp-m1/v2'
    variables:
      apiRoot:
        default: https://example.com
        description: See 3GPP TS 29.512 clause 7.10.
paths:
  /provisioning-sessions/{provisioningSessionId}/edge-resources-configurations:
    parameters:
      - name: provisioningSessionId
        in: path
        required: true
        schema: 
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: 'The resource identifier of an existing Provisioning Session.'
    post:
      operationId: createEdgeResourcesConfiguration
      summary: 'Create an Edge Resources Configuration within the scope of the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - edge-resource-configuration-create
      requestBody:
        description: 'A JSON representation of an Edge Resources Configuration'
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/EdgeResourcesConfiguration'
      responses:
        '201':
          description: 'Edge Resources Configuration Created'
          headers:
            Location:
              description: 'URL of the newly created Edge Resources Configuration.'
              required: true
              schema:
                $ref: 'TS26512_CommonData.yaml#/components/schemas/AbsoluteUrl'
  /provisioning-sessions/{provisioningSessionId}/edge-resources-configurations/{edgeResourcesConfigurationId}:
    parameters:
      - name: provisioningSessionId
        in: path
        required: true
        schema: 
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: 'The resource identifier of an existing Provisioning Session.'
      - name: edgeResourcesConfigurationId
        in: path
        required: true
        schema:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: 'The resource identifier of an existing Edge Resources Configuration.'
    get:
      operationId: retrieveEdgeResourcesConfiguration
      summary: 'Retrieve the Edge Resources Configuration of the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - edge-resource-configuration-read
      responses:
        '200':
          description: 'Success'
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/EdgeResourcesConfiguration'
    put:
      operationId: updateEdgeResourcesConfiguration
      summary: 'Update an Edge Resources Configuration for the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - edge-resource-configuration-put
      requestBody:
        description: 'A JSON representation of an Edge Resources Configuration'
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/EdgeResourcesConfiguration'
      responses:
        '204':
          description: 'Updated Edge Resources Configuration'
        '404':
          description: 'Not Found'
    patch:
      operationId: patchEdgeResourcesConfiguration
      summary: 'Patch the Edge Resources Configuration for the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - edge-resource-configuration-patch
      requestBody:
        description: 'A JSON representation of a Edge Resources Configuration'
        required: true
        content:
          application/merge-patch+json:
            schema:
              $ref: '#/components/schemas/EdgeResourcesConfiguration'
          application/json-patch+json:
            schema:
              $ref: '#/components/schemas/EdgeResourcesConfiguration'
      responses:
        '200':
          description: 'Patched Edge Resources Configuration'
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/EdgeResourcesConfiguration'
        '404':
          description: 'Not Found'
    delete: 
      operationId: destroyEdgeResourcesConfiguration
      security:
        - oAuth2ClientCredentials:
          - edge-resource-configuration-delete
      responses:
        '204':
          description: 'Destroyed Edge Resources Configuration'
        '404':
          description: 'Not Found'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes: 
            - edge-resource-configuration-create
            - edge-resource-configuration-read
            - edge-resource-configuration-put
            - edge-resource-configuration-patch
            - edge-resource-configuration-delete
  schemas:    
    EdgeResourcesConfiguration:
      type: object
      description: 'A representation of an Edge Resources Configuration resource.'
      required:
        - edgeResourcesConfigurationId
        - edgeManagementMode
        - easRequirements
      properties:
        edgeResourcesConfigurationId:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        edgeManagementMode:
          $ref: '#/components/schemas/EdgeManagementMode'
        eligibilityCriteria:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/EdgeProcessingEligibilityCriteria'
        easRequirements:
          $ref: '#/components/schemas/EASRequirements'
        easRelocationRequirements:
          $ref: '#/components/schemas/M1EASRelocationRequirements'

    M1EASRelocationRequirements:
      type: object
      description: 'Relocation requirements of an EAS.'
      required:
        - tolerance
      properties:
        tolerance:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/EASRelocationTolerance'
        maxInterruptionDuration:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/UintegerRm'
        maxResponseTimeDifference:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/UintegerRm'

    EASRequirements:
        type: object
        description: 'Requirements of an EAS.'
        properties:
          easProviderIds:
            type: array
            items:
              type: string
            minItems: 1
          easId:
            type: string
          easType:
            type: string
          easFeatures:
            type: array
            items:
              type: string
            minItems: 1
          serviceKpi:
            $ref: 'TS29558_Eees_EASRegistration.yaml#/components/schemas/EASServiceKPI'
          serviceArea:
            $ref: 'TS29558_Eecs_EESRegistration.yaml#/components/schemas/GeographicalServiceArea'
          serviceAvailabilitySchedule:
            type: array
            items:
              $ref: 'TS29122_CpProvisioning.yaml#/components/schemas/ScheduledCommunicationTime'
            minItems: 1
          serviceContinuityScenarios:
            type: array
            items:
              $ref: 'TS29558_Eecs_EESRegistration.yaml#/components/schemas/ACRScenario'
            minItems: 1
          serviceContinuitySupport:
            type: array
            items:
              $ref: 'TS29558_Eecs_EESRegistration.yaml#/components/schemas/ACRScenario'
            minItems: 1

    EdgeManagementMode:
      description: 'The management mode of an EAS.'
      anyOf:
        - type: string
          enum: [EM_AF_DRIVEN, EM_APP_DRIVEN]
        - type: string
          description: >
            This string provides forward-compatibility with future
            extensions to the enumeration but is not used to encode
            content defined in the present version of this API.



[bookmark: _Toc146627154]C.3.10	M1_EventDataProcessingProvisioning API
	openapi: 3.0.0
info:
  title: M1_EventDataProcessingProvisioning
  version: 2.0.1
  description: |
    5GMS AF M1 Event Data Processing Provisioning API
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
tags:
  - name: M1_EventDataProcessingProvisioning
    description: '5G Media Streaming: Provisioning (M1) APIs: Event Data Processing Provisioning'
externalDocs:
  description: 'TS 26.512 V17.4.0; 5G Media Streaming (5GMS); Protocols'
  url: 'https://www.3gpp.org/ftp/Specs/archive/26_series/26.512/'
security:
  - {}
  - oAuth2ClientCredentials: []
servers:
  - url: '{apiRoot}/3gpp-m1/v2'
    variables:
      apiRoot:
        default: https://example.com
        description: See 3GPP TS 29.512 clause 6.1.
paths:
  /provisioning-sessions/{provisioningSessionId}/event-data-processing-configurations:
    parameters:
      - name: provisioningSessionId
        in: path
        required: true
        schema: 
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: 'The resource identifier of an existing Provisioning Session.'
    post:
      operationId: createEventDataProcessingConfiguration
      summary: 'Supply an Event Data Processing Configuration for the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - event-data-processing-provisioning-create
      requestBody:
        description: 'A JSON representation of a Event Data Processing Configuration'
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/EventDataProcessingConfiguration'
      responses:
        '201':
          description: 'Event Data Processing Configuration Created'
          headers:
            Location:
              description: 'URL of the newly created Event Data Processing Configuration (same as request URL).'
              required: true
              schema:
                $ref: 'TS26512_CommonData.yaml#/components/schemas/AbsoluteUrl'
  /provisioning-sessions/{provisioningSessionId}/event-data-processing-configurations/{eventDataProcessingConfigurationId}:
    parameters:
      - name: provisioningSessionId
        in: path
        required: true
        schema: 
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: 'The resource identifier of an existing Provisioning Session.'
      - name: eventDataProcessingConfigurationId
        in: path
        required: true
        schema: 
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: 'The resource identifier of an Event Data Processing Configuration.'
    get:
      operationId: retrieveEventDataProcessingConfiguration
      summary: 'Retrieve the specified Event Data Processing Configuration of the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - event-data-processing-provisioning-read
      responses:
        '200':
          description: 'Success'
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/EventDataProcessingConfiguration'
    put:
      operationId: updateEventDataProcessingConfiguration
      summary: 'Update the specified Event Data Processing Configuration for the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - event-data-processing-provisioning-put
      requestBody:
        description: 'A JSON representation of a Event Data Processing Configuration'
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/EventDataProcessingConfiguration'
      responses:
        '204':
          description: 'Updated Event Data Processing Configuration'
        '404':
          description: 'Not Found'
    patch:
      operationId: patchEventDataProcessingConfiguration
      summary: 'Patch the specified Event Data Processing Configuration for the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - event-data-processing-provisioning-patch
      requestBody:
        description: 'A JSON representation of a Event Data Processing Configuration'
        required: true
        content:
          application/merge-patch+json:
            schema:
              $ref: '#/components/schemas/EventDataProcessingConfiguration'
          application/json-patch+json:
            schema:
              $ref: '#/components/schemas/EventDataProcessingConfiguration'
      responses:
        '200':
          description: 'Patched Event Data Processing Configuration'
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/EventDataProcessingConfiguration'
        '404':
          description: 'Not Found'
    delete:
      operationId: destroyEventDataProcessingConfiguration
      summary: 'Destroy the specified Event Data Processing Configuration of the specified Provisioning Session'
      security:
        - oAuth2ClientCredentials:
          - event-data-processing-provisioning-delete
      responses:
        '204':
          description: 'Destroyed Event Data Processing Configuration'
        '404':
          description: 'Not Found'
components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes:
            - event-data-processing-provisioning-create
            - event-data-processing-provisioning-read
            - event-data-processing-provisioning-put
            - event-data-processing-provisioning-patch
            - event-data-processing-provisioning-delete
  schemas:
    EventDataProcessingConfiguration:
      description: 'A representation of an Event Data Processing Configuration resource.'
      type: object
      required:
        - eventDataProcessingConfigurationId
        - eventId
        - dataAccessProfiles
      properties:
        eventDataProcessingConfigurationId:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        eventId:
          $ref: 'TS29517_Naf_EventExposure.yaml#/components/schemas/AfEvent'
        authorizationUrl:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/Url'
        dataAccessProfiles:
          type: array
          items:
            $ref: 'TS26532_Ndcaf_DataReportingProvisioning.yaml#/components/schemas/DataAccessProfile'



[bookmark: _Toc68899752][bookmark: _Toc71214503][bookmark: _Toc71722177][bookmark: _Toc74859229][bookmark: _Toc146627155][bookmark: _Toc28013569][bookmark: _Toc36040407]C.4	OpenAPI representation of the M5 APIs
[bookmark: _Toc68899753][bookmark: _Toc71214504][bookmark: _Toc71722178][bookmark: _Toc74859230][bookmark: _Toc146627156][bookmark: MCCQCTEMPBM_00000092]C.4.1	M5_ServiceAccessInformation API
	[bookmark: _MCCTEMPBM_CRPT71130716___5][bookmark: MCCQCTEMPBM_00000075]openapi: 3.0.0
info:
  title: M5_ServiceAccessInformation
  version: 2.3.0
  description: |
    5GMS AF M5 Service Access Information API
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
tags:
  - name: M5_ServiceAccessInformation
    description: '5G Media Streaming: Media Session Handling (M5) APIs: Service Access Information'
externalDocs:
  description: 'TS 26.512 V17.6.0; 5G Media Streaming (5GMS); Protocols'
  url: 'https://www.3gpp.org/ftp/Specs/archive/26_series/26.512/'
security:
  - {}
  - oAuth2ClientCredentials: []
  - oAuth2AuthorizationCode: []
servers:
  - url: '{apiRoot}/3gpp-m5/v2'
    variables:
      apiRoot:
        default: https://example.com
        description: See 3GPP TS 29.512 clause 6.1.
paths:
  /service-access-information/{provisioningSessionId}:
    parameters:
      - name: provisioningSessionId
        description: 'The resource identifier of an existing Provisioning Session.'
        in: path
        required: true
        schema:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
    get:
      operationId: retrieveServiceAccessInformation
      summary: 'Retrieve the Service Access Information resource'
      security:
        - oAuth2ClientCredentials:
          - service-access-information-read
        - oAuth2AuthorizationCode:
          - service-access-information-read
      responses:
        '200':
          description: 'Success'
          content:
            application/json:
              schema:
                  $ref: '#/components/schemas/ServiceAccessInformationResource'
        '404':
          description: 'Not Found'
components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes: 
            - service-access-information-read
    oAuth2AuthorizationCode:
      type: oauth2
      flows:
        authorizationCode:
          authorizationUrl: '{authorizationUrl}'
          tokenUrl: '{tokenUrl}'
          scopes: 
            - service-access-information-read

  schemas:
    M5MediaEntryPoint:
      description: "A typed entry point for downlink or uplink media streaming."
      type: object
      required:
        - locator
        - contentType
      properties:
        locator:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/AbsoluteUrl'
        contentType:
          type: string
        profiles:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
          minItems: 1

    ServerAddresses:
      description: "A set of application endpoint addresses."
      type: array
      items:
        $ref: 'TS26512_CommonData.yaml#/components/schemas/AbsoluteUrl'
      minItems: 1

    ServiceAccessInformationResource:
      description: "A representation of a Service Access Information resource."
      type: object
      required:
      - provisioningSessionId
      - provisioningSessionType
      properties:
        provisioningSessionId:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        provisioningSessionType:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ProvisioningSessionType'
        streamingAccess:
          type: object
          properties:
            entryPoints:
              type: array
              items:
                $ref: '#/components/schemas/M5MediaEntryPoint'
            eMBMSServiceAnnouncementLocator:
              $ref: 'TS26512_CommonData.yaml#/components/schemas/AbsoluteUrl'
        clientConsumptionReportingConfiguration:
          type: object
          required:
            - serverAddresses
            - locationReporting
            - samplePercentage
          properties:
            reportingInterval:
              $ref: 'TS29571_CommonData.yaml#/components/schemas/DurationSec'
            serverAddresses:
              $ref: '#/components/schemas/ServerAddresses'
            locationReporting:
              type: boolean
            accessReporting:
              type: boolean
            samplePercentage:
              $ref: 'TS26512_CommonData.yaml#/components/schemas/Percentage'
        dynamicPolicyInvocationConfiguration:
          type: object
          required:
            - serverAddresses
            - validPolicyTemplateIds
            - sdfMethods
          properties: 
            serverAddresses:
              $ref: '#/components/schemas/ServerAddresses'
            validPolicyTemplateIds:
              type: array
              items: 
                $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
              minItems: 0
            sdfMethods:
              type: array
              items:
                $ref: 'TS26512_CommonData.yaml#/components/schemas/SdfMethod'
              minItems: 0
            externalReferences:
              type: array
              items:
                type: string
              minItems: 1
        clientMetricsReportingConfiguration:
          type: array
          items:
            type: object
            required:
            - serverAddresses
            - scheme
            - samplePercentage
            - urlFilters
            - samplingPeriod
            - metrics
            properties:
              serverAddresses:
                $ref: '#/components/schemas/ServerAddresses'
              scheme:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
              dataNetworkName:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'
              reportingInterval:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/DurationSec'
              samplePercentage:
                $ref: 'TS26512_CommonData.yaml#/components/schemas/Percentage'
              urlFilters:
                type: array
                items:
                  type: string
                minItems: 0
              samplingPeriod:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/DurationSec'
              metrics:
                type: array
                items:
                  type: string
        networkAssistanceConfiguration:
          type: object
          required: 
            - serverAddresses
          properties:
            serverAddresses:
              $ref: '#/components/schemas/ServerAddresses'
[bookmark: _MCCTEMPBM_CRPT71130717___7]        clientEdgeResourcesConfiguration:
          type: object
          required:
            - easDiscoveryTemplate
          properties:
            eligibilityCriteria:
              $ref: 'TS26512_CommonData.yaml#/components/schemas/EdgeProcessingEligibilityCriteria'
            easDiscoveryTemplate:
              $ref: '#/components/schemas/EASDiscoveryTemplate'
            easRelocationRequirements:
              $ref: '#/components/schemas/M5EASRelocationRequirements'

    M5EASRelocationRequirements:
      description: 'Relocation requirements of an EAS.'
      type: object
      required:
        - tolerance
      properties:
        tolerance:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/EASRelocationTolerance'
        maxInterruptionDuration:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/UintegerRm'

    EASDiscoveryTemplate:
      description: 'A template for discovering an EAS instance .'
      type: object
      properties:
        easId:
          type: string
        easType:
          type: string
        easProviderIds:
          type: array
          items:
            type: string
          minItems: 1
        serviceFeatures:
          type: array
          items:
            type: string
          minItems: 1



[bookmark: _Toc68899754][bookmark: _Toc71214505][bookmark: _Toc71722179][bookmark: _Toc74859231][bookmark: _Toc146627157][bookmark: MCCQCTEMPBM_00000093]C.4.2	M5_ConsumptionReporting API
	[bookmark: _MCCTEMPBM_CRPT71130719___5]openapi: 3.0.0
info:
  title: M5_ConsumptionReporting
  version: 2.1.0
  description: |
    5GMS AF M5 Consumption Reporting API
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
tags:
  - name: M5_ConsumptionReporting
    description: '5G Media Streaming: Media Session Handling (M5) APIs: Consumption Reporting'
externalDocs:
  description: 'TS 26.512 V17.6.0; 5G Media Streaming (5GMS); Protocols'
  url: 'https://www.3gpp.org/ftp/Specs/archive/26_series/26.512/'
security:
  - {}
  - oAuth2ClientCredentials: []
  - oAuth2AuthorizationCode: []
servers:
  - url: '{apiRoot}/3gpp-m5/v2'
    variables:
      apiRoot:
        default: https://example.com
        description: See 3GPP TS 29.512 clause 6.1.
paths:
  /consumption-reporting/{provisioningSessionId}:
    parameters:
      - name: provisioningSessionId
        in: path
        required: true
        schema:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: 'See 3GPP TS 26.512 clause 11.3.2.'
    post:
      operationId: submitConsumptionReport
      summary: 'Submit a Consumption Report'
      security:
        - oAuth2ClientCredentials:
          - consumption-reporting-create
        - oAuth2AuthorizationCode:
          - consumption-reporting-create
      requestBody:
        description: 'A Consumption Report'
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/ConsumptionReport'
      responses:
        '204':
          description: 'Consumption Report Accepted'
        '400':
          description: 'Bad Request'
        '415':
          description: 'Unsupported Media Type'
components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes:
            - consumption-reporting-create
    oAuth2AuthorizationCode:
      type: oauth2
      flows:
        authorizationCode:
          authorizationUrl: '{authorizationUrl}'
          tokenUrl: '{tokenUrl}'
          scopes: 
            - consumption-reporting-create
  schemas:
    ConsumptionReport:
      description: "A representation of a Consumption Report."
      type: object
      required:
        - mediaPlayerEntry
        - reportingClientId
        - consumptionReportingUnits
      properties:
        mediaPlayerEntry:
          type: string
        reportingClientId:
          type: string
        consumptionReportingUnits:
          type: array
          items: 
            $ref: '#/components/schemas/ConsumptionReportingUnit'
    ConsumptionReportingUnit:
      description: "A Consumption Reporting Unit."
      type: object
      required:
        - mediaConsumed
        - startTime
        - duration
      properties:
        mediaConsumed:
          type: string
        mediaEndpointAddress:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/EndpointAddress'
        startTime:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        duration:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DurationSec'
        locations:
          type: array
          items:
            $ref: 'TS26512_CommonData.yaml#/components/schemas/TypedLocation'
          minItems: 1



[bookmark: _Toc68899755][bookmark: _Toc71214506][bookmark: _Toc71722180][bookmark: _Toc74859232][bookmark: _Toc146627158][bookmark: MCCQCTEMPBM_00000094]C.4.3	M5_MetricsReporting API
	[bookmark: _MCCTEMPBM_CRPT71130720___5]openapi: 3.0.0
info:
  title: M5_MetricsReporting
  version: 2.0.0
  description: |
    5GMS AF M5 Metrics Reporting API
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
tags:
  - name: M5_ConsumptionReporting
    description: '5G Media Streaming: Media Session Handling (M5) APIs: Metrics Reporting'
externalDocs:
  description: 'TS 26.512 V17.2.0; 5G Media Streaming (5GMS); Protocols'
  url: 'https://www.3gpp.org/ftp/Specs/archive/26_series/26.512/'
security:
  - {}
  - oAuth2ClientCredentials: []
  - oAuth2AuthorizationCode: []
servers:
  - url: '{apiRoot}/3gpp-m5/v2'
    variables:
      apiRoot:
        default: https://example.com
        description: See 3GPP TS 29.512 clause 6.1.
paths:
  /metrics-reporting/{provisioningSessionId}/{metricsReportingConfigurationId}:
    parameters:
      - name: provisioningSessionId
        in: path
        required: true
        schema:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: 'The resource identifier of an existing Provisioning Session.'
      - name: metricsReportingConfigurationId
        in: path
        required: true
        schema:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        description: 'The resource identifier of a Metrics Configuration in the specified Provisioning Session.'
    post:
      operationId: submitMetricsReport
      summary: 'Submit a Metrics Report'
      security:
        - oAuth2ClientCredentials:
          - metrics-reporting-create
        - oAuth2AuthorizationCode:
          - metrics-reporting-create
      requestBody:
        description: 'A Metrics Report'
        required: true
        content:
          application/3gpdash-qoe-report+xml:
            schema:
              type: string
              format: xml
          application/*:
            schema:
              type: string
      responses:
        '204':
          description: 'Metrics Report Accepted'
        '400':
          description: 'Bad Request'
        '415':
          description: 'Unsupported Media Type'
components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes:
            - metrics-reporting-create
    oAuth2AuthorizationCode:
      type: oauth2
      flows:
        authorizationCode:
          authorizationUrl: '{authorizationUrl}'
          tokenUrl: '{tokenUrl}'
          scopes: 
            - metrics-reporting-create




[bookmark: _Toc68899756][bookmark: _Toc71214507][bookmark: _Toc71722181][bookmark: _Toc74859233][bookmark: _Toc146627159][bookmark: MCCQCTEMPBM_00000095]C.4.4	M5_DynamicPolicies API
	openapi: 3.0.0
info:
  title: M5_DynamicPolicies
  version: 2.0.2
  description: |
    5GMS AF M5 Dynamic Policy API
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
tags:
  - name: M5_DynamicPolicies
    description: '5G Media Streaming: Media Session Handling (M5) APIs: Dynamic Policies'
externalDocs:
  description: 'TS 26.512 V17.6.0; 5G Media Streaming (5GMS); Protocols'
  url: 'https://www.3gpp.org/ftp/Specs/archive/26_series/26.512/'
security:
  - {}
  - oAuth2ClientCredentials: []
  - oAuth2AuthorizationCode: []
servers:
  - url: '{apiRoot}/3gpp-m5/v2'
    variables:
      apiRoot:
        default: https://example.com
        description: See 3GPP TS 29.512 clause 6.1.
paths:
  /dynamic-policies:
    post:
      operationId: createDynamicPolicy
      summary: 'Create (and optionally upload) a new Dynamic Policy resource'
      security:
        - oAuth2ClientCredentials:
          - dynamic-policy-create
        - oAuth2AuthorizationCode:
          - dynamic-policy-create

      requestBody:
        description: 'An optional JSON representation of a Dynamic Policy resource'
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/DynamicPolicy'
      responses:
        '201':
          description: 'Created Dynamic Policy Resource'
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/DynamicPolicy'
          headers:
            Location:
              description: 'The URL of the newly created Dynamic Policy resource'
              required: true
              schema:
                $ref: 'TS26512_CommonData.yaml#/components/schemas/AbsoluteUrl'
        '400':
          description: 'Bad Request'
        '401':
          description: 'Unauthorized'
 
  /dynamic-policies/{dynamicPolicyId}:
    parameters:
      - name: dynamicPolicyId
        description: 'The resource identifier of a Dynamic Policy resource'
        in: path
        required: true
        schema:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
    get:
      operationId: retrieveDynamicPolicy
      summary: 'Retrieve an existing Dynamic Policy resource'
      security:
        - oAuth2ClientCredentials:
          - dynamic-policy-read
        - oAuth2AuthorizationCode:
          - dynamic-policy-read
      responses:
        '200':
          description: 'Success'
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/DynamicPolicy'
        '400':
          description: 'Bad Request'
        '401':
          description: 'Unauthorized'
        '404':
          description: 'Not Found'
    put:
      operationId: updateDynamicPolicy
      summary: 'Update an existing Dynamic Policy resource'
      security:
        - oAuth2ClientCredentials:
          - metrics-reporting-put
        - oAuth2AuthorizationCode:
          - metrics-reporting-put
      requestBody:
        description: 'A replacement JSON representation of a Dynamic Policy resource'
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/DynamicPolicy'
      responses:
        '400':
          description: 'Bad Request'
        '401':
          description: 'Unauthorized'
        '404':
          description: 'Not found'
    patch:
      operationId: patchDynamicPolicy
      summary: 'Patch an existing Dynamic Policy resource'
      security:
        - oAuth2ClientCredentials:
          - dynamic-policy-patch
        - oAuth2AuthorizationCode:
          - dynamic-policy-patch
      requestBody:
        description: 'A JSON patch to a Dynamic Policy resource'
        required: true
        content:
          application/merge-patch+json:
            schema:
              $ref: '#/components/schemas/DynamicPolicy'
          application/json-patch+json:
            schema:
              $ref: '#/components/schemas/DynamicPolicy'
      responses:
        '200':
          description: 'Patched Dynamic Policy'
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/DynamicPolicy'
        '204':
          description: 'Patched Dynamic Policy'
        '400':
          description: 'Bad Request'
        '401':
          description: 'Unauthorized'
        '404':
          description: 'Not found'
    delete:
      operationId: destroyDynamicPolicy
      summary: 'Destroy an existing Dynamic Policy resource'
      security:
        - oAuth2ClientCredentials:
          - dynamic-policy-delete
        - oAuth2AuthorizationCode:
          - dynamic-policy-delete
      responses:
        '204':
          description: 'Destroyed Dynamic Policy'
        '400':
          description: 'Bad Request'
        '401':
          description: 'Unauthorized'
        '404':
          description: 'Not Found'
components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes:
            - dynamic-policy-create
            - dynamic-policy-read
            - dynamic-policy-put
            - dynamic-policy-patch
            - dynamic-policy-delete
    oAuth2AuthorizationCode:
      type: oauth2
      flows:
        authorizationCode:
          authorizationUrl: '{authorizationUrl}'
          tokenUrl: '{tokenUrl}'
          scopes: 
            - dynamic-policy-create
            - dynamic-policy-read
            - dynamic-policy-put
            - dynamic-policy-patch
            - dynamic-policy-delete
  schemas:
    DynamicPolicy:
      description: "A representation of a Dynamic Policy resource."
      type: object
      required:
        - dynamicPolicyId
        - policyTemplateId
        - serviceDataFlowDescriptions
        - provisioningSessionId
      properties:
        dynamicPolicyId:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        policyTemplateId:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        serviceDataFlowDescriptions:
          type: array
          items: 
            $ref: 'TS26512_CommonData.yaml#/components/schemas/ServiceDataFlowDescription'
        mediaType:
          $ref: 'TS29514_Npcf_PolicyAuthorization.yaml#/components/schemas/MediaType'
        provisioningSessionId:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        qosSpecification:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/M5QoSSpecification'
        enforcementMethod:
          type: string
        enforcementBitRate:
          type: integer



[bookmark: _Toc68899757][bookmark: _Toc71214508][bookmark: _Toc71722182][bookmark: _Toc74859234][bookmark: _Toc146627160][bookmark: MCCQCTEMPBM_00000096]C.4.5	M5_NetworkAssistance API
	openapi: 3.0.0
info:
  title: M5_NetworkAssistance
  version: 2.1.0
  description: |
    5GMS AF M5 Network Assistance API
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
tags:
  - name: M5_NetworkAssistance
    description: '5G Media Streaming: Media Session Handling (M5) APIs: Network Assistance'
externalDocs:
  description: 'TS 26.512 V17.6.0; 5G Media Streaming (5GMS); Protocols'
  url: 'https://www.3gpp.org/ftp/Specs/archive/26_series/26.512/'
security:
  - {}
  - oAuth2ClientCredentials: []
  - oAuth2AuthorizationCode: []
servers:
  - url: '{apiRoot}/3gpp-m5/v2'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in subclause 4.4.1 of 3GPP TS 29.501.
paths:
  /network-assistance/:
    post:
      operationId: createNetworkAssistanceSession
      summary: 'Create a new Network Assistance Session.'
      security:
        - oAuth2ClientCredentials:
          - network-assistance-create
        - oAuth2AuthorizationCode:
          - network-assistance-create
      requestBody:
        description: 'The initial parameters for the Network Assistance Session resource'
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/NetworkAssistanceSession'
      responses:
        '201':
          description: 'Created Network Assistance Session'
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/NetworkAssistanceSession'
          headers:
            Location:
              description: 'The URL of the newly created Network Assistance Session resource'
              required: true
              schema:
                $ref: 'TS26512_CommonData.yaml#/components/schemas/AbsoluteUrl'
        '400':
          description: 'Bad Request'
        '401':
          description: 'Unauthorized'

  /network-assistance/{naSessionId}:
    parameters:
      - name: naSessionId
        description: 'The resource identifier of an existing Network Assistance Session resource'
        in: path
        required: true
        schema:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
    get:
      operationId: retrieveNetworkAssistanceSession
      summary: 'Retrieve an existing Network Assistance Session resource'
      security:
        - oAuth2ClientCredentials:
          - network-assistance-get
        - oAuth2AuthorizationCode:
          - network-assistance-get
      responses:
        '200':
          description: 'A JSON representation of a Network Assistance Session resource'
          content:
            application/json:
              schema:
                  $ref: '#/components/schemas/NetworkAssistanceSession'
        '400':
          description: 'Bad Request'
        '401':
          description: 'Unauthorized'
        '404':
          description: 'Not Found'
    put:
      operationId: updateNetworkAssistanceSession
      summary: 'Update an existing Network Assistance Session resource'
      security:
        - oAuth2ClientCredentials:
          - network-assistance-put
        - oAuth2AuthorizationCode:
          - network-assistance-put
      requestBody:
        description: 'A replacement JSON representation of a Network Assistance Session resource'
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/NetworkAssistanceSession'
      responses:
        '400':
          description: 'Bad Request'
        '401':
          description: 'Unauthorized'
        '404':
          description: 'Not found'
    patch:
      operationId: patchNetworkAssistanceSession
      summary: 'Patch an existing Network Assistance Session resource'
      security:
        - oAuth2ClientCredentials:
          - network-assistance-patch
        - oAuth2AuthorizationCode:
          - network-assistance-patch
      requestBody:
        description: 'A JSON patch to a Network Assistance Session resource'
        required: true
        content:
          application/merge-patch+json:
            schema:
              $ref: '#/components/schemas/NetworkAssistanceSession'
          application/json-patch+json:
            schema:
              $ref: '#/components/schemas/NetworkAssistanceSession'
      responses:
        '200':
          description: 'Patched Network Assistance Session'
          content:
            application/json:
              schema:
                  $ref: '#/components/schemas/NetworkAssistanceSession'
        '204':
          description: 'Patched Network Assistance Session'
        '400':
          description: 'Bad Request'
        '401':
          description: 'Unauthorized'
        '404':
          description: 'Not Found'
    delete:
      operationId: destroyNetworkAssistanceSession
      summary: 'Destroy an existing Network Assistance Session resource'
      security:
        - oAuth2ClientCredentials:
          - network-assistance-delete
        - oAuth2AuthorizationCode:
          - network-assistance-delete
      responses:
        '204':
          description: 'Destroyed Network Assistance Session'
        '400':
          description: 'Bad Request'
        '401':
          description: 'Unauthorized'
        '404':
          description: 'Not Found'

  /network-assistance/{naSessionId}/recommendation:
    get:
      operationId: requestBitRateRecommendation
      summary: 'Obtain a bit rate recommendation for the next recommendation window'
      security:
        - oAuth2ClientCredentials:
          - network-assistance-getrec
        - oAuth2AuthorizationCode:
          - network-assistance-getrec
      parameters:
        - name: naSessionId
          description: 'The resource identifier of an existing Network Assistance Session resource'
          in: path
          required: true
          schema:
            type: string
      responses:
        '200':
          description: 'Success'
          content:
            application/json:
              schema:
                  $ref: 'TS26512_CommonData.yaml#/components/schemas/M5QoSSpecification'
        '400':
          description: 'Bad Request'
        '401':
          description: 'Unauthorized'
        '404':
          description: 'Not Found'
  /network-assistance/{naSessionId}/boost-request:
    post:
      operationId: requestDeliveryBoost
      summary: 'Request a delivery boost'
      security:
        - oAuth2ClientCredentials:
          - network-assistance-boost
        - oAuth2AuthorizationCode:
          - network-assistance-boost
      parameters:
        - name: naSessionId
          description: 'The resource identifier of an existing Network Assistance Session resource'
          in: path
          required: true
          schema:
            type: string
      responses:
        '200':
          description: 'Delivery Boost Request Processed'
          content:
            application/json:
              schema:
                  $ref: 'TS26512_CommonData.yaml#/components/schemas/OperationSuccessResponse'
        '400':
          description: 'Bad Request'
        '401':
          description: 'Unauthorized'
        '404':
          description: 'Not Found'
components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes:
            - network-assistance-create
            - network-assistance-read
            - network-assistance-put
            - network-assistance-patch
            - network-assistance-delete
            - network-assistance-getrec
            - network-assistance-boost
    oAuth2AuthorizationCode:
      type: oauth2
      flows:
        authorizationCode:
          authorizationUrl: '{authorizationUrl}'
          tokenUrl: '{tokenUrl}'
          scopes: 
            - network-assistance-create
            - network-assistance-read
            - network-assistance-put
            - network-assistance-patch
            - network-assistance-delete
            - network-assistance-getrec
            - network-assistance-boost
  schemas:
    NetworkAssistanceSession:
      description: "A representation of a Network Assistance Session resource."
      type: object
      required: 
        - naSessionId
        - provisioningSessionId
        - serviceDataFlowDescriptions
      properties:
        naSessionId:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        provisioningSessionId:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        serviceDataFlowDescriptions:
          type: array
          items: 
            $ref: 'TS26512_CommonData.yaml#/components/schemas/ServiceDataFlowDescription'
          minItems: 1
        mediaType:
          $ref: 'TS29514_Npcf_PolicyAuthorization.yaml#/components/schemas/MediaType'
        policyTemplateId:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/ResourceId'
        requestedQoS:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/M5QoSSpecification'
        recommendedQoS:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/M5QoSSpecification'
        notficationURL:
          $ref: 'TS26512_CommonData.yaml#/components/schemas/AbsoluteUrl'
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[bookmark: MCCQCTEMPBM_00000097]For the purpose of referencing entities defined in this clause, it shall be assumed that the OpenAPI definitions below are contained in a physical file named "TS26512_R4_DataReporting.yaml".
	openapi: 3.0.0
info:
  title: 5GMS Data Reporting data types
  version: 1.0.1
  description: |
    5GMS Data Reporting data types
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
tags:
  - name: 5GMS Data Reporting data types
    description: '5G Media Streaming: Data Reporting data types'

externalDocs:
  description: 'TS 26.512 V17.4.0; 5G Media Streaming (5GMS); Protocols'
  url: 'https://www.3gpp.org/ftp/Specs/archive/26_series/26.512/'

paths: {}

components:
  schemas:
   MediaStreamingAccessRecord:
       allOf:
        - $ref: 'TS26532_Ndcaf_DataReporting.yaml#/components/schemas/BaseRecord'
        - type: object
          required:
            - mediaStreamHandlerEndpointAddress
            - applicationServerEndpointAddress
            - requestMessage
            - responseMessage
            - processingLatency
          properties:
            mediaStreamHandlerEndpointAddress:
              $ref: 'TS26512_CommonData.yaml#/components/schemas/EndpointAddress'
            applicationServerEndpointAddress:
              $ref: 'TS26512_CommonData.yaml#/components/schemas/EndpointAddress'
            sessionIdentifier:
              type: string
            requestMessage:
              type: object
              required:
                - method
                - url
                - protocolVersion
                - size
                - bodySize
              properties:
                method:
                  type: string
                url:
                  $ref: 'TS26512_CommonData.yaml#/components/schemas/AbsoluteUrl'
                protocolVersion:
                  type: string
                range:
                  type: string
                size:
                  $ref: 'TS29571_CommonData.yaml#/components/schemas/Uinteger'
                bodySize:
                  $ref: 'TS29571_CommonData.yaml#/components/schemas/Uinteger'
                contentType:
                  type: string
                userAgent:
                  type: string
                userIdentity:
                  type: string
                referer:
                  $ref: 'TS26512_CommonData.yaml#/components/schemas/AbsoluteUrl'
            cacheStatus:
              $ref: 'TS26512_CommonData.yaml#/components/schemas/CacheStatus'
            responseMessage:
              type: object
              required:
                - responseCode
                - size
                - bodySize
              properties:
                responseCode:
                  $ref: 'TS29571_CommonData.yaml#/components/schemas/Uinteger'
                size:
                  $ref: 'TS29571_CommonData.yaml#/components/schemas/Uinteger'
                bodySize:
                  $ref: 'TS29571_CommonData.yaml#/components/schemas/Uinteger'
                contentType:
                  type: string
            processingLatency:
              $ref: 'TS29571_CommonData.yaml#/components/schemas/Float'
            connectionMetrics:
              type: object
              required:
                - meanNetworkRoundTripTime
                - networkRoundTripTimeVariation
                - congestionWindowSize
              properties:
                meanNetworkRoundTripTime:
                  $ref: 'TS29571_CommonData.yaml#/components/schemas/Float'
                networkRoundTripTimeVariation:
                  $ref: 'TS29571_CommonData.yaml#/components/schemas/Float'
                congestionWindowSize:
                  $ref: 'TS29571_CommonData.yaml#/components/schemas/Uinteger'
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6.9 Per-application-authorization

The 5G Media Streaming Architecture enables a 5SGMS-Aware Application to access certain network features, in
alignment with the SGMS Application Provider. The Key Issue explores the usage of OAuth 2.0 for per-application
authorization of different 5G System features, for example to prevent misuse. The Key Issue specifically addresses use-
cases, when a UE hosts multiple SGMS-Aware Applications from different SGMS Application Providers.

It is recommended to specify the usage of OAuth 2.0 (according to the SA3 guidelines) within a normative work item.




image2.png
The resource here is a policy, e.g.
better QoS or zero rating

Resource User Resource Server Resource Owner
(wants to benefit (e.g. gives access to resource (e.g. Controls the
from resource) usage) resource usage)

Provisioning Applcation
Provider #2

Trusted DN External DN




