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1. Discussion

According to conclusion and suggestion regarding the discussion of S4aV230092 at Video SWG Telco (5th December 2023), this contribution is proposed to add the general requirements and status from other 3GPP WGs on security and privacy to the PD of FS_AVATAR. 

[bookmark: _Toc142989056]---------------------------------------------- Proposed text --------------------------------------------------
2.X	Security and Privacy Requirements

At SA1#104, the TS 22.156 (V19.0.0) on ‘Mobile Metaverse Services’ was completed in 2023. It includes the Rel-19 security, authorization and privacy requirements which is related with Avatar communication, as below: 

	7.2.1	General
[bookmark: _Hlk156403553][R-7.2.1-001] Subject to operator policy, regulatory requirements and user consent, the 5G system shall be able to support mechanisms to expose to a trusted third party the result of the UE authenticating the user.
NOTE: 	How a UE authenticates the user's identity at the terminal equipment, e.g., using biometrics, is out of the scope of the present document.

7.2.3	Avatar-based real-time communication
[R-7.2.3-001] Subject to operator policy, regulatory requirements and user consent, the 5G system shall be able to authorize the avatar to be used in mobile metaverse services. 
[R-7.2.3-002] Subject to operator policy, regulatory requirements, and user consent, the 5G system shall provide time-bound authorization for specified subscribers to use an avatar in mobile metaverse services. 
[R-7.2.3-003] Subject to operator policy, regulatory requirements and user consent, the 5G system shall be able to identify the subscriber who has the right to use an avatar in mobile metaverse services.
[R-7.2.3-004] Subject to operator policy, regulatory requirements and user consent, the 5G system shall provide a means to temporarily authorize a third party to use a subscriber's digital representation and access specific multimedia communication services on behalf of the subscriber, including not by means of a UE, with restrictive conditions e.g., authorized list of parties.



At SA3 #113, a new Rel-19 SID on ‘the security support for the Next Generation Real Time Communication services Phase 2’ was agreed (S3-235085), and the objective of this study includes the aspects might be related with security support to Avatar communication:

	
-	WT1: IMS third party identity security handling
NOTE 1:	The related SA3 study in Rel-18 captured in TR 33.890 will be taken into account if applicable. 
-	WT2: Studying the security handling of the enhancements to IMS media plane to support the use cases of IMS based Metaverse services. 
NOTE 2:	New objectives can be added to address security aspects of other key issues introduced in SA2 after further progress made in SA2.





In summary, the 5G system shall be able to provide necessary security mechanisms to support the use cases of Avatar communications. 

_____________________ End of Changes________________________________________


2. Proposal 
[bookmark: _Hlk156402380][bookmark: _Hlk147407883]It is proposed to add the above text into FS_AVATAR PD. 
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