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Background 
GSMA TSG IMSDCAS is currently working on specifying IMS data channel Application Programming Interface (API) that will be documented in GSMA PRD TS.66 - IMS Data Channel API. This activity focuses on the data channel capable User Equipment (UE) implementing 3GPP TS 26.114 defined DCMTSI client in terminal and uses as the API baseline W3C WebRTC1.0 recommendation. 

The IMS data channel applications defined in 3GPP Rel-16/17/18 TS 26.114 must run within a context of active IMS call initiated by human-to-machine interface associated with DCTMSTI client in terminal further referred as the dialler. The dialler provides the initial execution context for IMS data channel applications and once the application is selected the application user interface comes in focus and the dialler is iconized and put into the background.  The data channel applications use IMS data channel API to access IETF RFC 8831 defined WebRTC data channels to transfer the application data.

In compliance with GSMA guidelines to assess and address the security concerns of any new solutions GSMA NG.134 had provided the basic security profile for IMS data channels. The basic security assumption is that JavaScript based IMS data channel applications may have malicious intent however the run time, e.g., JavaScript engine and API framework, isolates and protects users from the mal intent. In general, the approach follows the philosophy applicable to a wider JavaScript ecosystem where HTML/JavaScript is not certified and is always executed by the JavaScript engine subject to the applicable security rules and constrains, e.g. CORS (Cross-origin Resource Sharing).

While the baseline security profile is covered in NG.134 the IMS date channel applications and API brings about some novel challenges that have not been addressed at all by 3GPP and those concern both the JavaScript access to IMS stack signalling services and the general consent to execute JavaScript within the context of call. IETF RFC 8827 had addressed similar aspects but only in a context of web browser not an IMS call. And IETF RFC 8827 or W3C WebRTC1.0 have not investigated the mechanisms to protect signalling plane from the malicious intent.

GSMA TSG IMSDCAS#7 has discussed IMS data channel signalling services interface and the related possible JavaScript security requirements. Specifically, whether the JavaScript data channel application should request and be authorized to use DCMTSI client in terminal signalling services. The discussion is reflected in the attached IMSDCAS07_014 document and brings to the attention the fact that 3GPP Rel-16 defined data channels enlarge the attack surface by allowing for not only the device vendor-controlled software but also for 3rd party JavaScript access to DCMTSI client in terminal signalling procedures. 

However, no conclusion was reached and currently no guideline exists within 3GPP or GSMA whether and how to grant JavaScript access to SIP procedures at the same time preventing malicious intent, e.g., DoS, or other signalling related abnormal behaviours that might also result from programming errors.

Section 6.2 of IETF RFC 8827 defines the device permission model and section 6.3 of IETF RFC 8827 defines the communications consensus model aiming to prevent unauthorized data flows between the end points. No such consensus model or device permission model exists for IMS related scenarios. While at this time data channel applications should not in principle access microphone or camera since GSMA IR.92 and GSMA IR.94 media is mandated therefore temporarily removing requirement for implementing the device permission model. However the consensus question remains valid in a wider context. 3GPP TS 26.114 does not specify whether the data channel applications should request consent or permission at all to execute within the context of call (or dialler) on permanent or single call basis.  It remains unspecified how the data channel application obtains the consent or permission to execute and how it is granted the screen control. 

GSMA plans to complete two IMS data channel PRDs in 2024, e.g., GSMA TS.65 and GSMA TS.66, and would like to ensure that the security guidelines are sufficiently complete, that the signalling interface does not introduce any new threat vectors to IMS signalling plane and that the applications are granted all required consensuses to be executed within the context of call.


Request to 3GPP SA3
GSMA TSG IMSDCAS kindly requests 3GPP SA3 to:
1. Review GSMA PRD NG.134 and confirm whether the security mechanism described in section 6.2.1 are sufficient to address 3GPP security requirements.

2. Confirm whether 3rd party JavaScript IMS data channel applications downloaded from Data Channel Server should request authorization to access DCMTSI client in terminal service prior to sending SIP re-Invite as required by 3GPP TS 26.114? or JavaScript applications may access and use DCMTSI client in terminal services without the need for authorization?

3. Confirm whether JavaScript data channel applications should seek consensus/permission to execute and control the screen from UE or from any other entity. 

4. Take an action to address any security gaps that there might result from the above points and then recommend the relevant mechanisms.
Attachments
GSMA PRD NG.134
IMSDCAS07_014
Contact
In the case of further questions and/or feedback these can be directed to Paul Gosden, GSMA Terminals Director [mailto:paul.gosden@gsma.com].
NEXT IMSDCAS MEETINGS: 
IMSDCAS#10		7th February 2024, Online meeting
IMSDCAS#11 		4th & 5th March 2024, San Diego
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