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1. Introduction
This pCR proposes to introduce a solution to deliver the trusted RTC user identity in the RTC networks considering the collaboration scenario 4, as a security consideration.
2. Reason for Change
The solution for issue#10 (Security considerations) is needed for the completion of this TR.
3. Proposal
It is proposed to agree on the following changes to 3GPP TR 26.930.
* * * First Change * * * *
2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.222: "Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs; Stage 2".
[3]	3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[4]	3GPP TS 23.501: "System architecture for the 5G System (5GS); Stage 2".
[5]	3GPP TS 23.502: "Procedures for the 5G System (5GS); Stage 2".
[6]	3GPP TS 23.548: "5G System Enhancements for Edge Computing; Stage 2".
[7]	3GPP TS 23.558: "Architecture for enabling Edge Applications".
[8]	3GPP TS 24.371: "Web Real-Time Communications (WebRTC) access to the IP Multimedia (IM) Core Network (CN) subsystem (IMS); Stage 3; Protocol specification".
[9]	3GPP TS 26.113: "Real-Time Media Communication; Protocols and APIs".
[10]	3GPP TS 26.506: "5G Real-time Media Communication Architecture (Stage 2)".
[11]	3GPP TS 26.512: "5G Media Streaming (5GMS); Protocols".
[ZZ]	3GPP TS 29.165: "Inter-IMS Network to Network Interface (NNI)".
[12]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[13]	IETF RFC 791: "Internet Protocol".
[14]	IETF RFC 793: "Transmission Control Protocol".
[15]	IETF RFC 1113: "Privacy enhancement for Internet electronic mail: Part I - message encipherment and authentication procedures".
[16]	IETF RFC 3261: "SIP: Session Initiation Protocol".
[XX]	IETF RFC 3324: "Short Term Requirements for Network Asserted Identity".
[AA]	IETF RFC 3325: "Private Extensions to the Session Initiation Protocol (SIP) for Asserted Identity within Trusted Networks".
[17]	IETF RFC 3489: "STUN – Simple Traversal of User Datagram Protocol (UDP) Through Network Address Translators (NATs)".
[18]	IETF RFC 4566: "SDP: Session Description Protocol".
[19]	IETF RFC 6120: "Extensible Messaging and Presence Protocol (XMPP): Core".
[20]	IETF RFC 6455: "The WebSocket Protocol".
[21]	IETF RFC 6598: "IANA-Reserved IPv4 Prefix for Shared Address Space".
[22]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[23]	IETF RFC 7235: "Hypertext Transfer Protocol (HTTP/1.1): Authentication".
[24]	IETF RFC 7362: "Latching: Hosted NAT Traversal (HNT) for Media in Real-Time Communication".
[25]	IETF RFC 7635: "Session Traversal Utilities for NAT (STUN) Extension for Third-Party Authorization".
[26]	IETF RFC 8200: "Internet Protocol, Version 6 (IPv6) Specification".
[27]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[28]	IETF RFC 8441: "Bootstrapping WebSockets with HTTP/2".
[29]	IETF RFC 8445: "Interactive Connectivity Establishment (ICE): A Protocol for Network Address Translator (NAT) Traversal".
[30]	IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".
[31]	IETF RFC 8489: "Session Traversal Utilities for NAT (STUN)".
[32]	IETF RFC 8656: "Traversal Using Relays around NAT (TURN): Relay Extensions to Session Traversal Utilities for NAT (STUN)".
[BB]	IETF RFC 8824: " Authenticated Identity Management in the Session Initiation Protocol (SIP)"
[33]	IETF RFC 8825: "Overview: Real-Time Protocols for Browser-Based Applications".
[34]	IETF RFC 8829: "JavaScript Session Establishment Protocol (JSEP)"
[35]	IETF RFC 8835: "Transports for WebRTC".
[36]	IETF RFC 8838: "Trickle ICE: Incremental Provisioning of Candidates for the Interactive Connectivity Establishment (ICE) Protocol".
[bookmark: _Hlk150263370][37]	IETF RFC 9110: "HTTP Semantics".
[38]	IETF RFC 9111: "HTTP Caching".
[39]	IETF RFC 9112: "HTTP/1.1".
[40]	IETF RFC 9114: "HTTP/3".
[41]	IETF RFC 9220: "Bootstrapping WebSockets with HTTP/3".
[42]	AsyncAPI Initiative "AsyncAPI Specification v2.4.0" https://asyncapi.com/docs/specifications/v2/4/0
[43]	OpenAPI Initiative "OpenAPI Specification v3.0.0" https://spec.openapis.org/oas/v3.0.0
[44]	W3C Proposed Recommendation, "WebRTC 1.0: Real-time Communication Between Browsers", <https://www.w3.org/TR/webrtc/>.
[45]	IETF RFC 8826: "Security Considerations for WebRTC".
[46]	IETF RFC 8827: "WebRTC Security Architecture".
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5.11	Key Issue #10: Security considerations
This key issue addressesstudies the security related considerations specific to real-time media communicaiton by WebRTC-based media session setup.
In IETF RFC 8825 [33] (which gives the WebRTC overview), the following items are described as security considerations:.
a)	sSecurity of the components,
b)	security of the communication channels, and
c)	security of the partner's identities.
NOTE 1:	IETF RFC 8826 [45] and IETF RFC 8827 [46] describes further security considerations on real-time communication on the Web.
Regarding a), RTC application is outside the scope of 3GPP TS 26.506 [10] and RTC AF/RTC AS of this specification are defined as located in trusted DN - this means the RTCAF/RTC AS are protected by adequate network domain security. Then this study assumes that the security of components in RTC network is guaranteed.
Regarding b), secure transport protocol is applied for both C-plane and U-plane of RTC network in the Release-18 stage 3 work (i.e., WI: iRTCW). This study also applies the secure transport protocol (i.e., Secure WebSocket for C-plane, SRTP and SCTP for U-plane). Then, the security of the communication channels is regarded as guranteed.
Regarding c), as an operator provided/assisted RTC service, trustable subscriber identification and verification are required to prevent unauthorized use of service and spoofing in the operator's network since a user self-claimed RTC user identity is untrusted. In addition to this, the originating RTC user identity is intended to be used not only for display at the terminating party but also for authorization at the opposite RTC network in the collaboration scenario 4, a solution to deliver the trusted user identity between two different RTC network is required.
Then, this key issue addresses the solution to deliver the trusted RTC user identity in the RTC networks considering the collaboration scenario 4 for the aspect of c).studies the verification of the originating RTC user identity at the terminating network entity as a solution for the aspect of c).
NOTE 2:	This key issue focusses on the case WebRTC clients which connected to an RTC operator network are authenticated by the RTC network operator.
NOTE 3:	As a principle, the third-party access to the operator network needs to be controlled with SLAs and with secure access to protect the underlying network resources (e.g., rate limiting, abuse protection and security measures).
[bookmark: _Toc151082648]* * * Next Change * * * *
6.11	Solution #10: Security considerations
6.11.1	Solution Description
This solution addresses key issue #10.
As a solution to deliver the trusted user identity in the RTC networks, it is reasonable for the RTC user identity to adopt the concept of "trust domain" defined in IETF RFC 3324 [XX] which is constructed by human, since this concept has been widely used in the IMS network to use/provide the trusted user identity for telephony services.
In some case, the solution may need more reliability/strength for the interconnection scenario (i.e., collaboration scenario 4), since the "trust domain" is constructed by human being (e.g., thorough bi-lateral agreement). To address this case, this solution addresses the adaptation of "Calling number verification using signature verification and attestation information" used for the IMS interconnection defined in TS 29.165 [ZZ].
In the subsequent clauses, the followings are described as a solution:
-	Adaptation of the trust domain (clause 6.11.2)
-	Network-asserted identity within the trust domain (clause 6.11.3)
-	Adaptation of calling number verification using signature verification and attestation information (clause 6.11.4)
6.11.2	Adaptation of the trust domain
In the RTC network conforms to this document, a member of a trust domain consists of the C-Plane functional entities (i.e., WSF and IWF). C-Plane functional entities that belongs to the other RTC network can be a member of the trust domain only if there is an inter-connection agreements.
All the functional entity in the trust domain needs to comply with a clearly defined specification set and a functional entity in the trust domain needs to know that all the functional entities in the trust domain will behave as defined in the specification set through configuration information. This specification set is termed "Spec(T)" in IETF RFC 3324 [XX].
In this document, "Spec(T)" is given per feature or information element(s) in C-Plane signalling message. Also, the concept of the trust domain is intended for the identity related problem, but this document may extend the use of the trust domain for the protection of sensitive information within the operator network.
6.11.3	Network-asserted identity within the trust domain
As a network-asserted identity of an originating RTC user, this document supports the following three types of identifies and these are contained in the "network" object of "oId" object as defined in this document:
-	RTC user ID (URI format),
-	Telephone number (global number digits excluding "+"), and
-	Display name.
These are identities initially derived by a functional entity in an RTC network (i.e., WSF) as a result of an authentication process over C-Plane signalling, and these are not RTC user-provided identities.
This document also provides the privacy mechanism just like IETF RFC 3325 [AA], by which an originating UE indicates the privacy to prevent presentation of its identities to a WebRTC endpoint of final destination. Based on this privacy information, a functional entity on the terminating side within a trust domain will handle (forward, delete or anonymize) the originating RTC user's identities.
This feature is a target of trust domain and a "Spec(T)" for this feature is given as follows:
1.	Protocol requirements
-	The protocol specification specific to this feature (handling of "network" and "privacy" object in "oId" object) described in this document needs to be supported.
2.	Authentication requirements
-	RTC users need to be authenticated through authentication procedures using the signalling protocol described in this document. As an authentication mechanism, the signalling protocol in this document applies bearer authentication, basic authentication, and digest authentication.
3.	Security requirements
-	Members within the trust domain needs to be in trusted DN and use the Secure WebSocket for transport of signalling messages.
4.	Scope of trust domain for this feature
-	A trust domain for the network-asserted identity consists of C-Plane functional entities (i.e., WSF and IWF) in an RTC network. In addition to this, C-Plane functional entities that belongs to the other RTC network can be a member of the trust domain only if there is an inter-connection agreements on this feature.
6.11.4	Adaptation of calling number verification using signature verification and attestation information
For the interconnection scenario (i.e., collaboration scenario 4), this document adapts a framework "calling number verification using signature verification and attestation information" used for the IMS interconnection defined in TS 29.165 [ZZ] with an extension. In this framework, an originating RTC network sets a signature for an originating RTC user identity into a setup request of C-Plane signalling and then a terminating RTC network within a trust domain validates the signature. This signature is generated at an originating RTC network by constructing "PASSporT (Personal Assertion Token)" JSON object and signing a hash of this JSON object with private key associated with the appropriate credential for the identity. At the terminating RTC network, the received signature is validated by using public key.
While target of verification is a telephone number of an originating user in IMS interconnection, this document extends its use to validating both RTC user ID (URI format) and telephone number.
NOTE:	The mechanism defined in IETF RFC 8224 [BB] are used in IMS network, and this mechanism works not only for telephone-number but also URI.
As an extension in this framework, this document also applies the feature to provide the levels of attestation to a terminating RTC network as with IMS network.
This feature is a target of trust domain and a "Spec(T)" for this feature is given as follows:
1.	Protocol requirements
-	The protocol specification specific to this feature (handling of "passport" object in "oId" object) described in this document needs to be supported.
2.	Authentication requirements
-	RTC users need to be authenticated through authentication procedures using the signalling protocol described in this document. As an authentication mechanism, the signalling protocol in this document applies bearer authentication, basic authentication, and digest authentication.
3.	Security requirements
-	Members within the trust domain needs to be in trusted DN and use the Secure WebSocket for transport of signalling messages.
4.	Scope of trust domain for this feature
-	A trust domain for the network-asserted identity consists of C-Plane functional entities (i.e., WSF and IWF) in an RTC network. In addition to this, C-Plane functional entities that belongs to the other RTC network can be a member of the trust domain only if there is an inter-connection agreements on this feature.
Editor’s note: Description will be added.
* * * End of Changes * * * *
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