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Comments
This contribution proposes content for all the best practices in RFC 8725 that are not applicable in our view. The content is similar. Each assessment clause includes two statements. One statement to clarify that the practice is not applicable and another one to give a justification.
The table below provides the list of the best practices covered in this contribution. 
	Reference in RFC 8725

	3.4
	Validate Cryptographic Inputs

	3.5
	Ensure Cryptographic Keys Have Sufficient Entropy

	3.6
	Avoid Compression of Encryption Inputs

	3.12
	Use Mutually Exclusive Validation Rules for Different Kinds of JWTs



* * * First Change * * * *
[bookmark: _Toc211847967]5.X	BSP#X: Validate Cryptographic Inputs
5.X.1	Description of best practice
This best practice addresses Validate Cryptographic Inputs, as described in clause 3.4 of RFC 8725 [x]. While using Elliptic Curve cryptography (like ECDH-ES) for key exchange, it’s important to make sure that the input keys or points are valid, meaning they actually belong to the correct curve and aren’t maliciously crafted.
5.X.2	Usage in 5G SBA
The security related usage exists in 5G SBA but it is implementation specific.
Editor’s Note: Analysis on the usage is FFS
5.X.3	Assessment

Editor’s Note: Assessment is FFS
* * * Next Change * * * *
5.X	BSP#X: Ensure Cryptographic Keys Have Sufficient Entropy
5.X.1	Description of best practice
This best practice addresses Ensure Cryptographic Keys Have Sufficient Entropy, as described in clause 3.5 of RFC 8725 [x]. Cryptographic keys must be truly random and strong and not predictable.
5.X.2	Usage in 5G SBA
 The security related usage exists in 5G SBA but it is implementation specific.
Editor’s Note: Analysis on the usage is FFS
5.X.3	Assessment

Editor’s Note: Assessment is FFS

* * * Next Change * * * *
5.X	BSP#X: Avoid Compression of Encryption Inputs
5.X.1	Description of best practice
This best practice addresses Avoid Compression of Encryption Inputs, as described in clause 3.6 of RFC 8725 [x]. Avoid Compression of Encryption Inputs means do not compress data before encrypting it, because compression can create patterns that attackers can exploit to recover secret information from the encrypted data.
5.X.2	Usage in 5G SBA

Editor’s Note: Analysis on the usage is FFS
5.X.3	Assessment

Editor’s Note: Assessment is FFS

* * * Next Change * * * *
5.X	BSP#X: Use Mutually Exclusive Validation Rules for Different Kinds of JWTs
5.X.1	Description of best practice
This best practice addresses Use Mutually Exclusive Validation Rules for Different Kinds of JWTs, as described in clause 3.12 of RFC 8725 [x]. 
5.X.2	Usage in 5G SBA
There is no security related usage in 5G SBA.
Editor’s Note: Analysis on the usage is FFS
5.X.3	Assessment

Editor’s Note: Assessment is FFS

* * * End of Changes * * * *

