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Comments
This document addresses Client Authentication as specified in clause 2.5 of (RFC 9700) OAuth2.0 security best current practice.

* * * First Change * * * *
[bookmark: _Toc210042402]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	IETF RFC 9700: "Best Current Practice for OAuth2.0 Security".
[x]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
…
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

* * * Next Change * * * *
5         Best practices and counter measure analysis
5.X	BSP #X: Client Authentication
5.X.1	Description of best practice
This best practice covers Client Authentication as specified in clause 2.5 of RFC 9700 [2] OAuth2.0 security best current practice. The clause does highlight the need to authenticate the client with the authorization server.
5.X.2	Usage in 5G SBA
Reference: 13.3.1.1 and 13.3.2.1 of TS 33.501 [x]: 
For direct communication the aforementioned clause in the specification states that interaction between (NF – NRF) or (NF-NF) authenticates each other during discovery, registration, and access token request. This authentication is performed by comparing the NF instance ID carried in the message to the subjectAltName in the NF Service Consumer's TLS client certificate presented during TLS handshake.
Reference: 13.3.1.1 and 13.3.2.1 of TS 33.501 [x]: 
For Indirect communication between NF-NRF, Client credentials assertion (CCA) based authentication as specified in clause 13.3.8 of TS 33.501 is utilised, where CCA based authentication does not provide authentication of the NRF towards the NF Service Consumer or protection of the service request sent by the NF Service Consumer to the NRF, thus relying on implicit hop-by-hop security for authentication with further elaboration in NOTE 3 of the specific clause. 


Editor’s Note: Further analysis on the usage is FFS
5.X.3	Assessment
As highlighted in clause 13.3.2.2 of TS 33.501 [x] mTLS based authentication in indirect communication is not achieved because of by hop-by-hop security. Thus, there is no means to verify that an CCA token request sent by SCP on behalf of a certain NF Service Consumer, is actually authorized by this consumer as specified in 13.3.1.2 of TS 33.501 NOTE 3. Also, CCA tokens do not provide integrity protection on the full service request as highlighted in 13.3.8.1 of TS 33.501 [x]. 

Editor’s Note: Further assessment is FFS

* * * End of Changes * * * *

