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Comments
- Reason for change: When RNAA is used in a CAPIF deployment, the AEF may give access to certain data based on the resOwnerId claim in an access token. When the AEF does not validate the resOwnerId claim in the access token correctly, this might lead to other parties gaining access to data they should not have access to. 
- Summary of change: Added a SCAS test that verifies that the AEF correctly validates the resOwnerId claim in an access token.
- Consequences if not approved: When the API Exposing Function does not correctly validate the resOwnerId claim, the API Exposing Function might incorrectly give access to data that an API Invoker should not have access to.
* * * First Change * * * *
[bookmark: _Toc22022974][bookmark: _Toc22565476][bookmark: _Toc26877907][bookmark: _Toc153454909]4.2.2.X	Validation of resOwnerId claim in RNAA enabled CCF deployment
Requirement Name: Validation of resOwnerId claim 
Requirement Reference: TS 33.122 [4], clause 6.5.3.1
Requirement Description: API Exposing Function does the authorization check of the API invocation request for accessing the resources of the resource owner. API Exposing Function checks the request against the token, including:
1. checking the token integrity and
2. checking whether the GPSI (if present) in the API invocation request is compliant with the resOwnerId in the access token. As the token includes resOwnerId, there is no need for additional UE authentication in API invocation. Moreover, the token can restrict the API invoker to a specific resource (e.g., location, QoS, PDN connectivity status) of the resource owner.
Threat References: TR 33.926 [3], Annex [AA.2.2.X – Failure to validate resOwnerId claim in RNAA enabled CCF deployment]
Test Case:
Test Name: TC_INCORRECT_RES_OWNER_ID
Purpose:
Verify that the API Exposing Function does not allow an API Invoker to access resources of a resource owner when there is a resOwnerId claim in the access token and the resOwnerId claim in the access token does not match the resOwnerId/GPSI in the API invocation request.
Pre-Condition:
-	The tester has access to the CCF via the CAPIF-1(e) interface.
-	The tester has access to an API Exposing Function that supports Resource owner-aware Northbound API Access (RNAA) via the CAPIF-2(e) interface.
-	An API Invoker has been onboarded to the CCF. The tester has access to the API Invoker.
-	The API Invoker has been granted access by the resource owner to access its data via the API Exposing Function.
Execution Steps:
Testcase 1: positive
1.	The tester sends a request to the CCF over the CAPIF-1(e) interface to retrieve an access token bound to resOwnerId for accessing the API Exposing Function. The response of the CCF must include an access token with a resOwnerId claim.
2.	The tester sends an API invocation request to the API Exposing Function over the CAPIF-2(e) interface using the access token retrieved in step 1. The request must target resources for the same resOwnerId/GPSI as included in the resOwnerId claim of the access token.
Testcase 2: negative
1.	The tester sends a request to the CCF over the CAPIF-1(e) interface to retrieve an access token bound to resOwnerId for accessing the API Exposing Function. The response of the CCF must include an access token with a resOwnerId claim.
2.	The tester sends an API invocation request to the API Exposing Function over the CAPIF-2(e) interface. The request shall target resources belonging to resOwnerId’/GPSI, where resOwnerId’/GPSI is different from resOwnerId contained in the access token in step 1. The AEF validates the access token and the resOwnerId claim.
Expected Results:
In testcase 1 the API Exposing Function accepts the API invocation request and allows access to the requested resources.
In testcase 2 the API Exposing Function rejects the API invocation request and returns an error message indicating an authorization failure due to resource owner mismatch.
Expected format of evidence:
Evidence suitable for the interface, e.g., evidence can be presented in the form of log messages or a packet trace. A packet trace must at least contain the messages sent on the CAPIF-1(e) and CAPIF-2(e) interfaces.

* * * End of Changes * * * *

