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Comments
- Reason for change: There is no SCAS test case yet that verifies whether AEF_PSK is correctly returned to an API Exposing Function by the CAPIF CF. If the CAPIF CF does not return the correct key, it might be an indication of a security flaw that is exploitable by an attacker (the CAPIF CF may compute a different, wrong AEF_PSK* that can be used by an attacker, or the CAPIF CF may provide a key belonging to a different API Invoker).
- Summary of change: Added a new SCAS test case TC_VERIFY_AEF_PSK that verifies whether AEF_PSK is correctly returned to an API Exposing Function by the CAPIF CF.
- Consequences if not approved: API Exposing functions might be accessible by unauthorized parties due to the CAPIF CF incorrectly verifying the onboarding credential of an API Invoker.
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* * * Next Change * * * *
4.2.2.X	AEF_PSK Computation Verification
Requirement Name: AEF_PSK Computation Verification
Requirement Reference: TS 33.122 [4], clause 6.5.2.1
Requirement Description: The Key AEF_PSK is bound to an API Exposing Function and  derived as specified in Annex A of TS 33.122 [4].
Threat References: TR 33.926 [3], Annex [AA.2.2.X – Incorrect AEF_PSK returned]
Test Case:
Test Name: TC_VERIFY_AEF_PSK
Purpose:
Verify that the CCF computes the AEF_PSK correctly.
Pre-Condition:
-	The tester has access to the CCF via the CAPIF-1(e), CAPIF-3, and CAPIF-4 interface.
-	The tester is permitted to register an API invoker with the CCF.
-	The tester is permitted to register an API Exposing Function with the CCF.
Execution Steps:
Test Case 1: Verify AEF_PSK computation
1.	The tester triggers the CCF to register a new API Exposing Function by sending a Service API publish request to the CCF via the CAPIF-4 interface as explained in section 8.3.3 of 23.222 [X]. The Service API publish request must at least allow for the authentication via the TLS-PSK method.
2.	The tester triggers the CCF to register a new API Invoker by sending an Onboard API invoker request to the CCF via the CAPIF-1(e) interface as explained in section 8.1.3 of 23.222 [X].
3.	The tester derives AEF_PSK according to Annex A using the onboarding information received from the CCF in step 2 as specified in section 6.5.2.1 of 33.122 [4].
4.	The tester sends a security information request to the CCF via the CAPIF-3 interface as specified in section 6.5.2.1 of 33.122 [4] requesting the security information for the registered API Exposing Function and corresponding API invoker, and retrieves the AEF_PSK’ from the response.
5.	The tester compares the AEF_PSK derived in step 3 with the AEF_PSK’ received in step 4.
Test Case 2: Verify AEF_PSK selection
1.	The tester triggers the CCF to register a new API Exposing Function by sending a Service API publish request to the CCF via the CAPIF-4 interface as explained in section 8.3.3 of 23.222 [X]. The Service API publish request must at least allow for the authentication via the TLS-PSK method.
2.	The tester triggers the CCF to register two new API Invokers (API Invoker A and API Invoker B) by sending two Onboard API invoker requests to the CCF via the CAPIF-1(e) interface as explained in section 8.1.3 of 23.222 [X].
3.	The tester derives AEF_PSK for both API Invoker A and API Invoker B with the information received from the CCF in step 2 as specified in section 6.5.2.1 of 33.122 [4].
4.	The tester sends two security information requests for the security information for both API Invoker A and API Invoker B to the CCF via the CAPIF-3 interface as specified in section 6.5.2.1 of 33.122 [4] requesting the security information for the registered API Exposing Function and corresponding API invoker, and retrieves the AEF_PSK’ from both responses.
5.	The tester compares the AEF_PSK derived in step 3 with the AEF_PSK’ received in step 4 for API Invoker A and API Invoker B.
Expected Results:
For test case 1, the AEF_PSK derived in step 3 by the tester according to Annex A must match the AEF_PSK’ returned by the CCF for the registered API Exposing Function and API invoker in step 4.
For test case 2, AEF_PSK derived in step 3 for API Invoker A must match AEF_PSK received in step 4 for API Invoker A and AEF_PSK derived in step 3 for API Invoker B must match AEF_PSK received in step 4 for API Invoker B.
Expected format of evidence:
-	Evidence suitable for the interface, e.g., evidence can be presented in the form of log messages or a packet trace. A packet trace must at least contain the messages sent on the CAPIF-1(e), CAPIF-3, and CAPIF-4 interfaces.
-	The AEF_PSK values computed by the tester as well as the AEF_PSK values received from API invokers.
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