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Comments
The document proposes solution for KI#2 Security for sensing service operation.

* * * First Change * * * *
6.2	        Solutions to KI#2
6.2.X	Solution #2.X: Security protection for sensing service operations between sensing entity and SF
6.2.X.1	Introduction
This solution is for security protection for sensing service operations between Sensing Entity (SE) and Sensing Function (SF). This solution assumes that Sensing Entity and Sensing Function support a direct connection/ interface for sensing control signalling and/or sensing data reporting.
6.2.X.2		Solution details
For security protection of sensing service operations between Sensing Entity and Sensing Function, the interface between SE and SF is secured by the NDS/IP security procedures as specified in Clause 9 of TS 33.501 [5]. 
In order to protect the SE-SF interface reference point, it is required to implement IPsec ESP and IKEv2 certificates-based authentication as specified in Clause 9.1.2 of TS 33.501 [5]. IPsec is mandatory to implement on the Sensing entity (i.e. gNB) and the Sensing Function at core network side. On the core network side, a Security Gateway (SEG) may be used to terminate the IPsec tunnel.
The transport of sensing control signalling and sensing data reporting over SE-SF interface is required to be integrity, confidentiality and replay-protected. The security protection of transport data depends on the underlying transport protocol used on the SE-SF interface. 
If the transport layer protocol is SCTP for transport of sensing control signalling and/or sensing data reporting, then in addition to IPsec, DTLS needs to be supported as specified in RFC 6083 [11] to provide mutual authentication, integrity protection, replay protection and confidentiality protection. Security profiles for DTLS implementation and usage need to follow the TLS profile given in clause 6.2 of TS 33.210 [7] and the certificate profile given in clause 6.1.3a of TS 33.310 [6]. In this case, existing security mechanisms for the N2 interface as specified in Clause 9.2 of TS 33.501 [5] can be reused.
x
Editor's Note: Transport layer security protection depends on the protocol agreed upon for SE-SF interface by RAN WGs and needs to align with RAN WGs.
The solution does not provide any authorization aspects/details between SE (gNB) and SF and is aligned with TR 23.700-14 [2] which has concluded that there is no need for authorisation for the gNB as the Sensing Entity, as the gNB is deployed by operator.
6.2.2.3	Evaluation


Editor's Note: Evaluation is ffs.
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