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==============First change==============
4.2.2.3.2	Bidding down on security association set-up
Requirement Name: Bidding down on security association set-up
Requirement Reference: TS 33.203 [3], clause 7.2
Requirement Description: 
"After receiving SM7 from the UE, the PCSCF shall check whether the integrity and encryption algorithms list, SPI_P and Port_P received in SM7 is identical with the corresponding parameters sent in SM6. It further checks whether SPI_U and Port_U received in SM7 are identical with those received in SM1. If these checks are not successful the registration procedure is aborted. The PCSCF shall include in SM8 information to the SCSCF that the received message from the UE was integrity protected as indicated in clause 6.1.5. The PCSCF shall add this information to all subsequent REGISTER messages received from the UE that have successfully passed the integrity check in the PCSCF."
as specified in TS 33.203 [3], clause 7.2.
Threat References: O.2.2.2	Bidding down on security association set-up
Test case: 
Test Name: TC_BIDDING_DOWN_ON_SECURITY_ASSOCIATION_SET_ UP
Purpose:
Verify the PCSCF checks whether the integrity and encryption algorithms list, SPI_P and Port_P received in SM7 is identical with the corresponding parameters sent in SM6.
Verify the PCSCF checks whether SPI_U and Port_U received in SM7 are identical with those received in SM1.
Verify whether the PCSCF abort the registration procedure, if the above checks are not successful.
Procedure and execution steps:
Pre-Conditions:
-	The P-CSCF under test is connected in simulated/real network environment.
-	The list of ordered integrity and encryption algorithms are configured on the P-CSCF under test.
-	The UE and the S-CSCF are simulated.
-	The UE supports a list of ordered integrity and encryption algorithms. The list contains at least one encryption algorithm other than NULL algorithm.
-	The tester has access to the Gm interface between the UE and P-CSCF.
-	The tester has access to the Mw interface between the P-CSCF and S-CSCF.
Execution Steps 
This test is performed in the registration procedure, the UE sends a Register message towards the SCSCF through the P-CSCF to register the location of the UE and to set-up the security mode.
Test cases 1-4 are performed as follows:
1)	The UE sends SM1 with the Security Parameter Index values (SPI_U) and the protected ports selected by the UE (Port_U) to the P-CSCF under test.
2)	The P-CSCF under test receives the SM1 with the Security Parameter Index values (SPI_U) and the protected ports selected by the UE (Port_U). The P-CSCF under test store the SPI_U and the Port_U received in the SM1.
3)	The P-CSCF under test contains the SPI_P, the ports assigned by the P CSCF (Port_P) and a list of integrity and encryption algorithms supported by the P-CSCF under test. The P-CSCF under test sends SM6 to the UE.
4)	The UE receives the SM6 from the P-CSCF under test. 
Test case 1:
The UE contains the incorrect SPI_U and Port_U, which are different from SPI_U and Port_U sent in SM1, and SPI_P and Port_P received in SM6, and a list of integrity and encryption algorithms received in SM6 supported by the P-CSCF under test in the SM7. The UE sends SM7 to the P-CSCF under test.
Test case 2:
The UE contains the incorrect SPI_U and Port_U, which are different from SPI_U and Port_U sent in SM1, and incorrect SPI_P and Port_P, which are different from SPI_U and Port_U received in SM6, and a list of integrity and encryption algorithms received in SM6 supported by the P-CSCF under test in the SM7. The UE sends SM7 to the P-CSCF under test.
Test case 3:
The UE contains the SPI_U and Port_U sent in SM1, and incorrect SPI_P and Port_P, which are different from SPI_U and Port_U received in SM6, and a list of integrity and encryption algorithms supported by the P-CSCF under test in the SM7. The UE sends SM7 to the P-CSCF under test.
Test case 4:
The UE contains the SPI_U and Port_U sent in SM1, and SPI_P and Port_P received in SM6, and a list of integrity and encryption algorithms in the SM7 which are different from those sent by the P-CSCF under test in the SM6. The UE sends SM7 to the P-CSCF under test.
Expected Results:
For text 2-5, the P-CSCF under test aborts the registration procedure, and sends a suitable 4xx response message to the UE.
Expected format of evidence:
Provide evidence of the check of the product documentation in plain text. Save the logs and the communication flow in a .pcap file.
==============Next change==============
4.2.2.3.4	Bidding down on security association set-up in case the P-CSCF policy requiring confidentiality
Requirement Name: Bidding down on security association set-up
Requirement Reference: TS 33.203 [3], clause 7.2
Requirement Description: 
"NOTE 4:	It should be noted that, if the P-CSCF policy requires confidentiality, then all UEs with no encryption support would be denied access to the IMS network. This would apply in particular to UEs, which support only a Release 5-version of this specification or only GIBA according to Annex T of this specification."
as specified in TS 33.203 [3], clause 7.2.
Threat References: O.2.2.2	Bidding down on security association set-up
Test case: 
Test Name: TC_BIDDING_DOWN_ON_SECURITY_ASSOCIATION_SET_ UP_CONFIDENTIALITY
Purpose:
Verify that the P-CSCF policy requires confidentiality, then all UEs with no encryption support would be denied access to the IMS network.
NOTE1:	The test case below is optional, which only applies to the P- policy requires confidentiality. 
Procedure and execution steps:
Pre-Conditions:
-	The P-CSCF policy requires confidentiality.
-	The UE and the S-CSCF are simulated.
-	The tester has access to the Gm interface between the UE and P-CSCF.
Execution Steps 
This test is performed in the registration procedure, the UE sends a Register message towards the SCSCF through the P-CSCF to register the location of the UE and to set-up the security mode.
Test case 1:
1)	The UE includes only UE integrity algorithms list in SM1 to the P-CSCF under test.
2)	The P-CSCF under test receives SM1 and sends SM2 to the S-CSCF.
Test case 2:
1)	The UE includes UE integrity and encryption algorithms list in SM1 to the P-CSCF under test, where the encryption algorithms are NULL.
2)	The P-CSCF under test receives SM1.
Expected Results:
For test case, the P-CSCF sends a suitable error message to the UE. 
NOTE 2:	The suitable error message could be used to identity that the procedure is aborted.
Expected format of evidence:
Provide evidence of the check of the product documentation in plain text. 
Save the logs and the communication flow in a .pcap file.
==============Next change==============
4.2.2.4.1	Encryption in network hiding
Requirement Name: Encryption in network hiding
Requirement Reference: TS 33.203 [3], clause 6.4
Requirement Description: 
"The Hiding Mechanism is optional for implementation. All I-CSCFs/IBCFs in the HN shall share the same encryption and decryption key Kv. If the mechanism is used and the operator policy states that the topology shall be hidden the I-CSCF/IBCF shall encrypt the hiding information elements when the I-CSCF/IBCF forwards SIP Request or Response messages outside the hiding network's domain. The hiding information elements are entries in SIP headers, such as Via, Record-Route, Route and Path, which contain addresses of SIP proxies in hiding network. When I-CSCF/IBCF receives a SIP Request or Response message from outside the hiding network's domain, the I-CSCF/IBCF shall decrypt those information elements that were encrypted by I-CSCF/IBCF in this hiding network domain." 
as specified in TS 33.203 [3], clause 6.4.
Threat References: O.4.2.1	encryption in network hiding
Test case: 
Test Name: TC_ENCRYPTION_ IN_ NETWORK_ HIDING_I_CSCF
Purpose:
Verify the I-CSCF encrypts the hiding information elements when the I-CSCF forwards SIP Request or Response messages to the outside of the hiding network's domain, in cases of the network hiding mechanism is used and the operator policy states that the topology shall be hidden. 
Verify the I-CSCF decrypts those information elements that were encrypted by the I-CSCF in this hiding network domain when the I-CSCF receives a SIP Request or Response message from the outside of the hiding network's domain, in cases of the network hiding mechanism is used and the operator policy states that the topology shall be hidden.
Procedure and execution steps:
Pre-Conditions:
-	I-CSCF network products are connected in simulated/real network environment.
-	The network hiding mechanism is configured to be used and the operator policy is configured that the topology shall be hidden.
-	The same encryption and decryption key Kv is configured on the I-CSCFs under test by the tester.
-	The encryption algorithm is configured on the I-CSCF under test by the tester.
-	The network element in the hiding network's domain may be simulated.
-	The network element outside the hiding network's domain may be simulated.
-	The tester has access to the interface between the element in the hiding network's domain and I-CSCF.
-	The tester has access to the interface between the element outside the hiding network's domain and I-CSCF.
Execution Steps: 
NOTE:	This test is performed in case the network hiding mechanism and the encryption of the hiding information elements in the I-CSCF are implemented.
Test case 1: The I-CSCF forwards SIP messages to the outside of the hiding network's domain
1)	The network element in the hiding network's domain sends a SIP message which contains hiding information elements (e.g. addresses of SIP proxies) to the I-CSCF under test.
2)	The I-CSCF under test forwards the SIP message to the network element outside the hiding network's domain.
3)	The tester examines the SIP message forwarded to the network element outside the hiding network's domain.
Test case 2: The I-CSCF forwards SIP messages to the hiding network's domain
1)	The network element outside the hiding network's domain sends a SIP message which contains information elements that were encrypted by the I-CSCF in this hiding network domain to the I-CSCF under test.
2)	The I-CSCF under test forwards the SIP message to the network element in the hiding network's domain.
3)	The tester examines the SIP message forwarded to the network element in the hiding network's domain.
Expected Results:
For Test case 1, the I-CSCF under test encrypts the hiding information elements when the I-CSCF under test forwards the SIP message to the network element outside the hiding network's domain. 
For Test case 2, the I-CSCF under test decrypts those information elements that were encrypted by the I-CSCF in this hiding network domain when the I-CSCF under test forwards the SIP message to the network element in the hiding network's domain.
Expected format of evidence:
Provide evidence of the check of the product documentation in plain text. Save the logs and the communication flow in a .pcap file.
==============Next change==============
4.2.2.5.1	Encryption in network hiding
Requirement Name: Encryption in network hiding
Requirement Reference: TS 33.203 [3], clause 6.4
Requirement Description: 
"The Hiding Mechanism is optional for implementation. All I-CSCFs/IBCFs in the HN shall share the same encryption and decryption key Kv. If the mechanism is used and the operator policy states that the topology shall be hidden the I-CSCF/IBCF shall encrypt the hiding information elements when the I-CSCF/IBCF forwards SIP Request or Response messages outside the hiding network's domain. The hiding information elements are entries in SIP headers, such as Via, Record-Route, Route and Path, which contain addresses of SIP proxies in hiding network. When I-CSCF/IBCF receives a SIP Request or Response message from outside the hiding network's domain, the I-CSCF/IBCF shall decrypt those information elements that were encrypted by I-CSCF/IBCF in this hiding network domain." 
as specified in TS 33.203 [3], clause 6.4.
Threat References: O.5.2.1	encryption in network hiding
Test case: 
Test Name: TC_ENCRYPTION_ IN_ NETWORK_ HIDING_IBCF
Purpose:
Verify the IBCF encrypts the hiding information elements when the IBCF forwards SIP Request or Response messages to the outside of the hiding network's domain, in cases of the network hiding mechanism is used and the operator policy states that the topology shall be hidden. 
Verify the IBCF decrypts those information elements that were encrypted by the IBCF in this hiding network domain when the IBCF receives a SIP Request or Response message from the outside of the hiding network's domain, in cases of the network hiding mechanism is used and the operator policy states that the topology shall be hidden.
Procedure and execution steps:
Pre-Conditions:
-	IBCF network products are connected in simulated/real network environment.
-	The encryption of the hiding information as the network hiding mechanism is configured to be used and the operator policy is configured that the topology shall be hidden.
-	The same encryption and decryption key Kv is configured on the IBCFs under test by the tester.
-	The encryption algorithm is configured on the IBCF under test by the tester.
-	The network element in the hiding network's domain may be simulated.
-	The network element outside the hiding network's domain may be simulated.
-	The tester has access to the interface between the element in the hiding network's domain and IBCF.
-	The tester has access to the interface between the element outside the hiding network's domain and IBCF.
Execution Steps: 
NOTE:	This test is performed in case the network hiding mechanism and the encryption of the hiding information elements in the IBCF are implemented.
Test case 1: The IBCF forwards SIP messages to the outside of the hiding network's domain
1)	The network element in the hiding network's domain sends a SIP message which contains hiding information elements (e.g. addresses of SIP proxies) to the IBCF under test.
2)	The IBCF under test forwards the SIP message to the network element outside the hiding network's domain.
3)	The tester examines the SIP message forwarded to the network element outside the hiding network's domain.
Test case 2: The IBCF forwards SIP messages to the hiding network's domain
1)	The network element outside the hiding network's domain sends a SIP message which contains information elements that were encrypted by the IBCF in this hiding network domain to the IBCF under test.
2)	The IBCF under test forwards the SIP message to the network element in the hiding network's domain.
3)	The tester examines the SIP message forwarded to the network element in the hiding network's domain.
Expected Results:
For Test case 1, the IBCF under test encrypts the hiding information elements when the IBCF under test forwards the SIP message to the network element outside the hiding network's domain. 
For Test case 2, the IBCF under test decrypts those information elements that were encrypted by the IBCF in this hiding network domain when the IBCF under test forwards the SIP message to the network element in the hiding network's domain.
Expected format of evidence:
Provide evidence of the check of the product documentation in plain text. Save the logs and the communication flow in a .pcap file.
==============Next change==============
4.2.2.6.2	ID privacy
Requirement Name: ID privacy
Requirement Reference: TS 24.229 [6], clause 5.7.3
Requirement Description: 
"5.7.3	Application Server (AS) acting as originating UA
The AS can indicate privacy of the P-Asserted-Identity in accordance with RFC 3323 [33], and the additional requirements contained within RFC 3325 [34].
Where privacy is required, in any initial request for a dialog or request for a standalone transaction, the AS shall set a display-name of the From header field to "Anonymous" as specified in RFC 3261 [26] and set an addr-spec of the From header field to Anonymous User Identity as specified in TS 23.003 [3]. "
Threat References: O.6.2.1	No ID privacy
Test case: 
Test Name: TC_AS_UE_ANONYMOUS_IDENTITYUSER_AUTHORIZATION
Purpose:
Verify that the AS acting as originating UA should send the anonymous identity if privacy is required. 
Procedure and execution steps:
Pre-Conditions:
-	The privacy of the P-Asserted-Identity is required in AS.
-	The UE is simulated.
Execution Steps 
The AS under test sends the initial request for a dialog or request for a standalone transaction.
Expected Results:
The display-name of the From header field of the initial request is set to "Anonymous".
The addr-spec of the From header field of the initial request is set to Anonymous User Identity.
Expected format of evidence:
Provide evidence of the check of the product documentation in plain text. 
Save the logs and the communication flow in a .pcap file.
==============End of change==============

