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Comments
Sol#7 update. 

* * * First Change * * * *
[bookmark: _Toc214979509]6.1.7 	Solution #1.7: Security of authorization of sensing service and sensing results exposure
[bookmark: _Toc214979510]6.1.7.1	Introduction
This solution addresses the Key Issue #1 (security of sensing service authorization and sensing result exposure). Authentication, communication security, and authorization aspects for NEF and AF interaction have already been specified in Clause 12 of TS 33.501 [5]. The interface between the sensing service consumer acting as an AF and the NEF, is the same interface whose security is addressed in Clause 12 of TS 33.501 [5]. 
NEF sends the sensing service request to a Sensing Function (SF) after performing AF authorization. NEF and SF interaction can reuse the authentication, communication security, and authorization aspects specified in Clause 13 of TS 33.501 [5]. The SF performs authorization of the sensing service operation, considering, for instance, the received parameters for the requested sensing service (e.g., Target Sensing Area, Sensing Service Type) and information about the sensing service consumer (e.g., AF Identifier). The SF uses the local sensing policies to perform authorization of the sensing service operation.
If authorized, the sensing service is executed, the SF provides the final sensing results to NEF. The NEF exposes the final sensing results to the authorized AF. The authentication, communication security, and authorization aspects for final sensing results exposure from NEF to AF can reuse the Clause 12 of TS 33.501 [5]. 
Editor’s Note: The architecture and workflow needs to inline with SA2.
[bookmark: _Toc214979511]6.1.7.2	Solution details
Two network entities may be involved to perform authorization of the sensing service requested by a sensing service consumer (AF) from the network. After receiving a sensing service request, NEF determines whether the sensing service consumer is authorized to invoke sensing APIs to the network. The security mechanism, specified in Clause 12 of TS 33.501 [5], is reused to address the security requirements of mutual authentication, integrity protection, confidentiality protection, replay protection, authorization for the communication between sensing service consumer and NEF. 
In case the sensing service consumer is authorized to invoke sensing APIs to the network, the NEF determines parameters for the request and then sends the sensing service request to an SF. Otherwise, the NEF rejects the sensing service request due to authorization failure.
NOTE 1:	How the NEF discovers and selects an SF to handle a specific sensing service request is outside the scope of this solution.
The security mechanism, specified in Clause 13 of TS 33.501 [5], is reused to address the security requirements of mutual authentication, integrity protection, confidentiality protection, replay protection, authorization for the communication between NEF and SF.
The SF performs a sensing request specific authorization in the implementation specific way, considering for instance, the received parameters for the requested sensing service (e.g., Target Sensing Area, Sensing Service Type, Sensing service time duration), information about the sensing service consumer (e.g., AF Identifier). The SF uses the local sensing policies to perform the sensing request authorization using the parameters of sensing request. Local sensing policies contains information about area restrictions, i.e. whether the application (based on AF Identifier) is authorized to request a sensing service in a particular area.
In case of successful authorization, the SF proceeds with the requested sensing service. If the SF determines not to grant the authorization, the sensing service request is rejected and the sensing service consumer is informed.
Procedure for a consumer-requested sensing service authorization performed by the core network entities is shown in Figure 6.1.7.2-1. 
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[bookmark: _CRFigure4_16_5_21]Figure 6.1.7.2-1: Procedure of the sensing service authorization and exposure
1.	AF invokes a sensing service request to a NEF. 
2.	The NEF authenticates the AF and determines whether the AF is authorized to request sensing services from the network, i.e., to invoke sensing service-specific APIs using clause 12 of TS 33.501 [5]. 
3.	If the authorization is not granted, the NEF sends the response to AF indicating that the authorization has failed, and all further steps are skipped.
4.	If the authorization is granted, the NEF sends the sensing service request to the SF and includes parameters from the AF (e.g., Target Sensing Area, Sensing Service Type, Sensing service time duration) and information about the sensing service consumer (e.g., AF Identifier); if required, the NEF maps parameters from AF sensing service request to 3GPP internal parameters e.g., the External Target Sensing Area to a Target Sensing Area
5.	The SF performs a sensing request specific authorization in the implementation specific way using the local sensing policies, considering, for instance, target sensing area, AF identifier, and other parameters from the sensing service request.
6-7. If the SF does not grant the authorization for the requested sensing service operation, the SF rejects the request and responds (via NEF) to the sensing service consumer indicating that the authorization has failed, and all further steps are skipped.
8.	If the authorization is granted, the sensing service continues to provide the requested sensing result to SF.
9. SF provides the final sensing results to the NEF. The security mechanism, specified in Clause 13 of TS 33.501 [5], is reused to address the security requirements of mutual authentication, integrity protection, confidentiality protection, replay protection, authorization for the communication between SF and NEF.
10. NEF exposes the final sensing results to the AF. The security mechanism, specified in Clause 12 of TS 33.501 [5], is reused to address the security requirements of mutual authentication, integrity protection, confidentiality protection, replay protection, authorization for the communication between NEF and AF.
[bookmark: _Toc214979512]6.1.7.3	Evaluation
The solution addresses the security of sensing service authorization and security of sensing results exposure. It fulfils all the security requirements mentioned in Key Issue #1. In this solution the NEF performs the service access authorization of the AF for Sensing Service request and the SF performs sensing service request authorization. 
Editor’s Note: Whether the solution fulfills all SA2 use cases is FFS.
* * * End of Changes * * * *

