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Comments
This contribution proposes solution to inter domain security on N9 interface for TR 33.758.

Proposed Changes
* * * First Change * * * *
8.Y	Solution #Y: Extended IPUPS for inter domain security on N9 interface between PLMN and PNI-NPN
8.Y.1	Introduction
This solution addresses KI#2 Inter domain security on N9 interface. 
This solution proposes to extend the use of the IPUPS from inter-PLMN only to both inter-PLMN and intra-PLMN.
8.Y.2	Solution details
According to clause 4.2.2 TS 33.501[2], Inter-PLMN UP Security (IPUPS) is introduced at the perimeter of the PLMN, which enforces GTP-U security on the N9 interface between UPFs of the visited and home PLMNs.
This solution proposes to extend the IPUPS in intra-PLMN scenario. The IPUPS is deployed between PLMN and PNI-NPN, connecting UPFs in the PLMN operational domain and UPFs in the PNI-NPN operational domain.


Clause 5.9.3.4 TS 33.501[2] states:
The IPUPS shall only forward GTP-U packets that contain an F-TEID that belongs to an active PDU session and discard all others.
The IPUPS shall discard malformed GTP-U messages.
Therefore, the IPUPS deployed between PLMN and PNI-NPN can only forward GTP-U packets that contain an F-TEID that belongs to an active PDU session and discard all others. IPUPS also discards malformed GTP-U messages from PNI-NPN operational domain to enhance the security on N9 interface between PLMN and PNI-NPN.

8.Y.3	Evaluation
This solution extends the use of IPUPS to intra-PLMN. 
[bookmark: _GoBack]The IPUPS can discard GTP-U packets without an active  F-TEID and malformed GTP-U messages from PNI-NPN. 
This solution fulfills the security requirement in KI #2.
* * * End of Changes * * * *
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