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Comments
This contribution is a merger of S3-254256, S3-254257 and S3-254502 that are not treated in SA3#125 meeting.
S3-254256 proposes to update solution #5 to address the EN about roaming scenario.
S3-254257 proposes to address an EN and adds evaluation to solution#5, and the reason for change is : the key generated by solution #5 is already at the session granularity level, re-authentication will generate a new UE granularity key for UE and RAN according to the current 5G procedure, considering safety is redundant, there is no need to update KSMF and KUPF during the session lifecycle. It is proposed to delete the EN about the key updating.
S3-254502 also adds evaluation to solution#5, and the rationale is: One issue for the proposed solution is that when the UE is roaming and the UPF that terminates the MPQUIC tunnel is in the home network, then the psk solution can only work if the serving network has implemented the necessary changes. This contrasts with the certificate-based solution which will work in such scenario. It is proposed to capture this limitation in the solution evaluation. Some editorials for the existing text are also proposed.

* * * First Change * * * *
[bookmark: _Toc212104856][bookmark: _Hlk212749945]6.5	Solution #5: two layer PSK generation method
[bookmark: _Toc212104857]6.5.1	Introduction
This solution proposes a two layer key generation. The AMF will use KAMF generates a Key KSMF and send the KSMF to the selected SMF. The SMF will further generate KUPF using KSMF, and then deliver the key KUPF to the UPF. Meanwhile, the SMF also generates a key ID, and the Key ID is also sent to the UPF together with the KUPF.
[bookmark: _Toc212104858]6.5.2	Solution details
[bookmark: _Toc212104859]6.5.2.1 	The procedure for PSK retrieval


Figure 6.5.2-1 Procedure to get a PSK between UE and UPF for MPQUIC
1. UE sends PDU Session Establishment Request message to the AMF. The message contains the MAP PDU session information defined in TS 23.502[9] and a PSK capability indication. The PSK capability indication is to indicate that the UE supports to generate a PSK for the MPQUIC/TLS between UE and UPF.
2. The AMF selects a SMF that supports MA PDU as described in TS 23.502[9].
3. The AMF sends  Nsmf_PDUSession_CreateSMContext Request. The message includes the MA PDU session information and the PSK capability indication.
4. The SMF decides MPQUIC may be used based on the decision as defined in TS 23.502[9], and knows the UE supporting to generate a PSK based on the PSK capability indication.

5. The SMF request the KSMF by sending a request message to the AMF. The message includes the SUPI of the UE.
6. The AMF generates the KSMF, and sends the KSMF to the SMF in the response message.
NOTE: this solution will not address the message name in step 5 and step6.
7. The SMF uses the KSMF to generate a KUPF  and a Key ID.
8. the SMF sends a N4 Session Establishment/modification Response to the UPF. In addition to what is defined in TS 23.502[9], the message further includes the KUPF  and a Key ID. 
In the home-routed scenario, according to TS 23.502 [9], the AMF may select a V-SMF and a H-SMF that support MA PDU sessions. Then the SMF in this procedure is H-SMF, V-AMF derives the KSMF and sends it to H-SMF, which is used by H-SMF to derive KUPF. The communication between V-AMF and H-SMF is forwarded by the V-SMF.
10 – 12. As defined in TS 23.502[9].
13. The UE generates the KSMF, the KUPF  and the Key ID the same way as AMF and SMF before the UE starts to use MPQUIC.
14. The UE sends a Client Hello message to the UPF, the message contains the Key ID.
15. The UPF uses the Key ID to retrieve the KUPF. The KUPF is used as the PSK for MPQUIC/TLS.
16. The UPF replies a Server Hello message to the UE.
17. The rest of MPQUIC procedure.
Editor’s Note: roaming scenario is FFS.
Editor’s Note: Key update for reauthentication is FFS.
[bookmark: _Toc212104860]6.Y5.2.2	 Key hierarchy


Figure 6.9.2-2 Key hierarchy for KUPF retrieval
Based on the procedure in clause 6.9.2.1, the AMF generates the KSMF by using the KAMF and deliver it to the SMF, and then the SMF uses the KSMF to generate the KUPF that will be further delivered to the UPF.
[bookmark: _Toc212104861]6.95.2.3 	KSMF generation method
The KSMF is generated by KAMF reusing the method in A.13 of TS 33.501[2] with the following updated:
- Set the P0 input parameter DIRECTION to the value 0x02.
[bookmark: _Toc212104862]6.5.2.4	 KUPF generation method
The KUPF is generated by KSMF using the method in A.13 of TS 33.501[2] with the following updated:
- Set the input KEY  to KSMF.
- Set the P0 DIRECTION to 0x01.
- Set the COUNT value is set to the value of PDU session ID.
[bookmark: _Toc212104863]6.5.2.5	 Key ID generation method
The Key ID is generated by KSMF using the method in A.3 of TS 33.535[10] with the following updated:
- Set the input key KAUSF to KSMF.
- Set the P0 = "A-TID" to  P0 = "UPF Key ID”.
- Set the L0 = length of "A-TID"; (i.e. 0x00 0x05) to  L0 = length of " UPF Key ID "; (i.e. 0x00 0x05).
6.5.2.X 	Key Update
The KSMF and KUPF is PDU session granularity. In this solution, the KSMF is only used to generate KUPF, and the KUPF is only used for authentication between UE and UPF. The lifecycles of both keys are bound together with a specified PDU session. The update of session key will follow the specification that is out of 3GPP scope. Thus, the update of KSMF and KUPF always occurs during the MA PDU session establishment procedure, no new design is needed, unless the KSMF has other use in the future.
[bookmark: _Toc212104864]6.5.3	Evaluation
The solution considers the backward compatible compatibility issue to let the SMF knows whether the UE is upgraded to support generating PSK.
In 3GPP system, all PSKs in the key hierarchy are delivered in one hop only. Thus deliver the PSK to the UPF from SMF is does not fully comply with the principle. In case that no new interface is introduced directly between AMF and UPF, it is better the AMF generates an middle intermediate key for SMF, and then the SMF generates the key for UPF. The less nodes know the PSK, the better.
The key generation method is based on existing method, tThe solution proposes to reuse the existing key generation as much as possible. If a parameter can be updated to achieve the goal, then no need to introduce a fully new key generation scheme.
A Key ID is used for UPF to find the right PSK. 
This solution needs to change SMF to support storage of KSMF and generation of KUPF and a key ID.
This solution can be used in home-routed roaming scenario. The communication between V-AMF and H-SMF is forwarded by V-SMF as what has been defined in Day one of 5GS.
The KSMF and KUPF is PDU session granularity and the lifetime is the same as PDU session, during the lifetime of PDU session, the middle key and authentication key will not need to be updated.
Unlike the existing certificate-based solution, this solution depends on the visited network supporting the relevant functionality of this solution.
This solution does not allow to update a long PDU session.
Editor’s Note: Further evaluation is FFS.

* * * End of Change * * * *
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