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Comments
- Reason for change: The CAPIF CF needs to verify an onboarding credential before an API Invoker gets access to API Exposing Functions. When the CAPIF CF fails to validate the onboarding credential correctly, it may give API Exposing Function access to unauthorized parties. Note that the 33.117 also includes a lot of test cases regarding OAuth 2 implementations that might be applicable in the onboarding process described in the test case below. However, the problem is that those test cases do not always apply. The onboarding credential could be an OAuth 2 token but it does not have to be. In cases where the credential is no OAuth 2 token, the OAuth test cases from 33.117 do not apply. Therefor the test cases described below are proposed for CAPIF specifically.
- Summary of change: Added a SCAS test that verifies whether the CAPIF CF verifies the onboarding credential correctly.
- Consequences if not approved: API Exposing functions might be accessible by unauthorized parties due to the CAPIF CF incorrectly verifying the onboarding credential of an API Invoker.
* * * First Change * * * *
[bookmark: _Toc22022974][bookmark: _Toc22565476][bookmark: _Toc26877907][bookmark: _Toc153454909]4.2.2.X	Validation of Onboarding Credentials
Requirement Name: Validation of Onboarding Credentials
Requirement Reference: TS 33.122 [4], clause 6.1
Requirement Description: The CCF validates the enrolment credential (e.g., OAuth 2.0 access token). If validation of the credential (the OAuth 2.0 access token in this example) is successful, the CCF generates an API invoker's profile as specified in TS 23.222 [X] which can contain the selected method for AEF authentication and authorization between the API Invoker and the AEF (see subclause 6.5.2)
[bookmark: _Hlk221770858]NOTE:	Test cases 3 and 4 are only applicable if OAuth 2.0 JWT access tokens are used as onboarding credentials.
Threat References: TR 33.926 [3], Annex [AA.2.2.X – Incorrect validation of onboarding credential by CCF]
Test Case:
Test Name: TC_CAPIF_CF_VALIDATE_ONBOARDING_CREDENTIAL
Purpose:
Verify that the CCF denies invalid onboarding credentials.
Pre-Condition:
-	The tester has access to the CCF via the CAPIF-1(e) interface.
-	The tester is permitted to register an API invoker with the CCF.
Execution Steps:
Test Case 1: Valid Onboarding Credentials
The tester sends an Onboard API Invoker request to the CCF via the CAPIF-1(e) interface with valid onboarding credentials.
Test Case 2: No Onboarding Credentials
The tester sends an Onboard API Invoker request to the CCF via the CAPIF-1(e) interface without providing an onboarding credential.
Test Case 3: Verification failure of access token integrity.
The tester sends an Onboard API Invoker request to the CCF via the CAPIF-1(e) interface with an access token that has an invalid signature.
Test Case 4: Expired access token.
The tester sends an Onboard API Invoker request to the CCF via the CAPIF-1(e) interface with an access token that has expired.
Expected Results:
For test case 1, the CCF must accept the request to onboard the API Invoker.
For test cases 2, the CCF must deny the request to onboard the API Invoker and return an error response, as the CCF recognizes the absence of an onboarding credential.
For test cases 3, the CCF must deny the request to onboard the API Invoker and return an error response, as the CCF verifies the access token and detects that the signature is invalid.
For test cases 4, the CCF must deny the request to onboard the API Invoker and return an error response, as the CCF verifies the access token and detects that it has expired. 
Expected format of evidence:
Evidence suitable for the interface, e.g., evidence can be presented in the form of log messages or a packet trace. A packet trace must at least contain the messages sent on the CAPIF-1(e) interface.
* * * End of Changes * * * *

