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6.Y
Solution #Y: NAS keys isolation in S&F operations
6.Y.1
Introduction

This solution addresses Key Issue #1: Authenticated UE to exchange NAS messages with multiple satellites in split-MME architecture.
According to Annex N.2 of TS 33.401, a typical S&F authentication and data transmission procedure is:

1. The MME-ground provides authentication vectors to one or multiple satellites.
2. A MME-onboard authenticates the UE and establishes UE context (including UE security context) for the UE.

3. The MME-onboard provides the UE context to the MME-ground.

4. The MME-ground may provide the UE context to one or multiple satellites expected to communicate with the UE.

This solution updates step 4 in the previous procedure to provide different NAS keys to the satellites. The basic principle is that the MME-ground will use a secret parameter shared only between the MME ground and the UE to generate different NAS keys for each satellite.
In addition, the satellite ID used by RAN is 8 bits and can only identify 256 satellites. The satellite ID used by OMA is NORAD ID, which is a 5-digit number. For this reason, a dedicated message is required to provide the satellite identifier (NORAD ID) to the UE.
6.Y.2
Solution details

The NAS keys isolation procedure in S&F operations is shown in the following figure.
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Figure 6.Y.2-1: NAS keys isolation procedure in S&F operations
0. The secret parameter for NAS key derivation is pre-configured in the UE and the Network.
Editor’s Note: Whether and how the secret parameter is used is FFS.
1. The MME-ground provides authentication vectors to the MME-onboards in satellites in the S&F Monitoring List.
The MME-onboard authenticates the UE and generates UE context (including UE security context) when service link is available.

The MME-onboard provides the UE context to the MME-ground when the feeder link is available.

2. The MME-ground derives NAS keys (NASint, NASenc) using Kasme, Satellite ID (NORAD ID format) and the secret parameter shared only between the UE and network.
3. The MME-ground provides the UE security context specifically generated for the target satellite to the MME-onboard in the target satellite. The UE security context includes the newly generated NASint key and NASenc key for the satellite.
4. The UE connects to the satellite when service link is available.
5. The satellite provides its satellite ID (NORAD ID) to the UE.
6. The UE uses the same method as the network to generate a specific UE context for this satellite, or if it already exists, retrieves the existing security context for that satellite.
7. The UE exchanges data with the satellite via secured NAS messages.
8. The UE stores the security context for this satellite, and the satellite stores the UE security context for the UE.

Editor’s Note: How NAS COUNT Sync can be achieved without performing UE key negotiation with multiple satellites is FFS.
6.Y.3
Evaluation

TBD.
*** END OF CHANGES ***
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