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Comments
Add a new solution on security protection for N3 and N9 interface for NR Femto system.

* * * First Change * * * *
6.Y	Solution #Y: Security protection for N3 and N9 interface for NR Femto system
6.Y.1	Introduction
This solution addresses the requirements of key issue #1 and key issue #2. 
This solution propose to enhance the Security Gateway as defined in TS 33.545 [3] to prevent core network against the attacks through N3 and N9 (if local UPF co-located) interface. 
5G NR Femto securely communicate with the UPF deployed in core network via Security Gateway in front of 5GC over N3 interface. All N3 related input/output traffic over the trust boundary should be delegated and protected by Security Gateway.
Locally deployed UPF securely communicate with the UPF deployed in core network via SeGW in front of 5GC over N9 interface. All N9 related input/output traffic over the trust boundary should be delegated and protected by Security Gateway.
NOTE:	Security protection for N3 interface between the NR Femto nodes and the Locally deployed UPF are not addressed in this solution.
6. Y.2	Solution details
6.Y.2.1	Security architecture
The security aspect enhancements to system architecture of clause 4.1 in TS 33.545 [3] for security protection for N3 and N9 interface are further depicted in Figure 6.Y.2.1-1.
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Figure 6.Y.2.1-1: Enhancement for security architecture of NR Femto
The security protections provided by the Security Gateway for the traffic via the N3 interface (between 5G NR Femto nodes and the UPF deployed in the core network across the trust boundary) and the N9 interface (between the locally deployed UPF and the UPF deployed in the core network across the trust boundary) can be categorized in the following way:
- Topology information hiding of the core network;
- abnormal traffics filtration;
- Access control etc.
[bookmark: _GoBack]NOTE: Security protection function for N3 and N9 interface can be implemented by Security Gateway or NR Femto Gateway (if deployed).
6.4.2.2	Topology hiding
The topology hiding function for N3 interface as defined in clause 5.7 of TS 33.545 [3] can be reused.
The core network topology shall not be directly exposed to the locally deployed UPF through N9 interface.
The Security Gateway hide the 5GC topology so that the core network entity address information (such as IP addresses of UPF etc.) are not inadvertently exposed to the locally deployed UPF.
6.Y.2.3	Abnormal traffics filtration
The Security Gateway supports to discard malformed GTP-U protocol traffics and non-GTU-U protocol traffics sent from the 5G NR Femto nodes through N3 interface over the trust boundary according to 3GPP specifications.
The Security Gateway supports to discard malformed GTP-U protocol traffics and non-GTU-U protocol traffics sent from the Locally deployed UPF through N9 interface over the trust boundary according to 3GPP specifications.
The Security Gateway supports to block messages with wrong NF types sent from the 5G NR Femto nodes through N3 interface over the trust boundary according to 3GPP specifications.
The Security Gateway supports to block messages with wrong NF types sent from the Locally deployed UPF through N9 interface over the trust boundary according to 3GPP specifications.
The Security Gateway supports the rate-limiting functionalities to defend itself and core network NFs against excessive or overload traffics of N3 and N9 interface. 
6.Y.2.4	Access control
The Security Gateway supports the access control mechanism for the 5G NR Femto nodes accessing the UPF deployed in core network, e.g. configure the access control list.
The Security Gateway supports the access control mechanism for the Locally deployed UPF accessing the UPF deployed in core network, e.g. configure the access control list.
6.Y.3	Evaluation
In order to eliminate risks associated with compromised NR Femto nodes, e.g., preventing the abnormal traffic or signalling threats, this solution addresses the requirements of KI #1 by enhancing the Securtiy Gateway in the architecture of NR Femto to provide enhanced security protection for the N3 interface between the NR Femto nodes and the core network, including abnormal traffics filtration and access control.
This solution addresses the requirements of KI #2 by enhancing the Security Gateway in architecture of NR Femto to provide security protection for N9 interface between the locally deployed UPF and core network, including topology hiding, abnormal traffics filtration and access control.
Security protection function for N3 and N9 interface can be implemented by Security Gateway or NR Femto Gateway (if deployed).
Security protection for N3 interface between the NR Femto nodes and the Locally deployed UPF are not addressed in this solution.
* * * End of Changes * * * *
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